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Welcome to AlgoSec Firewall Analyzer

AlgoSec Firewall Analyzer (AFA) is a component of the AlgoSecFirewall Analyzer, and
is a comprehensive device analysis solution that builds an end-to-end model of your

network’s security posture and Layer 3 connectivity.

AFA's network model and its graphical map enable you to automatically detect security
holes in your device policies, helping you manage your network proactively and

efficiently.

Advanced management and troubleshooting

AFA provides operations and security teams with the ability to run interactive traffic

simulation queries, to diagnose whether the device is blocking operational traffic.

In situations where a new exploit uses ports that could be blocked by the devices, AFA
lets you run a traffic simulation query on all your devices to identify whether you are

exposed, and which policies should be tightened up.

AFA reports are very intuitive and user-friendly, allowing you to quickly locate and
resolve critical problems with three mouse clicks. Although AFA reports are easy to
understand, they comprise a profound analysis of five layers of information, with more
than 1500 linked files. The files making up the average AFA report, total about 75 MB*

in size.
The following are traffic types analyzed by AFA:

o Every external IP address

Every internal IP address (private or public, including NAT)

Every protocol

« All source and destination port numbers and applications

« Both incoming and outgoing traffic

Each report is the result of AFA analysis of more than 1030 possible intrusions.

For more details, see AFA reports.
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Risk management

Analyzing complex device policies manually is time consuming and requires an
understanding of all the possible options and combinations. As a result, many risks are

not detected and impose a threat to the organization's security.

The AFA Risk Management module automatically analyzes every type of packet that a
device may encounter and performs a comprehensive analysis - not just a spot check.
Therefore, customers have the ability to view all the risks and the specific rules that

cause them, across all their devices.

For details, see Customize risk detection.

Change management

Today's constant demand for application and infrastructure changes poses a significant
risk of compromising security in the process, and exposes organizations to new risks
they might not even know about. That's why an ad-hoc approach to change

management is not recommended.

AFA provides a comprehensive solution that helps report all the changes made to your
device policies, and analyzes their impact, so that you can review and verify that they
are performed correctly. In addition, a complete change history is logged. With AFA, the

change process becomes more efficient, safer and easier to control.

For more details, see Manage real-time monitoring and Managing Analyses.

Policy optimization
Devices work more efficiently and are easier to manage when the policies are

uncluttered and free of unused rules and objects. AFA enables customers to optimize

policies easily and safely, by providing information on the following:

Unused Rules: rules that are not used according to actual traffic logs

Covered Rules: rules that are covered by previous rules (and will never be used)

Disabled rules

Time-inactive rules
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« Rules without logging and without comments
« Unattached, unused and unrouted objects
AFA also includes the Intelligent Policy Tuner, which identifies rules that are too wide

and permissive, and rules which contain sparsely used objects, thereby enabling you to

fine tune your policy.

For details, see View policy data.

Regulatory compliance and auditing process

AFA helps you comply with standards and regulatory requirements such as:

« Sarbanes-Oxley

« Basel Il Capital Accord

« HIPAA

« BS7799/1SO 17799

« NIST 800-41

« FISMA

« IAVA

« Payment Card Industry Data Security Standard (PCI DSS)
« Cyber Security Standards (CIP)

Additionally, AFA enables you to incorporate auditing into your work process. Simply
define the schedule for analysis. AFA will automatically perform the analysis according

to your defined triggers and e-mail the results to the relevant people upon completion.

For details, see Run traffic simulation queries.

Business application visibility

AFA also enables you to manage your security network policies from the perspective of

your business applications, using the additional AppViz plugin.

AppViz is available from the bottom left menu in AFA, and opens in a separate tab.
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0 Firewall Analyzer ™
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Logins and other basics
This topic describes the very basics of working with ASMS, such as logging in and out

and supported browsers.

Supported browsers
View ASMS in one the following web browsers, at screen resolution of 1920x1080 or

above.

» Mozilla Firefox
o Google Chrome
o Microsoft Edge

« Internet Explorer 11 and higher. Internet Explorer 8.0 is supported for FireFlow

requestors only.

Log in to ASMS
Log in to ASMS from any desktop computer using the credentials provided by an AFA

administrator.
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Do the following:

1. In your browser, navigate to https://<algosec_server> where <algosec_server> is
the ASMS server IP address or DNS name.

If a warning message about the web server's certificate appears, click Accept or

OK. For more details, contact your network administrator.

The Security Management Suite login page appears.

About

E'algosec
Security Management Suite

User Name

Dacewnard

2. In the Username and Password fields, enter your username and password, and click

Login.

You are logged in, and ASMS displays AFA by default.

For example:
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Switch ASMS products

If you are a user in multiple ASMS products, such as AFA, FireFlow, and AppViz, switch

between products using the dropdown at the top-left, above the main menu.

@ Firewall Analyzer =

If you are an administrator for any of these products, the relevant administration menu is

available from your user dropdown at the top-right:

Ly
£ AlgoSec Administrator v

Administration

License

Issues Center @
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Note: CloudFlow is now accessible from inside ASMS. Click the dropdown at the

top-left and select CloudFlow.

@ Firewall Analyzer

FireFlow

CloudFlow

DFVICFS SFTLHP

For more details, see our CloudFlow Help Center.

Adjust your screen space

To adjust the screen space available for your main workspace, hide, display, or change

the size of the main menu on the left.

« To adjust the size of the main menu, hover between the menu and the workspace

and drag the border left or right.
. To collapse the menu entirely, click * atthe top. When collapsed, click ¥ to

expand it again.

View ASMS product details

This procedure describes how you can identify your AFA, FireFlow, or AppViz

installation version and build number.
Do the following:

1. In the toolbar, click your username and then select About or Info.

2. Forexample, if you're in AFA, in the Info dialog, click About.
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Info

Administrator User Guide
User Guide

Installation and Setup Guide
AP| Guide

About

The About dialog appears, showing details about the product you have installed.

For example:

About AlgoSec Firewall Analyzer

AlgoSec Firewall Analyzer

Version A30.0.100-b70 (54 bit)

Copyright © 2003-2019 AlgoSec Systems Ltd. and its licensor.
Patent(s) Pending. All rights reserved.

Usage strictly subject to License Agreement.

Note: If you are running the FIPS 140-2 compliant version of AFA, this information is

indicated in the window.

Log out of ASMS
Log out of ASMS by clicking your username at the top right, and selecting Logout.

You are logged out of all ASMS products available to you.
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Note: If Single Sign On is configured, you must browse to the Logout page hosted on

your IdP to log out.

For more details, see the AlgoSec Firewall Analyzer Administrator Guide.

AFA components

This topic describes the AFA components, including the baseline Operations and
Optimization component, and additional options for Risk and Compliance,and

ActiveChange for direct change implementations.

AFA Operations and Optimization module

AFA operations and optimization are the baseline of ASMS, supporting device
administrators while they perform daily operations and change management activities,

as well as providing detailed change history reports for all device configurations.

AFA also enables significant device performance improvements with a rich set of
reports and recommendations that help improve device configuration efficiency, such as

the Intelligent Rule Re-Ordering algorithm.

For more details, see:

o Device analysis and reports for change tracking

o Traffic and routing queries

o Basic compliance

o Rule cleanup and audit

« User notifications

Device analysis and reports for change tracking

Visual display of the device policy, including topology, traffic, rules and objects,
including an analysis of the routing table and provides a connectivity diagram changes

from previous reports on the same device.
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» Create a report on a group of devices with either pre-defined or ad-hoc device

definitions.

« Analyze several devices together, taking into account their relative hierarchy in
the network.

« Schedule an analysis per device or group of devices, based on pre-defined

intervals (daily, weekly, monthly, etc.) and issue a report.

- Compare any two reports - either the same device or different devices or different
device vendors. Track the changes in a device policy between reports of any two
dates. Show the changes in traffic, rules, services, host groups, topology and

objects

Traffic and routing queries

Run a traffic simulation query on a specific device or a group of devices to determine
which rules control traffic between specific sources and destinations. This enables help
desk teams to easily troubleshoot and prevent disruptions. It also provides for seamless

server |P migration and security checking.

Routing queries allow you to check the end to end routing between two IP addresses on
the map. They are different from the traffic analysis query because they do not take into

account any security rules or NAT rules that may block or alter the routing path.

Basic compliance

By exploring the policy and change history an auditor receives the required information
to produce a report that complies with corporate and regulatory standards such as the
Sarbanes-Oxley Act, Basel Il Capital Accord, HIPAA, BS 7799/ISO 17799, FISMA,
Payment Card Security Standard (PCI DSS) and Cyber Security Standards (CIP).

Rule cleanup and audit

Identify unused, covered, timed out and disabled rules that are candidates for removal.
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« List rules that may not conform to company security policies, including rules
without comments, rules without logs and rules with comments that do not include

a ticket number.

« Show unused rules, the most used and the least used rules.

« Refine your device policy using AFA's Intelligent Policy Tuner. Identify rules that
are too wide and permissive, and rules which contain rarely used and unused
objects.

« Reorder your rules intelligently. AFA recommends new positions for the rules to
increase the device performance. The recommended order retains the policy logic.
Typically, by repositioning only a few of the most used rules a significant

improvement in performance is seen.

« List unused, unattached and empty objects that are candidates for removal.

User notifications

Continuously poll device policy changes and send e-mail alerts when a change is

detected

Send e-mails to pre-assigned users following a device analysis with the summary of the

analysis and the changes from previous reports.

AFA Risk and Compliance

The optional AFA Risk and Compliance Module adds risk management and compliance
verification abilities to AFA Operations and Optimization. Built on AlgoSec's
comprehensive knowledge base of industry best practices for device configurations, it
allows users to quickly assess the security posture of their device configurations and
ensure that all devices meet their specific security controls. It also includes

automatically completed compliance reports.

Highlights include:
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« Deep risk analysis: Identifies every packet the device may encounter.
Automatically maps topology and identifies the most serious threats based on
industry best practices, prioritizes subsequent risks and offers guidance on what

and how to re-mediate.

« Automatic assessment and compliance reports: Generates automatically
populated per device compliance reports to assure continued adherence to
external regulatory standards including SOX, PCI-DSS, ISO 27001, Basel-Il, and
J-SOX, supplying the end-user or auditor with turnkey reports.

« Continuous security audit: Provides a complete audit trail and replaces error

prone manual tasks, to ensure configuration is aligned with security policy.

« Customize risk assessment: Add risk profiles, based on internal corporate
standards and easily customize out-of-the-box risk profiles, with the AlgoSec

wizard-driven Risk Profile Editor.

- E-mail notifications: Send e-mails to pre-assigned users, following a device risk
analysis with the summary of the analysis and the changes to the security posture

relative to previous reports.

« VPN analysis: Add risks associated with VPN rules and VPN objects to the

Change History page and to e-mail notifications.

AFA ActiveChange
The optional ActiveChange license adds the ability to implement AFA

recommendations directly from the AFA system for Check Point devices accessed via
OPSEC.

Note: When FireFlow is being used, ActiveChange is used from FireFlow and

supports many other device brands.

Highlights include:
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« Ability to disable unused, covered, and redundant special case rules: Rules

belonging to any of these three categories can be automatically disabled.

« Policy backup: The policy is backed up before changes are made, enabling one to

easily revert to the pre-change policy.

« Full audit trail: Comments are added to every disabled rule to indicate which user

made the change and when. These comments are visible in the Check Point
Smart Dashboard.

Navigate around AFA

The main AFA interface includes a main menu on the left, a large workspace in the

middle, and a toolbar at the top right.

AFA's main menu

Main menu items include:

A
O

©

a

g_{

HOME. View the default dashboard.

DEVICES. View all devices defined in AFA. Generate, view, compare, and
delete device reports, query device policies, customize device topology and
trusted traffic, locate objects in devices, and monitor device policies for
changes.

DASHBOARDS. View risk summaries, compliance, optimizations, and
changes across all devices, and create custom dashbaords.

GROUPS. View device groups defined in AFA. Generate, view, compare, and
delete group reports and locate objects in groups.

MATRICES.View matrices defined in AFA. Generate, view, compare, and
delete matrix reports and locate objects in matrices.

Tip: Adjust the display by dragging the main menu. For details, see Adjust your
screen space.
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Toolbar

Click your username at the top-right to display system information, view documentation,
and log out. Administrators can also access the Administration area and view license

information.

Click Analysis Status to view the status of the most recent AFA analysis run.

AFA grids and tables

Across AFA, grids and tables have various sorting, paging, and filtering options.

Sorttables Tables columns that can be used to sort have arrows in their headings.
by columns For example:

Click a column heading to sort the table. To reverse the sorting order,
click the column again.

A table already sorted by a specific column displays only one arrow in

its heading.

For example: .
Page When a table contains multiple pages, navigate between them using
across the controls below the table.

tables For example:

¢ Page|l |of3 » \View1-10of24
Click an arrow button to move forward or back, or enter a page number
in the page box.

Filtertable  Tables that can be filtered have an extra row just below the header.
content Enter data in the box to filter the table by that column data.

'y A o - A prc
¥ NAME ¥ SOURCE w DESTINATION

When filtering by multiple columns, the AND logic is used between
filter texts.

Note: Filtering tables with many rows may take some time.
Administrators can disable filtering for tables over a specific size.
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Export AFA screens to PDF

This topic describes how to export various AFA screens, such as dashboards and report

pages, to PDF, and also lists recommendations for Print dialog settings per browser

type.

Export AFA data to PDF files

Do the following:

1. Click the Export/Print PDF or Export link shown in the upper-right corner of the

screen.

One of the following occurs:

Dashboards On a dashboard page, a PDF of the dashboard is created. Your
browser opens a Print dialog to print the new PDF.

Reports On a report page, your browser will either open a Print dialog to
export the report page currently in view to a PDF, or an Export
item dialog appears.

If the Export item dialog appears, select the report pages you
want to export to open the browser's Print dialog.

Depending on your browser and its settings, a preview version may open in a

separate tab. For example:

| @ aigssec -Home x | @ Agosec Repart X | @ Firewsl Anslyzer Report

ngngng

sssss

Options Headers and footers
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2. In the browser Print dialog, select to save the file as PDF. Additionally, use the
print preview to verify that all other print settings are set to show all colors and

graphics, and to ensure that no content is cut off.

Tip: The process and recommended settings may differ depending on the
browser you are using. We recommend using a recent version of Google

Chrome for optimal results.

Use the following recommendations to ensure that your PDF is exported correctly:

o General Print dialog recommendations

Chrome-specific recommendations

o Firefox-specific recommendations

Microsoft Edge-specific recommendations

Microsoft Internet Explorer-specific recommendations

3. When you are finished with any adjustments required and are satisfied with your

preview, click Save to save your PDF.

In the Save dialog, enter a meaningful name for your PDF, and the location you

want to save the file.

Note: When the Print Preview dialog is open in one browser tab, ASMS cannot

function in a different tab of that browser window.

General Print dialog recommendations

Select the following options, regardless of your browser:

Layout/Orientation Change the layout to Landscape.

Paper Size Select A4 or Letter.
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Scale Change the Scale value as needed so content is shown
correctly and nothing is cut off.

For example, the traffic simulation query map may not
display correctly by default. Adjust your Scale settings to
fix this.

Background Graphics Select the Background Graphics check box to display the
report in full color. Affected elements may be the status
detail bars and table cell borders.

Margins Adjust the margin values as needed so that graphs and
tables are shown correctly. For example, if you are
exporting traffic simulation query results, adjust the
Margins until the report displays your map correctly in the
print preview.

Header and Footer Select the Header and Footer check box to include

optional data in the report.

Chrome-specific recommendations

In the Chrome Print dialog, set your Destination to Save as PDF.
Expand the More settings link to adjust additional settings.
Firefox-specific recommendations

In the Firefox Print dialog, set your Name to Microsoft Print to PDF.

Open the Print Preview by selecting the Firefox menu = button, and then selecting Print.

In the Print Preview, update the following as needed:

« Change the Scale and select Landscape:

Q Firewall Analyzer Report - Mozilla Firefox

Print... Page Setup... | Page: w4 = of 1 » wm | Scale: | 80% - ||_,Pgrtrait __Landscape Simplify Page Close

« Click Page Setup at the top left, and select Print Background (colors & images).
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For example:

e

Page Setup

Format & Options  Margins & Header/Footer
Format

Orientation: (@ Portrait () Landscape

Scale: 100 % [ Shrink te fit Page Width

Opticns
(] Print Background {calors & images)

Firefox troubleshooting

« Cut off reports:

If the print preview shows that the HOME page in the exported report is cut off at
the end of the page, especially when printing multiple sections of the report, export

one page of the report at a time.

Do one the following:
« Inthe Export item dialog select only one checkbox for each report.
« Exportto PDF directly from a specific page in the report.

For more details, see the relevant Firefox bug at bugs.launchpad.net.

On all pages in the report, long frames may be cut off when exporting from
FireFox. In such cases, use the scaling options to squeeze more content into the

frame, or use a different browser. For more details, see https:/bugzilla.mozilla.org/.

« Print preview window does not open
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If the print preview does not appear, you may need to allow popups from your AFA

machine. Click Options in the yellow bar at the top of your browser to allow

popups for AFA.

e

c o O B W »

F'@ Firefox prevented this site from cpening a pop-up window. Options »

Microsoft Edge-specific recommendations

In the Edge Print dialog, set your Printer to Microsoft Print to PDF.

Click More settings to adjust additional settings.

Edge troubleshooting

HOME page
data cut off

Certificate
requirements

Background
colors

If the print preview shows that the HOME page in the exported report
is cut off at the end of the page, especially when printing multiple
sections of the report, export one page of the report at a time.

Do one the following:
« In the Export item dialog select only one checkbox for each
report.
« Exportto PDF directly from a specific page in the report.

In Edge, AFA does not support exporting the Policy tab of the report to
PDF on systems that do not have a valid security certificate.

Doing this simply shows a Preparing for Export message, without
continuing.

In such cases, we recommend using a different browser.

Microsoft Edge does not support background colors. Therefore, PDFs
exported from Edge are in black and white only, and tables may
appear without cell borders. For more details, see
answers.microsoft.com.
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Microsoft Internet Explorer-specific recommendations

In the Internet Explorer Print dialog, select General > Select printer, and set your
Printer to Microsoft Print to PDF.

Click Preferences to open a dialog and adjust the following settings:
« Inthe Layout tab, select the Landscape orientation.

« In the Paper/Quality tab, select Color.

« Click Advanced to open another dialog and adjust additional settings.

To set the Background graphics option, select Settings > Print > Page Setup window,

and select the Print Background Colors and Images check box. For example:

Page Setup X
Paper Options Marging {inches)
Page Size: Left:
- Y g
(®) Portrait () Landscape Top: |07

Print Background Colors and Images I .
coon:

Enable Shrink4o-Fit

Headers and Footers

Header: Footer:

Title ~ URL i
-Empty- w | | -Empty- ~
Page # of total pages ~ | | Date in short format ~

Change font

If you do not see the Print Preview dialog by default, in the Internet Explorer settings,

select Print > Print preview.

For example:
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= & || Search.. D~ {a\j‘
Drint Cirle Print
I File
I ZLoom (100%)
Safety

Print preview...

r
b ks s b #
@

Page setup...

Add site to Apps

View downloads Ctrl+J
Manage add-ons

F12 Developer Tools

Go to pinned sites

Compatibility View settings

Internet options

About Internet Explorer

Quickstart with AFA

This topic describes how you can quickly get up and running with AFA reports and
queries, once an AFA administrator has added devices to your ASMS environment and

analysis is running.

View risks and risky rules
The AFA report RISKS and RISKY RULES pages list security holes in the device. Use

the detailed information on these pages to tighten the device policy and improve your

organization's security.

For details, see RISKS page and RISKY RULES page.

For example:
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Acomn_ASA | Risks

»
il Policy: pix-acom-10_20_30_1_after.pix  Host: 10.20.30.1 [B Export/Print PDF
. cisco ACOI‘I‘I_ASA Version: 7.2(4) Risk Profile: Standard
@ . . - . . Security Rating Over Time
Security Rating High Suspected High Medium Low I - !

- m =°
L 5 Rog "Allow Any service" rules
. 11 Rog "Any destination” rules

1 P40 ASA/FWSM /PIX software version no longer supported
= 2 ROL  "From somewhere to Any allow Any service” rules

1 P35 No anti-spoofing on any of the interfaces

1 P27 Password set to factory default value

H  u
©
=
=

“From Any source” rules

Browse and search through your security policies
Drill down to a specific device, group, or matrix using the main menu options on the left.

Check the POLICY tabs for each item to view the rules configured on each device.

Filter rules by rule fields, objects, IP address, and so on. For example:

@ Firewall Analyzer

3
Al Acorn_ASA 1
cisco |
(o ) [ s | [ —
POLICY
Export to: [ PDF File
Documentations: 4 Add Values W Clear Values B CSVFile
D BusinessFlow
All Fields v | Contains © ([ IncludeAny' [ ExactMatch & Search Tips
o 5 a o a o o Business Bu
D‘ ‘# Enabled Source ‘User Destination Servme‘ Action Logging Time| Comment| CLI View Critees| &5
. ¢ B inside (73 incoming rules)
0] O B |1]| O |=:10.20.30.198|admin|®10.10.30.198 |msisakmp | yPermit| i informational firerion 205
H o) b |2 [} ahany any |aBany BEsip @Deny 205
- O [y |3 [0 |®e_10.20.15.2|LAB |=10.40.5.5 mecho | yPermit ;‘T;‘OW 298
O G |4 O LAB |aB255.255.255.0/ | wip W Permit 299

For more details, see View policy data.
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Eliminate risk items that are irrelevant in your environment

AFA provides you with several customization options that let you eliminate "false-

positives" - risk items that are irrelevant to your environment:

« Customize the topology to mark your DMZ networks. Be advised about risky DMZ

traffic.
» Customize trusted traffic to identify traffic that should not trigger risk items.

« Customize trusted networks to identify machines and subnets that should not

trigger risk items.

» Customize Risk Profiles to determine the risk levels and to write your own risk

items.

For complete instructions on all these subjects, see Customizing AFA Risk Detection

(see Customize risk detection).

View a compliance report

After running a few analyses, familiarize yourself with one of the automatically
populated compliance reports (Sarbanes-Oxley, PCI-DSS, ISO/IEC 27001 and others),
which may be useful to you even if you are subject to other types of regulations. For
details, see the Regulatory Compliance Page (see REGULATORY COMPLIANCE

page).

View the real-time monitoring change history
After changing your device policy, browse the device's Monitoring tab to view the
history of all policy changes made to the device. For complete instructions, see Using

Real-Time Monitoring (see Manage real-time monitoring).

Run a Traffic Simulation Query on your network

Once AFA has analyzed your device(s) you can query the policy or policies on specific
traffic passing through the device according to a specific source, destination, service or

application (HTTP, SMTP, etc.). These queries are then immediately presented in the
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AFA user interface. For details, see Running Traffic Simulation Queries (see Run fraffic

simulation queries).

Optimize your policy

After running an analysis, you can begin optimizing your device policy by pinpointing
and then correcting common policy hitches such as having unused policy rules, rules
that are covered by other rules or are special cases of following rules, rules that can be
merged, rules that can be tightened as they are only partially used, etc. Go to an AFA
report and click the Policy Optimization tab. For details, see the Policy Optimization
Page (see POLICY OPTIMIZATION page).

=» See also:

« Exploring Your Network (training video)
View policy data
This section explains how to examine polices in AFA.

Note: Searching the policy in the Policy tab is the preferred method for locating

objects. For details, see Searching policies.

Note: Because the Policy tab does not show NAT rules, use the Locate Object
feature's Find in Rules option to locate objects in NAT rules. For details, see Locate

rules that use specific objects.

Viewing policies
To view a policy:

1. View the desired device, group, or matrix. For details, see View AFA device data,
View AFA group data, and View AFA matrix data.

2. Click the Policy tab.
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The Policy tab appears in the workspace.

@ Firewall Analyzer  ~ B Analysis Status £ AlgoSec Administrator ¥
DEVICES | & 4 R
V_Ll‘r Rose_checkpomt Host: 10.82.18.20 Policy: scr-3feb.w
- Q - Management Version: NGX (R61),...  Device Manager: Central Manager
earch... T o
[£] Latest Report Apr23,2017
Analysis ® Menitoring Log collection

Issues (42) ~
. i@ -y - OVERVIEW POLICY CHANGES REPORTS MAP
0 Pecan_PaloAlto
= % poppyl
L # Poppy_juniper
&l Rose_checkpoint

Export to: [Z PDF File
Documentations:

B Rose_DR
gRDS“a-meCkpm”‘-Rm AllFields v | Contains © ([ Include'Any’ [J Exact Match © search Tips
W1 SequoiaAWS_US_west_cc
- (§ teak_fs
- |2) Test1
- i Tulip_NsX (m] RULE | NAME SOURCE DESTINATION VPN SERVICES ACTION | T
- [i5 violet_Fortinet
& willow_watchGuard - ol o [ * Any [ Bc_mc_oo & Any| % Any ® drop |
4 4 (Global) Traffic
I HOME o] B |2 i rose_checkpoint i rose_checkpoint * Any [T Firewalll € accept |E
(Global) Traffic
&) Devices
@) DASHBOARDS o) 0 |3 ]} rose_checkpoint [ SCR_vscan_InNT % Any| % Any €D accept|[E
(Globaly [ SCR_vscan_EXT 0] SCR_vscan_EXT Traffic
0 croups [ SCR_vscan_InT [l rose_checkpaint
o) [ |2 Q SCR_vscan_INT * Any % Any T htip €D accept|-
G MATRICES (Global) Traffic |1® ftp

The columns which appear in the policy tab are specific to each device brand. If
AppViz is licensed, fields from AppViz appear, indicating business information

such as which rules are included as flows in which applications.

Note: NAT rules do not appear in the Policy tab. To locate NAT rules, see

Locate objects.

Note: If AppViz is licensed, you can export traffic flows from the policy to

AppViz.

3. To search the policy for rules and objects, see Searching policies.

Searching policies

AFA provides the ability to perform advanced searches on policies.

For example, you can locate all device rules that use a specific object—-whether the rules
include the object explicitly or include an object containing the object—in any device,

group, or matrix, or in any type of report. This is useful when planning to update or
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remove an object, since it enables you to detect all the rules that will be affected by the

change.

Note: NAT rules do not appear in the Policy tab. To locate NAT rules, see Locate

rules that use specific objects.

To search a policy:

1.

2.

View the policy you want to search. For details, see Viewing policies.
In the drop-down list, select the field to search.
All Fields is the default option.

If you select the Source, Destination, Source or Destination, Services or All
Fields options in the drop-down list, the search will also return rules with objects
that contain the specified IP address(es) or services. All other fields perform a

simple textual search.

Note: Depending on your AFA configuration, this search feature may not
function in this way. If your AFA is configured to always perform only a textual
search, use the Locate Object feature to search for objects that contain specific

IP addresses. For details, see Locate objects.

In the Contains field, type a string, IP address, IP range, service, range of services
(eg., "TCP/20-50" or "All TCP"), or object name for which you want to search the
policy. To search specifically for empty fields, type [EMPTY].

To add another search parameter, click And, then complete the fields in the
manner previously described.

To include results which contain the searched IP address(es) or service(s) only
because they contain "any", "all", or "*", select Include '"ANY".

To find rules that contain objects which contain only/exactly the IP address(es) or

service(s) you searched for, select Exact Match.
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7. Click Find rules.
The policy is filtered according to the specified parameters.

Objects that contain what was searched will appear highlighted in the search

results.

Note: For Check Point devices, the results show one device to represent each

policy. Multiple devices with the same policy will not appear in the search results.

Add/remove AFA rule comments

AFA supports adding comments to rules. The comments will appear in the rules'
Documentation fields and in all device/group/matrix reports where the rules appear.
You can add comments to a single rule, or add the same comments to multiple rules

simultaneously.

Note: These comments are only visible in AFA, not on the devices themselves.

Note: AFA administrators can disable or enable the Documentation field and add

more such fields.

To add/remove comments from a single rule:

1. View the device/group/matrix policy, and locate the rule you want to edit. For

details, see Searching policies.

2 In the desired rule's row, click (>

The Edit Documentation dialog box appears.
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Edit Documentation x

[ Documentation
| [ Application
[J Business Partner |

[J Business Criticality

o

3. Select the check box(es) next to the field(s) you want to edit.

4. Type your comments for the rule in the field(s) or delete the comments you want to

remove.
5. Click Update.

The comments are added/removed.

To add or remove the same comments from multiple rules:

1. View the device/group/matrix policy, and locate the rule you want to edit. For

details, see Searching policies.

2. Selectthe check boxes next to the desired rules.
3. Click the Add Values link.
The Edit Documentation dialog box appears.

4. Selectthe check box(es) next to the field(s) you want to edit.

5. Type your comments for the rules in the field(s) or delete any comments you want

to remove.
6. Click Update.
The comments are added or removed from all the selected rules.

Locate objects

You can locate all objects which contain a specific IP address or range in a device,

group, matrix, or in a specific report.
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To locate an object:

1. Do any of the following, as described in View AFA device data, View AFA group
data, and View AFA matrix data:

To search a device for an object, view the desired device.
To search a group for an object, view the desired group.
To search a matrix for an object, view the desired matrix.

To search a single device reportfor an object, view the desired device, click
the Reports tab, and then select the check box next to the report in which

you want to locate the object.

To search all device reports for an object, view the ALL_FIREWALL group,
then click the Reports tab, and then select the check box next to the report in

which you want to locate the object.

To search a group report for an object, view the desired group, click the
Reports tab, and then select the check box next to the report in which you

want to locate the object.

To search a matrix reportfor an object, view the desired matrix, click the
Reports tab, and then select the check box next to the report in which you

want to locate the object.

2. Click Locate Obiject.

The Locate Object page appears.

Firewall Analyzer (A30.10) Page 36 of 238



User Guide | Welcome to AlgoSec Firewall Analyzer

@ Firewall Analyzer

B Analysis Status # AlgoSec Administrator v

DEVICES |~ 4

(-] Rose_checkpoint Host: 10.82.18.20 Policy: scr-3feb.W
Search... Q T Management Version: NGX (R61),... = Device Manager: Central Manager
IS [ LatestReport Apr23,2017
Analysis ® Monitoring Log collection
Issues (42) v
L SG5_S64_SG3_acl o OVERVIEW poLicy CHANGES REPORTS MAP

- # maple_SSL_VPN
- [ 0ak_Stonegate
{4 orchid_Router
Pecan_PaloAlte
& % poppyl
L # Poppy_juniper
B Rose_checkpoint
B Rose_DR _ . ~ R
I Rosita_checkpoint_RT5 Select Address by ® Networkobject O IP Address © IPRange O Flow
- W0 SequOIBAWS_US_west_c
- (B teak_fs
- |2 Test1

1) HOME

] Analyze .C’j Traffic Simulation Query s Topology ;@‘ Trusted Traffic (e} Locate Object

Device: Rose_checkpoint

Select a host group

Name

) Devices

@) DASHBOARDS

m_GARDEN
GROUPS
adm-dst.mtLidpub.com_INT

G MATRICES ADSL-admin

3. Specify the object you want to locate.

You can select an individual IP address, a range of IP addresses, or a host group
that is defined on the device(s). If you wish to select a host group, you can search

the defined names alphabetically, or by using the search filter.

4. Click Find in Objects.

A new window opens displaying a list of objects with the specified IP address,

range, or host group, in the specified devices and/or matrices.
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Host Groups that contain Host Group aceslave.tdpub.com

Firewall: Rose_checkpoint

CONTAINING HOSTGROUP CONTAINING IP ADDRESSES

NV)_SCR_LAN E_01

ros2_checipaint_netwr

154770251
172, 4

200.200.200.251

164770251

192.168.15.251

10.150.22.0-10.150.22.255

10.00.1

Print-Test 10.240.17

16.47.76.11

10.82.18.16-10.82.18.31
255

F_OWER-star

192.168.17.0-192.168.17.255
10.22.32.0-10.27.47.953

5. To export the results to PDF format, click [ Export/Print PDF _ For more details,

see Export AFA screens to PDF.

Locate rules that use specific objects

You can locate all device rules that use a specific object—-whether the rules include the
object explicitly or include an object containing the specific object—in any given device,

group, or matrix, or in any type of report. The procedure below should be used when

searching for NAT rules.

Otherwise, the recommended method to locate rules is through the Policy tab. For more

information, see Searching policies. NAT rules do not appear in the Policy tab.

To locate rules that use a specific object:

1. Do any of the following, as described in View AFA device data, View AFA group
data, and View AFA matrix data:

« To search a device for an object, view the desired device.

» To search a group for an object, view the desired group.
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« To search a matrix for an object, view the desired matrix.

« To search a single device reportfor an object, view the desired device, click
the Reports tab, and then select the check box next to the report in which

you want to locate the rules.

« To search all device reports for an object, view the ALL_FIREWALL group,
then click the Reports tab, and then select the check box next to the report in

which you want to locate the rules.

« To search a group reportfor an object, view the desired group, click the
Reports tab, and then select the check box next to the report in which you

want to locate the rules.

« To search a matrix reportfor an object, view the desired matrix, click the
Reports tab, and then select the check box next to the report in which you

want to locate the rules.
2. Click Locate Object.
The Locate Object page appears.
3. Specify the object you want to locate, by doing one of the following:
« To selecta host group that is defined on the device(s):
1. In the Select Address by area, choose Host group.

2. Select the host group you wish to locate. You can search the defined

names alphabetically, or by using the search filter.
« Toselectan individual IP address:
1. In the Select Address by area, choose IP Address.
2. Type the IP address you wish to locate.

3. To locate rules with objects that contain only the specified IP address,

select the Exact match check box.
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« To selecta range of IP addresses:
1. In the Select Address by area, choose IP Range.

2. Type the starting and ending IP addresses for the IP range you wish to

locate.

3. To locate rules with objects that contain only the specified IP range,

select the Exact match check box.
« To select a specific traffic flow:

1. In the Select Address by area, choose Flow.
2. Specify the source and destination by selecting or typing an individual
IP address, a range of IP addresses, or a host group. If you wish to

select a host group, you can search the defined names alphabetically,

or by using the search filter.

If you type a host group that has an IP address as its name, putitin

quotations (for example "10.20.1.1").

3. To locate rules with objects that contain only the IP addresses

specified in source and destination, select the Exact match check box.

Note: For Cisco devices, locating rules with the exact match feature will
not return results where the IP address was added directly to the rule (not

within a network object).

4. Click Find in Rules.

A new window opens displaying a list of rules containing the specified object, in

the specified devices and/or matrices.
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[A Export/Print PDF

Firewall: Rose_checkpoint
(@ Download as CSV

Rules that contain host group Any

LAST BUSINESS

RULE | NAME SOURCE DESTINATION SERVICES ACTION( COMMENT | COUNT USE PERCENTAGE INSTALL APPLICATIO!
1 FireFlow #78:
1 (Glaban * Any L2 8c_mc_oo * Any @ drop  |Eliminate the 0 N/A 0.000% |[fif rose_checkpoint
clutter...
oo b FireFlow
4 LE http #149: eSafe .
2 | (Global) Ld SCR_vscan_INT * Any T @ accept oo to 0 N/A 0.0000% [ rose_checkpoint
bypass itself
7 FireFlow #1:
3 | pisabled * Any [l rose_checkpoint| % Any @ drop  [No one gets to (1] Disabled 0.000% |[[f]) rose_checkpoint
the firewall
Eagle Flight
Pagation
4|8 O scri401.scr.tdpub.com_INT| % Any e fip @ accept zzg‘ée;'o 0 N/A 0.000% [} rose_checkpoint
bypass eSafe
for FTP.
No ping,
tracert, etc
5 g * Any * Any Bad_Services @® drop FireFlow 0 Disabled 0.000% m rose_checkpoint
Disabled - #251: -
Removed NBT
from this list
FireFlow
#319: Drop
all remaining
6|32 = * Any * Any @ drop  |traffic from 0 N/A 0.000% [ rose_checkpoint
SLI.
Log until
complete.
7|37 GP_NW_Garden_ICN * Any * Any @ accept |- 0 N/A 0.000% |[J] rose_checkpoint
_ FireFlow
General_services #323: Scan
& A smtp->SCR_SMTP_Scan accept | for viruses X il rose_checkpoint
8|38 * Any http->SCR_HTTP_Scan @ accept logging o N/A 0.000% [ rose_checkp:
ftp->SCR_FTP_Scan enabled
DT2007/02/05
FireFlow
General_services #3241 Scan
for viruses
= smtp->SCR_SMTP_Scan
9|3 * Any Rl - @ accept | disabled Aug 0 |Disabled| 0.000% |[J rose_checkpoint
Disabled Iee fip 27 2007
e hep CVP errors not
eSafe
FireFlow
= OB tcp-1863-MSM-Messenger #344: _
10(48 * Any = - € accept | MicroSoft 0 N/A 0.000% r]ill rose_checkpoint
NetMeeting
Windows
Update
1 (Sélobal} * Any * Any * Any @® drop o N/A 0,000% |[f rose_checkpoint

The yellow highlighting indicates which IP address, range of IP addresses, or host

groups contain the object you want to locate.
5. To see a host group's definition, click on the host group.

6. To export the results to PDF format, in the top-right corner of the report, click
15 Export/Print PDF | For more details, see Export AFA screens to PDF.

Tables at the end of each device display relevant network and service object
definitions. Clicking on the object in a rule will bring you to its definition in these

tables.

7. To export the results to CSV format, in the top-right corner of the report, click
s Download as CSV_ Follow your browser prompts to open the file.

AFA reports

This section explains how to understand and use AFA device, group, and matrix reports.
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For more details, see Device report pages, Group report pages, and Matrix report pages.

Comparison reports
AFA enables you to compare reports from the same device from different dates, or
compare reports from different devices. Comparing reports not only detects differences

in objects, but also provides an analysis of the differences' effects.

For example, it reveals which traffic is allowed by one device and not by the other, and
vice-versa. This can be used to determine what has changed in a device over a long
period of time, or to determine whether a vendor conversion project was performed

correctly.

Tip: You may want to compare reports from different vendors if you are considering

migrating your devices to a new vendor.

For details, see:

o Compare reports from the same device

o« Compare reports from different devices

o View comparison reports

Note: For full traffic comparison, enable Comprehensive Mode in the AFA

Administration area General options.

This ensures that AFA analyzes all services defined on the device, and not only

the ones relevant for risks.

Compare reports from the same device

Comparing reports from the same device from different dates lists the differences in

traffic, service definitions, hostgroup definitions, topology, risks, and rules.

Do the following:
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1.

In AFA, navigate to the device you want to compare reports for. For details, see

View a specific device.

View the desired device as described in , then click the Reports tab.
The relevant page appears with a list of reports.
On the device details page, click Reports to display a list of available reports.

Select the reports you want to compare, and then click == Cempare,

In the Compare reports dialog, click Compare, and watch while AFA compares

the selected reports.

To stop report comparison, click Stop Comparison.

When complete, the comparison report opens in a new window. The comparison report

is also attached to the more recent of the device reports you compared.

Compare reports from different devices

Comparing reports from different devices provides differences in provides differences in

traffic, service definitions, hostgroup definitions, topology, and risks. When comparing

reports for two Check Point devices with different policies, differences in rules are also

included by default.

Do the following:

1.

Either select both devices from the ALL_FIREWALLS group, or select each device

one ata time.

For details, see Viewing the ALL FIREWALLS Group and View a specific device.

« If selecting from the ALL_FIREWALLS group, click the All Reports tab, and

select the reports you want to compare.

« If selecting from a specific device, browse to your device and click the
Reports tab. Then select a report to compare and click =~ Compare,
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At the prompt, select your second device and report, and click =~ Compare
again.
Tip: When selecting devices to compare, you may see light & dark-colored
device report entries.

« Dark entries mean that you have the appropriate permissions to perform
all actions on the device (i.e., customizing the topology, trusted traffic,

refreshing, and deleting report).

« A light-colored entry means you have read-only permission.

2. In the Compare reports dialog, click Compare, and watch while AFA compares

the selected reports.

To stop report comparison, click Stop Comparison.

When complete, the comparison report opens in a new window. The comparison report
is also attached to the more recent of the device reports you compared.

View comparison reports

This procedure describes how to view a comparison report between two devices.

Comparison reports are attached to the more recent of two reports compared. For more

details, see Comparison reports.

Do the following:

1. View a device report to which a comparison is attached. For details, see View

device reports.

2. Click the Policy tab. In the Comparisons area, select the comparison report you

want to view.
The two reports are displayed side by side, with a summary table at the top.

For example:
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X
Compare old rose_checkpoint (2012-01-22-03:35) to new rose_checkpoint (2011-12-13-04:04)
Changes
Traffc. @@ 9
Servce defntons No dhanges
HOstroup defndons NO changes
Topdogy No dhanges
Rosks 4
L] ftese_checkpont rote_checkpont
Em wcr- Meb W wcr-Meb.W
address 66.101.50.62 €6.101.38.62
Eeport [ala-77% 3-770
Report tme 201201-2203:3% 2011-12-13-04:04
Sudes 189 189
Servwes 643 %07
HOStS 1197 1164
Frowal vorson  Chack Pont NGX (RS 1), Mot 601 - Bukd 005 Chveck Powt NGX (1), Mot 601 - Budd 003
A& woron ve.2bil8 62073
= =0E
Conmectniy === | i iz =358
Bagam St \ﬂ/ S ues = ==
FE = g B = g

3. Todrill down to more details, click the Traffic link in the summary table.

Traffic details are displayed, with green bullets indicating added traffic and red

bullets indicating removed traffic.
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- X
Compare old rose_checkpoint (2012-01-22-03:35) to new rose_checkpoint (2011-12-13-04:04) -

Changes in traffic from Owtsade
to DMZs

Changes in traffic from lierOne
to DMZs

Changes in traffic from Inalde
to DMZs

Note: Traff of servces whose defrstions n rose_chedpont (2012-01-22-03:-33)

and n rose_chedpont (2011-12-13-04:04) are Giferent was not compared .

See Changes n Servces.

Note: Traffc m only compared for services that are defined cn both frewaly

See bt of UNCOMOM & Sernies ¥

From Outside to DMZs

e e mnm]-mmlu-g“:“"u:-’ umm:;-m
al_tcp_ponts @ detais . .

hers | @ detats |

| T

Back to Iradex

From TierOne to DMZs

SRVICE NAME  ADOLO TRAFYIC| MMOVID TRAPYIC 0 by acomests, ESTINATION  AbORESSES
al_tcp_ports @ detais - -

rers | detais |

hetos | & detads |

Badk to [rudex

¥ rom Inside to DMZs
e | e | CHARNGES IR | CHANGES 4

Each traffic direction is listed separately, with hyperlinks to each section at the top
of the page. In each table, rows represent services and contain details about the

traffic changes that occurred.

For example, added traffic might include details about what was blocked before
and is allowed now. Removed traffic might include what was allowed before and

is blocked now.

In each row, click details to drill down even further.

Note: The comparison report does not cover traffic of services that are defined in only

one report, or are configured differently in each report.

Export reports to PDF

This procedure describes how to export entire AFA reports or individual report pages to
PDF.
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Do the following:

1. In the top-right corner of the report, click Export/Print PDF.

If you started from the HOME tab of the report, a dialog appears where you can

select specific pages to export.

For example:

Export

Choose which parts to export

[ Home

Risks

[] Risk Assessment

Risky Rules

[ Risky rule details

Changes

Policy Optimization
Covered Rules
Special Case Rules
Consolidate Rules
Dizabled Rules
Time Inactive Rules
Rules Without Logging
Rules With Empty Comments
Rules With Non Compliant Comments

Rules With a Time Clause

Cancel

Select the pages you want to export, and click Export PDF.
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If you started from any other page in the report, the print preview opens with an

optimized version for saving to PDF.

Note: Depending on your web browser, there may be adjustments in the print

preview dialog for optimal output.

For details, see Export AFA screens to PDF.

Delete reports

This procedure describes how to delete reports from AFA.

Do the following:

1. Navigate to the report you want to delete, and then click the Reports tab.
For more details, see:

+« View AFA device data

o View AFA group data

« View AFA matrix data

If you are deleting reports for multiple devices, view the ALL_FIREWALLS group,
and then click the All Reports tab. For details, see Viewing the ALL_FIREWALLS

Group.

2. Inthe list of reports, select the checkboxes for the report or reports you want to

delete.

3. Click Delete. In the confirmation message, click OK.

The reports are deleted, and are no longer accessible from AFA.

Manually generated reports

Run a manual analysis to create an unscheduled report, including the following types:

« Reports on individual devices, groups, and matrices defined in AFA. For details,

see Run a manual AFA analysis.
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« Reports on potential policy configurations. For details, see Perform a what-if

analysis.

« Reports on configuration files, for devices not defined in AFA. For details, see

Analyze device configuration files.

Run a manual AFA analysis
This procedure describes how to manually generate an AFA report.

By default, when a group or matrix report is generated manually, AFA generates a new
report for each member of the group or matrix, and then also generates a group or matrix
report. You can also select to aggregate the group or matrix members existing report into

a new group or matrix report.

Do the following:

1. In AFA, navigate to the device, group, or matrix you want to create the report for.
For details, see View AFA device data, View AFA group data, and View AFA

matrix data.

Note: When you select a "parent” tier device, all the devices beneath it are

automatically analyzed with each analysis.

2. In the Overview tab, click Analyze.

Define the Analyze dialog fields as needed, and then click Start Analysis. For

details, see Analyze dialog field reference.

AFA starts creating the report.

For more details, see Managing Analyses.

Perform a what-if analysis

A what-if analysis generates a report based on a potential policy. What-if analysis

reports enable you to examine the implications of a policy change before implementing
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the change.

Do the following:

1.

Access the policy you want to use as a template.

Click Save as to save it with a new name, and Edit the policy as needed.

. Run an analysis on the policy. For details, see Run a manual AFA analysis,

selecting What-if analysis in the Analyze dialog.

For Cisco, Juniper Netscreen, Juniper SRX, Fortinet Fortigate, and Palo Alto

Networks devices, this procedure differs.

For these devices, do the following instead:

1.

In AFA, navigate to the report you want to use to perform the analysis, and click

the Explore Policy tab.
In the Device Configuration area, click Raw Files.

Right click the configuration file and select save link as to download the file

locally.

The configuration file will have a suffix that corresponds to the device type, such

as .nsc or .fgate.

Edit the downloaded file, changing the relevant areas as needed. For example,

you might want to edit the areas in the show config section.
Save the file, ensuring that you keep the suffix the same.

Use the file to run an analysis. For details, see Analyze device configuration files

Analyze device configuration files

This procedure describes how to manually generate a report from data in a device

configuration file.

You might want to do this to perform a what-if analysis on specific device types, or when

testing configurations in a lab environment.
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Do the following:

1. In AFA, navigate to the ALL_FIREWALLS group. For details, see Viewing the
ALL_FIREWALLS Group.

2. Click the All Reports tab, and then click Analyze File.

3. In the Analyze File dialog, click Browse to browse to the file you want to analyze.

Note: The file size must be 20 MB or less. If you have a larger file, have an
AFA administrator add it to AFA as a device.

4. Define the Analyze dialog fields as needed, and then click Start Analysis. For

details, see Analyze dialog field reference.

AFA starts creating the report.

For more details, see Managing Analyses.

Analyze dialog field reference

In the Analyze dialog, enter the following values as needed:

Select risk Select the Risk Profile to use for performing the analysis.

profile Alternatively, you can use the Standard profile, which is the default.
What-if Select to perform a what-if analysis and generate a report based on a
analysis potential policy.

For more details, see Perform a what-if analysis.

Avoid e-mail  Select to configure AFA not to send email notifications when the
notification reportis complete.
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Analysis Select to generate the report using only logs from a specific date
based on logs range.
from XtoY

Specify the date you want to start the date range. The end date is
always the current day.

Note: You cannot select a date earlier than the existing AFA logs

begin.
Analyze X Select to aggregate the group/matrix members' existing reports into a
based on group/matrix report, instead of generating new reports for each
existing member before aggregating them.

reports Displyed only when generating group reports and matrix reports.

Scheduled analysis and manual analysis requests

AFA administrators can also schedule recurring analysis. Scheduled analysis supports
multiple reports running in parallel, with maximums depending on your AFA system

configuration and power. For details, see

« If a manual reportis already running when AFA is otherwise scheduled to run a
scheduled monitoring process, the scheduled monitoring for that device is

skipped. AFA attempts the next monitoring cycle as scheduled.

« Ifa monitoring cycle is already running on a specific device when a manual report
is requested, AFA waits for the monitoring process to complete before generating

the report.
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Devices, groups, and matrices

This section describes how devices added to AFA can be viewed and their reports

analyzed, on their own or within the context of a group or matrix.

For details, see:

View  Describes how to work with individual devices and their reports.
AFA

device

data

View  Describes how to work with groups of devices, and reports that cover the
AFA  entire group.
roup

dat AFA groups are sets of devices that are managed together without any
ata

connection to the relationships between the member devices. AFA treats
groups as a single unit, providing a birds-eye view of your group-wide risk
exposure.

Tip: AFA provides a default group called ALL_FIREWALLS. This group
includes all devices in the entire system, and enables you to generate
reports for all your AFA devices.

View  Describes how to work with matrices, and reports that cover then entire
AFA  matrix.
matrix

dat AFA matrices are sets of devices that are managed together with
ata

consideration as to the relationships between the member devices. When a
matrix is created, AFA attempts to calculate the relationships between the
devices, and also enables you to edit the topology manually.

AFA manages a matrix's policy as a single unit, providing a birds-eye view of
your matrix-wide risk exposure.

See also:

« AFA reports

View AFA device data

This topic describes how to view and work with the device data displayed in AFA.
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AFA's device tree

Many devices supported by AFA are actually a system of devices

in a hierarchy that work together. Each device defined in AFA is DEVICES * »
i

represented as a node in the tree, and any physical or virtual : a

devices it manages appear as sub-nodes.
= m ALL_FIREWALLS - |

=t Ed Da ta_Center_4a2

AFA enables you to manage and view data for each individual EHoc <2

node or parent nodes. Reports at a parent level aggregate all el ""“L:tr
analysis information for each of the sub-devices. Running an s E’{C
analysis on a parent node also updates data for each of the ﬁx |
children. e i
Palo Alto Networks Panorama and Juniper SRX devices (¥ HomE :

M e |
Palo Alto Networks Panorama devices also display the device's | = = ;

group. Click the link to open a list of all device groups.

Additionally, Palo Alto Networks Panorama devices and any Juniper SRX devices that

are configured to display virtual routers, VRs appear as the last tier in the device tree.

In this case, AFA provides reports for each VR under each VSYS/LSYS. Although the
VSYS/LSYS analysis aggregates the data for each child VR, it does not contain the full

VR tier data, as is usually the case for parent reports.

Data for individual VRs include topology and routing information, and the risky rules
associated with the traffic they route. These reports should be consulted to troubleshoot
routing issues, or to view risky rules. All other data, such as policy optimization

recommendations, is in the VSYS/LSYS reports.

Note: This behavior is not relevant to Juniper Netscreen or NSM devices configured
to display virtual routers. Netscreen devices are not sub-devices of a virtual system,

and are displayed as parallell.

View a specific device

To view data for a specific device, do the following:
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1. In the main menu on the left, click ] DEVICES.

2. Browse to or search for your device's name.

« Devices for which the last report generation, real-time monitoring, or log

collection failed appear in red.

« Layer 2 devices that are not placed on the map appear in orange.

Tip: To filter out devices with issues from being listed in the tree, click the
Issues link at the top, and clear the selection for any item types you want to

hide. Click the Issues link again to return to the standard view.

3. Click your device in the tree to view full details in the workspace.

Rose_checkpoint | Home May10,2019|01:24  Previous> @

Ll

(B3 H Policy: scr-3febW Host: 10.82.18.20 [BExport/Print PDF
Rose_checkpoint Version: NGX (R61), Hotfix 601 - Build 005 Risk Profile: Standard
@ Home
O Rk B

Security Rating -
A RISKYRULES P E

: 242 )

.
€D cHanGEs Changes
@ POUCY OPTIMIZATION Baseline Compliance
0 0 40 0 202

A ven 4 Failed Rules Objects Risks Baseline Others
5 Passed compliance

Regulatory Compliance Policy Optimization

pCl Rules Objects

Unused 0 Duplicate 15 =

Disabled 3 Unused within Rules

The information displayed at the top of the workspace for each device varies by its

relative position in the hierarchy of the device tree.
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Data displayed per device type

All tiers Data displayed for all tiers includes:

« Alink to the latest report, with the date and time the device was
last analyzed at that tier. For example:

am Daisy_Azure
ST

« Status indicators for the latest analysis, monitoring, and log
collection processes. Green items indicate success, red indicates
failures, and grey indicates a run in process or no data available.

Parent Parent devices are also displayed with the number of devices they
devices manage.

Individual The following additional data is displayed for individual devices:

devices ,
o Host. The device's IP address.

- Management/Device Version. The device's version and build.
« Policy. The device's policy.

« Device Manager. The remote agent that performs data collection for
the device. Only displayed if geo-distribution is enabled.

If the device is managed locally, this field displays Central
Manager.

« Monitoring and log collection status for the specific device:
@, Last cycle succeeded.
@ . Last cycle failed.

© . Monitoring / log collection disabled.

For more details, see:

AFA's graphic network map

Managing Analyses

Manage real-time monitoring

o Run traffic simulation queries

Customize risk detection
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Device data for cloud devices

AFA represents cloud "devices" with a three-tiered hierarchy:

« AWS. User account > Region / VPC > Security set
o Azure. Subscription > Region / VPC > Security set

In AFA, security sets are groups of instances, ALBs, or VMs with the exact same
security group and network ACLs or subnet security groups applied. Each instance,

ALB, or VM in a security set has identical security policies.

Details shown for each cloud device varies at each tier, and you can manage each tier
individually, such as running analysis on a specific tier only. Reports for "parent" tiers
appear as group reports, and when an analysis is run on a "parent" tier, reports are

automatically generated for each tier below it. For more details, see View AFA group

data.

Cloud data pertier
The following details are presented at all tiers:

The following additional data is presented for the top two tiers only (account /

subscription and region / VPC / VNet):

« The number of regions with the tier.
« The number of VPCs or VNets in the tier.

o The number of instances, ALBs, or VMs in the tier.

Click the linked number to open a full list of items. For example:

!
B3 Analysis Status £ AlgoSec Administrator v

Resources: 8

The following information is presented at the security set tier only:
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collection
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The name of the security set's group. Click the link to show a
list of the security groups and IDs.

The name of the security set's ACLs or subnet network
security group. Click the link to show a list of the security
groups and IDs.

The name of the security set's region.
The name of the security set's VPC or VNet.

The number of instances, ALBs, or VMs. Click the link to
open a searchable list of the instances, ALBs, or VMs and
IDs.

The number of subnets. Click the link to open a list of the
subnets and IDs.

The monitoring and log collection status for the specific
device.

. Last cycle succeeded.

@ Last cycle failed.

© . Monitoring / log collection disabled.

Device reports provide details about a single device, either a device that's defined

individually or the lowest tier in the device tree for a system of devices.

View the latest report

To view the full and latest report for a specific device, browse to and select a specific

device, and then click the

link at the top of the workspace.

The report opens in a separate tab. For more details, see AFA reports.

View an earlier report for a specific device

Do the following:
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1. Browse to and select your device in the device tree.

2. In the workspace, click the REPORTS tab, which displays a list of all available

reports for the device.

For example:
o Firewall Analyzer
DEVICES /* 4
Pecan_PaloAlto
Search. Q "l’ £) Latest Report Jul 29,2019
Issues (41) ~
T B W Marigold-PA_vsys1 * OVERVIEW POLICY CHANGES REPORTS MAP

0 vR-Marigold-P2
- B0 VR-Marigold-PA

BT VR Marigold-P2 == compare
- B0 VR-Marigold-PA

I vR-Marigold-P&

- [} Oak_Stonegate B #Report « Date £ Palicy
{&] Orchid_Router
- M Pecan_PaloAlto o = afa-16188 Aug 29,2019 1:11:16 Pecan_after.paloalto
& ® poppyl
- # Poj juniper _
& Rose f::j(pnipm (=] = afa-16089 Aug 28,2019 1:00:14 Pecan_sfter.paloalto
= n Rose_DR
- [l Rosita_checkpoint_R75 o + afa-14555 (175 A SRS R e T

2+ W Sunflower_AWS
B 5 ca-central-1/Finance_
i Wl Administration/Fir m] v af2-4136 Jan 4,2019 1:21:03 Pecan_after.paloalto
L. ] default/Finance_M
= N ca-central-1/Marketin
B general_SG/SE
0

&F §f ca-central-1/RnD

- v afa-4127 Jul 5,2018 7:56:41 gen-Pecan_before

Report status is listed as follows:

. Y Reportwas generated successfully
. * Reportis currently being generated

. * Reportfailed to generate

3. Do one of the following:
« Toview a report online, click the report's name.

« To download a report to your computer, click the Zip link in the row for the

report you want to download.

For more details, see AFA reports.

View a report for all devices

Do the following:
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1.
2.

At the top of the device tree, click the ALL_FIREWALLS node.

In the workspace, click the REPORTS tab, which displays a list of all available

reports for all devices in the system.

@ Firewall Analyzer B Analysis Status & AlgoSec Administrator v
DEVICES |/~ 4
ALL_F'REWALLS Number of devices: 32
Search... Q l.
[ Latest Report Aug21,2016 Analysis ®

Issues (42) ~

& m ALL_FIREWALLS - OVERVIEW POLICY CHANGES REPORTS ALL REPORTS MAP
& 8 pata_Center_42
L B¥pc_a2
- [ pc_42_root 2 Analyze File =E Compare
= B3 pata_center_s2
L B pc ez
L [ pc_e2_root
= [ 10.20.106.1
& [ Antonella o i testI3 X afa-3235 Jul 18,2017
| L [ Antonella_root
| L [ fw_cc_test .
i %:;T‘ « =] 424 testy-dash2 X afa-3234 Jul 18,2017
VL [ test2
i PR T . .
4 b o £2: Landau W afa-3233 Jul 19,2017 [¥] zip
{2 HOME
o 43 Lieberman_root + afa-3232 Jul 18,2017 Zip
0] Devices
o 122 vdom x afa-3231 Jul 18,2017
@) DASHBOARDS
[ eroups o 122 fw_cc_test x afa-3230 Jul 18,2017
G MATRICES B
[m] 223 Antonella_root % afa-3229 Jul 18,2017

Click the All Reports tab.

The All Reports tab appears, displaying a list of all available reports for all devices

in the system.

Report status is listed as follows:

. * Reportwas generated successfully
. ¥ Reportis currently being generated

. * Reportfailed to generate

Do one of the following:
« Toview a report online, click the report's name.

« To download a report to your computer, click the Zip link in the row for the

report you want to download.

For more details, see AFA reports.
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Tip: At the top right of each page in the report, click Export / Print PDF to export the

report to a shareable PDF file. For more details, see Export AFA screens to PDF.

Device report page reference

The following tables describe the pages included in device reports.

P
o)

Home. Provides a general overview of the report, including basic device
information and statistics, changes to the device, and device connectivity.

For details, see HOME page.

Risks. Provides a high-level executive summary of the risk analysis findings.
Available only with the AFA Risk and Compliance Module.

For details, see RISKS page.

Risky Rules. Provides a list of all the risky rules (vs. the actual risk displayed

in the summary page) found in the device policy, along with links to all the
risks to which each rule contributed.

Available only with the AFA Risk and Compliance Module.
For details, see RISKY RULES page.

Changes. Displays the changes in rules, objects, and the resulting changes
in allowed traffic and risks, over all the history of AFA reports for this device.

For details, see CHANGES page.

Policy Optimization. Find out what you can eliminate from your device policy
to optimize it and make it more efficient and maintainable.

For details, see POLICY OPTIMIZATION page.

VPN. Allows navigating through the VPN definitions on your device: identify
the users, user groups, VPN rules, and VPN communities, and the
relationships between these entities.

For details, see VPN page.

Policy. Provides access to the wealth of detailed information collected and
identified during the analysis.

For details, see POLICY Page.
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£ Regulatory Compliance. Access a variety of automatically-filled compliance
reports.
Available only with the AFA Risk and Compliance Module.
For details, see REGULATORY COMPLIANCE page.

Baseline Compliance. Indicates whether the device's configuration complies

with a certain baseline.
For details, see BASELINE COMPLIANCE page.

Device report pages

This topic describes the pages included in device reports. For more details, see View
AFA device data.

HOME page

The HOME page provides an overview of the device report. The page's content

depends on your AFA modules.

Report | Home

i BB ows @ a8

2 O

Rose_checkpoint Aug21,206 | [Export
IR scr-3feb W | Risk Profile: Standard | Host: 10.82.18.20 | Version: NGX (R61), Hotfix 601 - Build 005 z
RISKS
Security Rating
RISKY RULES 4 -
36% [ 0
B
10
REGULATORY COMPLIANCE Changes
Mal Ma: n1
POLICY OPTIMIZATION Regulatory Compliance
BASELINE COMPLIANCE PCl Rules Objects Risks Baseline Others
compliance
POLICY
Device Connectivity Diagram Policy Optimization
CHANGES
Rules Objects

VPN Unused 4 — Duplicate 15 .

Covered 1 - Unattached <70

Disabled 3 Unused 5 -

within Rules

Time-Inactive 1

MotlLogged 1 =

No
Comments

Firewall Analyzer (A30.10) Page 62 of 238



User Guide | Devices, groups, and matrices

« Click the titles of the various widgets on the page to dive down to other pages in

the report.

« Click the Device Connectivity Diagram to zoom in for details.

RISKS page

The RISKS page summarizes all risk analysis findings.

Rose_checkpoint | Risks Mar2,2017| 1450 Previouss @)
4

r |

B H Policy: scr-3feb W Host: 10.62.18.20 MExport

o Rose_checkpomt Version: NGX (R61), Hotfix 601-B...  Risk Profile: Standard
1) HOME
1] misks

Security Rating High Suspected High Medium Low
A RISKYRULES

%
(]
ﬂ REGULATORY COMPLIANCE
€3 POLICY OPTIMIZATION VIEW BY RISKS.
[l BASELINE COMPLIANCE e 1 S01E  "Any" service from BtoB to DMZs [[ED
e 2 101 "Any" service from BtoB to Inside [[EI
= FoLiCY e 1 701 “Any" service from DMZ to internal networks [EE00
e 1 S01EF  "Any" service from BtoB to TierOne [EEI
4T) CHANGES
116E Over 256 IP addresses in Inside can be reached by DNS/TCP from BtoB [

& ven

O04E  "Any" service from Inside to BtoB [EETN
R03 Implicit Check Point Rules (DNS/UDP) [EEH
Fo1 Insecure external access to firewall [0

DoL “Any" service between internal networks [EEZN

) & o 8 & @
[ I S

The Risks page provides the following details:

« The security rating for the device.

The security rating indicates the device's degree of compliance with security

standards. A security rating of 100% indicates full compliance.
« The total number of risks in each severity category, not counting duplicates.
« A graph displaying the security rating trend over time.
« Alist of all the device's risks, in decreasing order of severity.

The listincludes a brief summary of each threat: the risk, its trigger count (the
number of times it was detected), and a brief description. The New label indicates

risks that were not present in the previous report.
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Tip: Click a risk to drill down to a Risk Assessment page for more details about

the risk and any related rules.

Risks page use case scenario

The following demonstrates a typical workflow to drill down to a problematic rule or

group from the risks page.

1. On the RISKS page in a report, click on a risk.

The Risk Assessment appears, displaying the findings and the recommended
remedy. The risk is presented in a descriptive manner with links to every entity that

is associated with the risk.

In the example below, AFA shows you the number of internal and external IP

addresses that have access or are reachable by the risky service.

Risk Assessment

l 004 "Any" service can exit your network (x2)

Findings

Machines on your network can access the Outside using the * ("Any") service.

Mumber of Inside IP addresses that have access: 1,469,947

Mumber of reachable Outside addresses: 4,258,773,485

Allowing "Any" service to exit your network is extremely risky since the "Any"” service includes many vulnerable services. The
largest threat is that of Trojan horses contacting their controllers, followed by unintended information leakage, and spreading of
malicious code like viruses and worms. Well-managed networks define acceptable traffic in both directions, and you are
encouraged to apply such controls to your cutbound traffic.

This risk has a CVS5 base score in the range of 4.0-6.9. To be considered PCI DSS compliant, the PCl Data Security Standard:
Requirements and Security Assessment Procedures , Version 3.0 (November 2013) require that a scan must not contain any
vulnerability that has been assigned a Common Vulnerability Scoring System (CVSS) base score equal to or higher than 4.0.
Remedy

Review all the rules that allow cutbound traffic with the * service, and limit them to those services you actually require.

Show All Risks

2. Click the Details button to view the specific rules that allow access to the risky

services.

Firewall Analyzer (A30.10) Page 64 of 238



User Guide | Devices, groups, and matrices

. 004 Suspected High Risk: "Any" service can exit your network (x2)

The following rules contributed to this risk item.

RULE MNAME SOURCE DESTINATION SERVICE ACTION

1o w
e
2 36 GP_NW_Garden_ICN & Any & Any @ accept

* Any €D accept

TRAFFIC
COMMENT

COUNT

FireFlow 1000
#3012

MontrealPLUS

is a SLI office.

167480

DOCUMENTATION APPLICATION

Rose

3. Inthe example above, we see that rule 36 looks like an accept rule that allows

outbound access. Allowing any outbound service is not recommended since it

may be used by Trojan horses to attack business partners. However, this does not

explain why any service is allowed from the outside. Therefore, we navigate

further and click on the group GP_NW_Garden_ICN to examine its definition.

NAME IP ADDRESSES

GP_NW_Garden_ICN

% 198.168.20.0-198.168.20.255
198.235.64.0-198.235.127.255 (zone spanning)

3.82.0.0-3.82.255.255
o%o 26.210.81.0-26.210.81.255

26.240.224.3

144.101.251.0-144.101.251.255

144.112.0.0-144.127.255.255

144.180.0.0-144.183.255.255

144.184.0.0-144.184.255.255

198.235.64.0-198.235.127.255 (zone spanning)

CONTAINS

besimail10

besimail10:
besimail10:
besima
besima
besima
besima
besima
dco
dmicér.

dmocOg.on.garden.net
GP_ n_Peoplesoft
GP_PC_CGI_GEO
GP_PC_Garden_|
GP_PC_Garden_|

:3P_FC_C-arden_Reméc';.-

GP PC Garden SAP

CONTAINED IN

PCI_xml_other-from
_PCl_xml_other-to

4. The above figure shows that host group GP_NW_Garden_ICN spans the device:

« The purple icon tells us that some of its IP addresses are outside of the

network.

« The blue icon shows that other IP addresses are on the inside.

Since the rule that uses this host group allows access to any destination, the

outside addresses (198.168....) are allowed to enter the network with any protocol.

This is a serious vulnerability.
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In this case, the likely culpritis a typing error: the administrator probably planned

to type "192" (which is an inside address) and mistakenly typed "198".

Note: Similar vulnerabilities exist in virtually every large organization. A
scanner will never find it. A human audit will rarely find it, since all IP
addresses look the same. AFA finds and highlights all these vulnerabilities

automatically, within minutes.

Tip: Click on the icons in the IP ADDRESSES column to see where the IP

addresses are located in the Connectivity Diagram.

RISKY RULES page

The RISKY RULES page shows the rules that pose risk to the policy. As opposed to the
RISKS page which shows the risks triggered by risky policy rules, the RISKY RULES

page details the rules that cause these risks.

Rose_checkpoint | Risky Rules Jul4,2018[18:30  previows> @

Device: Rose_checkpoint > Risky Rules

i @

Export: BB

Risk Levels Security Rating Trend

i B O #
3 5
k]
4
{

High Suspected High Medium Low Jul19 Aug 19

At the top of the page, do any of the following:

« In the Analysis Summary area, click links to drill down to rules, services, and host

groups.
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« Inthe Risk Levels and Security Rating Trend graphs, view data about the risks on

the device over time.

In the Findings table below the graphs, view details about each risky rule found.

Additionally, do any of the following:

Filter the Click &4 to filter the rules displayed.
table rows

Sort the table = Click H in each column to sort the table by that column.

Trust specific Click Trust to add that rule to trusted traffic.

rules For more details, see Customize trusted traffic.

View rule Click the rule number to drill down to more details about that rule.
details

View risks Risks are shown as colored boxes in the Risks column, indicating

the number of risks in each severity for the rule described in that row.

For example, the following image shows that there is 1 risk with
critical severity, 4 with medium, and 5 with suspected high.

Click a colored box to drill down to the selected risky rule and its
risks. For more details, see Risks and vulnerabilities in AlgoSec
Firewall Analyzer reports.

Firewall Analyzer (A30.10) Page 67 of 238



User Guide | Devices, groups, and matrices

View Vulnerabilities are shown in the Vulnerability Score column,

vulnerabilities including the overall vulnerability score for the IP addresses covered
by the selected rule, the number of vulnerabilities found and the
scanning status.

For example, the following image indicates a vulnerability score of
medium, with 83 vulnerabilities found, and one or more unscanned
servers.

Vulnerability
Score ¥

Click a colored box to drill down to the selected risky rule and its
vulnerabilities. For more details, see Risks and vulnerabilities in
AlgoSec Firewall Analyzer reports.

Note: Vulnerabilities with a CVSS score of 0 are ignored.

Risks and vulnerabilities in AlgoSec Firewall Analyzer reports

When you click a colored box in the Risks or Vulnerability Score column on the Risky
Rules page, the page is refreshed with details about the selected risky rule only, and

risks and vulnerabilities for that rule are shown in tabs below.

For example:
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Findings
Risky rules: 10 High, & Suspected High, 7 Medium, .

Vulnerability

Score ¥

Risks Vulnerabilities

Risks associated with this rule

Risk Risk
Senal # Level

Risk Code Risk Details

1. o1 Any"” service can enter your network (x32)

5. - Do1 Any"” service between internal networks (x8 2 more)

Do any of the following:
« Switch back and forth between the tabs as needed, and continue to drill down to
view additional information.

« Use the breadcrumbs at the top of the page or the RISKY RULES menu item at

the left to jump back to the main risky rules table.

« Click the Vulnerability Score Legend link above the Findings table for details

about vulnerability score colors.

Indicates that you have unscanned servers.
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Note: Vulnerabilities are displayed only if you have AppViz configured with

vulnerability scanners in the AppVizAdministration area.

Risk levels are configured in the AlgoSec Firewall AnalyzerAdministration area.

Risky rules for Palo Alto Networks Panorama and Juniper SRX devices

The Risky Rules page is notincluded for VSYS/LSY S-level reports on the following

device types:

« Palo Alto Networks Panorama devices

« Juniper SRX devices configured to display virtual routers

For these devices, the Risky Rules page is provided for VR reports only, because risky

rules only trigger risks on VRs that route traffic.

Note: VSYS/LSYS reports do include all the risks for each of its VRs in the Risks
page. For details, see RISKS page.

Additionally, this behavior is not relevant to Juniper Netscreen or NSM devices
configured to display virtual routers. For Netscreen, the VR is not a sub-device of a

virtual system, so every report includes the Risky Rules page.

REGULATORY COMPLIANCE page
The REGULATORY COMPLIANCE page includes several reports that describe how

compliant your security policy is to specific regulatory standards.
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6_1 | Regulatory Compliance Jul19,2017 [13:18 @

Regulatory Compliance Reports for 10.20.106.1

{3} HOME

) wisks
PCI-DSS v3.2 SOX

@ CHANGES Payment Card Industry (PCI) Data 690/0 Sarbanes-Oxley Act, compliance relies on 87%
Security Standard: Requirements and . Organizations of the Treadway .
Security Assessment Procedures, Version Compliant Commission (COS0) Internal Control and Compliant

€2 POLICY OPTIMIZATION 3.2 (April 2016). CobiT 5 framewark.

= POLICY
ISO/IEC 27001 NIST SP 800-41

£ REGULATORY COMPLIANCE

- Compliance is based on the ISO/IEC 630/0 National Institute of Standards and 64%
27001:2013 Annex A Table A.1 and on the . Technalogy SP 800-41 Revision 1 (Sep .

BASELINE COMPLIANCE companion 50/IEC 27002:2013 Clauses 5- Compllant 2009}, Guidelines on Firewalls and Compllant

15. Firewall Policy.

NIST SP 800-53 NIST SP 800-171

National Institute of Standards and 680/0

Technology SP 200-53 Revision 4 (April
2013), an implementation of FISMA Act of
2002,

National Institute of Standards and
Technalogy SP 800-171 Revision 1 (June
Compliant 2015), Protecting Controlled Unclassified
Information in Nenfederal Information
Systems and Organizations

62%

Compliant

The Regulatory Compliance page provides the following regulatory compliance reports:

o Payment Card Industry Data Security Standard (PCI DSS)

o Sarbanes-Oxley

« ISO/IEC 27001

o NERC Standards for Critical Infrastructure Protection (NERC CIP)

o NIST SP 800-171

» NIST SP 800-53

o NIST SP 800-41

o Gramm-Leach-Bliley Act (GLBA)

« Basel-ll
« ASD ISM

o Financial Instruments and Exchange Law (Japan)

« MAS TRM
o HIPAA
« GDPR
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To view a training video that follows an Information Security Officer preparing for an
annual PCI-DSS audit and involves analyzing different sets of reports, see Performing

Compliance and Risk Analysis Using AFA Reports.
Payment Card Industry Data Security Standard (PCI DSS)

This page follows the item numbering and instructions of PCI DSS v3.2 audit
procedures, and fills in any data that is already available to AFA. Using this report can
save you hours of work when you need to prepare your annual or quarterly PCI DSS

compliance report.

If AppViz is being used with a vulnerability scanner, this report can be configured to
display the vulnerability of PCl applications. Requirement 6.1 specifies whether AppViz
is being used and whether vulnerability scanner integration is enabled. If you configure
the PCI zone and a vulnerability threshold in AFA, the requirement additionally specifies
the servers in the PCI zone and the vulnerability assessment for all AppViz applications

which intersect the PCIl zone.

Sarbanes-Oxley

This report explains how your current AFA configuration settings support CobiT 5
control objectives and COSO components. Use this report to learn how well you are

doing, and to present to your auditors as needed.

The first part of the report deals with automation and monitoring, and the control
objectives that require them. The report tabulates the details of the AFA automation

capabilities that you have turned on.
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Automation and Monitoring Settings

AlgoSec Feature Setting Details Status

Change History On Records available since 2013-03-07 v

Scheduled Analysis On Daily at 01:00 s

E-Mail Notification Off These users get an email when the following occurs: X
None

Covered Rule Analysis On v

Unused Rule Analysis Off X

Unattached Object On v

Analysis

Disabled/Timed-out On v

Rules

No-Log Rules On Rules with no logs: 1 . Click here to view X

No-Comment Rules On Rules with empty comments: 6 . Click here to view. X

The next part of the report deals with risk management, and the control objectives that
relate to risk. In this part you can see the general risk management settings you have in
place, followed by the full list of all the risks that AFA searched for in the current report.
The Status column tells you if the risk was found (indicated with a red X) or if your
device is compliant with respect to this risk (indicated with a green check mark). All risks

that are found appear with their details in the AFA front page.
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Risk Assessment Criteria

Criterion Setting Details
Risk Profile AlgoSec Revision: 1.54
Standard
RFC 1918 IP addresses Trusted
Trusted Traffic On 6 Trusted Traffic Rules
Findings

The following table lists all the risk items that were searched for according to the Risk Assessment Criteria. For each risk item,
the Status column indicates one of:

+ - the risk item was not found

X - the risk item was found

* - the risk item was found, but it is a special case of a more general risk item. Only the more general risk item that applies is
marked with an X.

Risk Description Status
1. 101 "Any" service can enter your network X
2. . 102 TCP on all ports can enter your network *
3 . 103 UDP on all ports can enter your network *
4. . 107 Risky Microsoft services can enter your network *
ISO/IEC 27001

This page follows the item numbering and instructions of ISO/IEC 27001:2013
International Standard "Information technology - Security techniques - Information
security management systems - Requirements" and of the companion ISO/IEC
27002:2013 "Code of practice for information security management" International
Standard, and fills in any data that is already available to AFA. Using this report can
save you hours of work when you need to prepare your annual or quarterly ISO/IEC

27001 compliance report.
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A.S Security policy

Control Objective A.5 requires management to set a dear policy drection mn ne with busness objectives and

demonstrate support for, and commtment to, nformation securty. For the purposes of this comphance report,

:u n:.k‘otom used ;b; the AlgoSec firewall analyzer is treated as the oranizabon’s securty polcy against whach
ewals are evaluated,

In the followng tables, for each control, the Status column indicates one of:

¥ - The firewal is compliant with the control.

X - The frewal 13 not compliant with the control.

= - Additronal nformation or manual verficabion is necessary to meet the control.

ISO/IEC 27001 Control AlgoSec Setting Details Status
Firewall

Feature

A.5.1 Informabion secunty policy: provide
management drection and support for
nformation securtty,

Rugk Profile ‘Petmdet.nml Revision: 1.160 L4
RFC 1918 1P |

|addresses ll’mﬂed | v |
|Trusted Traffic | On 6 Trusted Traffic Rules | v |

NERC Standards for Critical Infrastructure Protection (NERC CIP)

This report addresses the requirements that apply to devices, filtering routers, and
VPNs, as specified in NERC Standards CIP-002-2, CIP-003-2, CIP-004-2, CIP-005-2,
and CIP-007-2. Compliance with these requirements is required of all NERC-registered
entities by June 30, 2010, and this report can save auditors time when compiling CIP

documentation.

Note: By default, NERC version 4 is displayed. It is possible to configure AFA to

simultaneously display version 3 and 4. Contact AlgoSec support for assistance.
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Standard CIP-002- 2: Critical Cyber Asset Identification

Standard CIP-002-2 requires the identification and documentation of the Critical Cyber Assets assoaated with
the Critcal Assets that support the relable operation of the Bulk Blectnic System.,

CIP-002-2 Requirement | Device | Details

| Firewalls, filkenng routers, and VPN dewces are Crixcal
| ‘ | Cyber Assets that are essential to the operation of the
,:l3 Cntical Cyber Asset Identéicabion rose_checkpomnt Cntical Asset. Frewalls use a rowtable protocol to

| communicate ether outside the Electrone Security
| Perimater (R3.1) or within a control center (R3.2)

Standard CIP-003- 2: Security Management Controls
Standard CIP-003-2 requires that Responsible Enties have minimum secunty management controls in place to
protéct Cntical Cybér Assets,

R1 (Cyber Secunty Policy): The Responsble Entty shall document and implement a cyber secunty polcy that
represents management’s commitment and abiity to secure s Cnbical Cyber Assets.

R4 (Information Protection): The Responsible Entity shall implement and document a program to identify, classify,
and protect mformabion assooated with Crnixcal Cyber Assets.

RS (Access Control): The Responsible Entity shall document and mmplement a program for managng access to
protected Critical Cyber Asset information.

RG ( Control and Conhguration Management) The Responsidle Entity shall establsh and document 2
process of change control and configuration management.

In the following table, for each requirement, the Status column mdicates one of:
« « The firewall is compllant with the requirement.
X - The frewall s not compliant with the requirement.
* . Addtional mformation or manual verfication is necessary to meet the requirement.
The requirement numbers listed in the report are aligned with those specified in the

relevant NERC Standards.

NIST SP 800-171

The AlgoSec Firewall Analyzer compliance report for NIST Special Publication 800-171
uses the National Institute of Standards and Technology (NIST) document Protecting
Controlled Unclassified Information in Nonfederal Information Systems and

Organizations, Revision 1 (June 2015).

This publication provides federal agencies with recommended requirements for

protecting the confidentiality of Controlled Unclassified Information (CUI):
(i) when the CUIl is resident in non-federal information systems and organizations;

(i) when the information systems where the CUI resides are not used or operated by

contractors of federal agencies or other organizations on behalf of those agencies;

(iii) where there are no specific safeguarding requirements for protecting the
confidentiality of CUI prescribed by the authorizing law, regulation, or government wide

policy for the CUI category or subcategory listed in the CUI Registry.
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3.1 Access Control

The following table lists requirements from section 3.1 Access Control family. For each item, the Status column indicates one of the following:
+ - The device is compliant with the control.

X -The device is not compliant with the control.

* - Additional information or manual verification is necessary to meet the control.

The AlgoSec Firewall Analyzer supports the Access Control family as follows:

AlgoSec Feature

2.1.1 Limit information system VPN Analysis On Landau
access to authorized users, Misezhnikov
processes acting on behalf of Lieberman_root

authorized users, or devices
(including other information

systems). AlgoSec On The following users have administration
2.1.2 Limit information system Administrators permissions on the AlgoSec Firewall
access to the types of Analyzer:
transactions and functions that Morty the Administrator
authorized users are permitted lemon
to execute. Asher B Samuels
Adi
hila_test1
Adi
An implicit final "drop rule” is the default 4

behavior for Fortinet FortiManager

32.1.2 Control the flow of CUl in = 10.20.106.1 Firewalls and routers are key information
accordance with anoroved system assets and their security policies
+port/10_20_106_1-73/optimize-policy need to be reviewed for risk.

NIST SP 800-53

The AlgoSec Firewall Analyzer NIST Special Publication 800-53 Compliance report
uses the National Institute of Standards and Technology (NIST) Security and Privacy
Controls for Federal Information Systems and Organizations , Revision 4 (April 2013).
FIPS Publication 200, Minimum Security Requirements for Federal Information and
Information Systems , is a mandatory federal standard developed by NIST in response
to FISMA. To comply with the federal standard, organizations first determine the security
category of their information system in accordance with FIPS Publication 199,
Standards for Security Categorization of Federal Information and Information Systems,
derive the information system impact level (High, Moderate or Low) from the security
category in accordance with FIPS 200, and then apply the appropriately tailored set of
baseline security controls in NIST Special Publication 800-53, Security and Privacy

Controls for Federal Information Systems and Organizations.
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¥ amily: Access Control

The followg table ksts a8 the tems of NIST Access Control Famiy. For each Rem, the Status column ndcates one of:
o - The device 18 compliant weh the control.

X . The devce s nol compliast = th the control

- . addeons ek or manual verfs ¥ to meet the control.

The AlgoSec Frew sl AnalyTer SUEOonts the Access Control famdy controls a3 follows:

The folowng uters have sdmerety 360N Cermeswcns on the AlgoSec
Frewal Analyzer:
. As8gns account managers for af svstem BgoSec on :."‘“”"-" .
M ademo
Ned NatOps
The lobowing user names are delred on AUgoSec Fremal Anahvzer and
have sccess to Rose_checkport:
AgoSec Admenty stor (Standard)
FA (Standard)
> the use o, nf wyitem Users On harry heipdesk (Read only) s
Sue Securty (Standard)
aademo (SRandard)
Nt NatOps. d)
AC-3 ACCESS ENFORCEMENT
Thee i system oniy £ for R . An erpkolt fnal “drop e s the default beharwor for Check Posrt NGX P
logcal access to rformation and system resources N (R 1), Hotfu 401 - Budd 003
with access control pok
AC-6 LEAST PRIVREGE
The crgana aton employs the prnopie of least presdege, By defaut frewals deny " "
P by S for wours or Access Control on y
BN on behall of users) whch are PECESSary Lo accomplsh —
taels v with o and [Thes control i mot to the Low System evoact bevel |
Busaness funchons.
AC-8 SYSTEM USE NOTIFICATION
The fcrmation system: Thes rformation i nchaded n the Agote Baselne Confgur ation reprt. 7
8. Dvplins 10 Usars rpInTItEn -Sefred System use NoOfcaton The basebne profile (OMAQUred on s device 1. G- Datelne
message or banver before g artng access to the system that | Baselne Comphance Oon
prowdes Prvacy and Jecurty Noboes conmatent with appbcatie Clck Pare to anter the report and theck f the requremert s met or not. | o
federal laws, E Orders, Sre pobows, 3 Ofaded.
standards, and padance
Thes rformatson 1 nchuded n the AgoSec Basebne Confgur ation repart.
AC-10 CONCLERENT SESSION CONTROL - 7
The infommation system Imits the number of Conauvent - The batebne profile configured on this device - do-batelne
eS80 1or @2 (FPANZItION SN BOCOWT SNGSF MCOUE
/D¢ 10 2N SPINTALON-defined Aumbe, mp-umn?mm‘c?&-w--u-m -
AC-11 SESSION LOCK
The wfcrmabon system: Thes rformaten i Ncladed 0 the NgoSed Baielne ConfQuration regie. 7
& Prevents hurther access 10 the system by mbatng 3 sesson The basebne profile confgured on ths device s G baselne
lock after orpanietion-defined time perod of o upon on
recening 3 request from a user; and Clck Potre to anter the report and dheck  the requrement s met of not. | «
b Retaras the sesson lock untd the user reestablshes access ebrve reQuw 3 shul, O faded.
g f and o
Tres rformation i Nchaded N the NgoSec Baselne Confguration report.
AC-12 SESEION TRV ETION The baselne profile configured on ths device 18- O -batelne ’
mnmmvm'"m [Soeeing Complionce on
Clack htre 0 enter the report and dheck f the requrement s met of Not. | «
Ftuiing session dosnnect. Batebne roqurements: 3 ucceishi, O laded.
AC- 17 RIMOTE ACCESS
ey
- uage See the VPN Analyus report for Setashs regardng user's remcte sccess
ol and empk VN Anatyms on -
@adance for aach type of remate access alowed. arvd Aghts Brough device Aesechedpeint .
B Ahonzes remote access to the NfOrMAtion System pror to
oWy Buch (ONMeCons.
AC-21 USE OF EXTERNAL INFORMATION SYSTIMS
The terms and
with any trust relsbonshgs estabshed with other
o wrang, e
Clck Fotr @ 10 vibw U It of 60N sarvated Irom Outiede 1o brviade and
w0 o Abwed servies on -
& Access the infe pie from Outsede to DMIs.
syitems; and
b Process, store, of d
(] » ¥

NIST SP 800-41
The AlgoSec Firewall Analyzer NIST Special Publication 800-41 Compliance report

uses the National Institute of Standards and Technology (NIST) Guidelines on Firewalls

and Firewall Policy , Revision 1 (Sep 2009).
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Virewalls and Network Architectures

NIST 800-41 Secton J the pl of & withen

The Mgosec Frewal Ansh

trough es

2l Network map, Can halp with under stardes) the o archs @ and better pl

The following table ksts o the recommendaton of NIST 800-41 section 3.

For each tem, the Status column ndCates orw of

4 - The devae n (ompliant with the recommendation

X - The devce » mot compliant with the recommendaton.

* - ASSDIOS] rArmILOn of Maril verfCaton i HECERLANY 1O Meet the recommandation.

The Ngotec Frewall Analyzer SPPOrts thete recommendations 3 follows:

of the o

NIST 80041 Recommendation
Anslyres Festur

e M

Iammnwbntmwm
| ks and sy wth el
|mm.ummmvmmm-
| ternal netmorks. Fremals shoukd be placed o the edge of
0Qual Patwork boundares.

Rose_coaport Devce rose_chedpont i 3 frewall 7

3.1 Network Layouts with Firewalls

I an edge frewall has 3 OMZ, corvsder whech outward-
fa0ng servces should be run from the DMZ and whech
should remaen on the nede network.

Filterng nudes are assoaated with every DMI L4

1.2 Flirewalls Acting as b Adde, dators

| Do not rely on NATS to provade the benefits of frewals. NAT anabywn

Oon Devce Rote_crackport pericrma sddrest traralabion (NAT). -

13,3 Architecture with Multiple Layers of Flrewalls

| | |

Tm.m-mammmmnnmu
Imwmwmmmmu
Prevent Nadvertent seOsty Lapies. Ancther (Ommon

| probiem with usng multgle Lyers of network frewals i

;mmmtmn&mha
problamd.

1mm“muwmuﬂmm&n
on ‘mammwvmmwv*vmm 7
(and to specfc 1P addrestes.

Gramm-Leach-Bliley Act (GLBA)

This report uses the Information Security IT Booklet issued by the Federal Financial

Institutions Examination Council (FFIEC) in order to comply with the GLBA Safeguards

Rule (section 501(b)).

Firewall Analyzer (A30.10)

Page 79 of 238



User Guide | Devices, groups, and matrices

Indormation Security Rink Assessment

The first ares of the FFIEC Information Securtty IT Bodldet, Information Securty sk Assessment, Ndcates that Francal nebiubons must martsn an
ongeang NiormIbon ooy Nk Jitetsment program. The Agosec Frew al Laakrer, Brough fs Ktk Managemert and Cornectraly Duagr am, can Palp
with mglementing rek atsessment and better plarren of the network.

Tha follown table ksts ol the recommendation of the Informaton Secunty Rsk Assessment secton. For each tem, the SLatus cclumn ndscates orwe of
7 - Thie davice i Compllast wEh the requrement.

A - The device 15 nol complisst weh the regurement

= - AGGBONS HOMAtion of Manual verfic sbon @ HecesLary to meet the requirement.

FEIEC Re<ommendation AlgoSec Frewall Setting Detads Status
ah Feature
The MgoSec Feewall Analyzer collects and stores the devwe's
1. Gather Necessary Irformation Data Colectson on confipur aton, pokoes and nde sets. The collected data s svaslable from
the raw fles Dade.
Natweork Map on The Network Map tab 15 avadabie on Mgotec web rter!sce homapage
The Mgotec Frewal Analyzer caloulates 5 oraphs natwork mag that
2. 10enrtihcaton of Informaton and Indormaton Systems Network Map on ncudes all of the Sevces n the system, 33 well 23 the Networks and

routers that are deectly Connected tO them

Connectaty Dusgram on e

3 Az the Informateen I | |

|

Bskcs found: ) hegh naks, 10 suspected fegh rsks, 1) medesm raks, 7

low nsks
2.1 Assess Threats and Vulnersbdites Bk Anabyus Oon

See the OMine Securty 5can results below for detads.

For detads regardng the (ontrols used n CONJUNRTON wEh the sk

profle see the sk Assessment Crtena

The Mgosec Frew all Analyrer produces reports that ndude detaded

3.2 Evaluate Control Eflectrveness Stmdubed Analyss on VPN acoess

_an-\n

Sevwrity Rating s

4. Asmgn Rusk Rates Secunty Ratng

CXIMOIDON of Savicet COnBgr aon, Poloes, Nk Mtetement and alio

Each of the NgoSec nsks has 2 seventy level vanying from hegh to low,
The Jgotec Nrew sl Anslyrer 3 eQited the ndradual nek levels nto 3

|srohe Securty Rating

mmwaunmnammmumgmm’

u nduded with the AlgoSec Frewall Analyec The rek tems and thew
5. Kev Rk Assessment Practces Bk Profie Oon Seventied we derrved from & vanety of sources ncudng nduitry best

_rmu. reguiatory Qudelnes. and NQoSec rternal rescurces

Basel-Il

This page addresses the Basel Committee on Banking Supervision's framework

International Convergence of Capital Measurement and Capital Standards (June 2006).

It follows the IT Governance Institute (ITGI)'s guidelines entitled "IT Control Objectives

for Basel II" (2007) as expressed by the ten IT Guiding Principles (ITGP), and uses the

Control Objectives for Information and Related Technology (CobiT) framework. In

addition this report also refers to the Committee of Sponsoring Organizations of the

Treadway Commission (COSO) Internal Control - Integrated Framework. Within each

COSO component the report refers to specific IT Guiding Principles for Basel || numbers

and CobiT 5 Control Objectives.
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Basel-1I Compliance Report: rose_checkpoint

The AlgoSec Firewall Analyzer Basel-1l Comphance report addresses the Basel Committee on Bankng

mwawnmmmqmcmmmmwnwmnmmw
Basel Il numbers and CobiT 4,1 Control Objectives.,

General
Firewall: rose_chedkpont (66.101.58.62)
Version: Check Pont NGX (R61), Hotfix 601 - Buld 005

Policy: scr-3feb. W
Date: 2010-03-25

COSO0 "Control Activities™ and "Monitoring™ components

IT Control Objectives for Basel 11 gusding pnnaples: CobiT 4.1 Control Objectives:
* [TGP3 - Management Pobaes, Processes, Procedures ® Al4 - Enable operation and use
® [TGPS - Risk and Loss Montonng ® AlS - Manage
* [TGP6 - Control and Mtigation Poboes, Processes, * DS9 - Manage the configuration
Procedures * D510 - Manage problems
® [TGP7 - Business Continuity Managéement ® ME1 - Montor and evaluate IT
* [TGP8 - Framework for Risk Control and Mitigation performance

Basél 11 ITGP6 (Control and Miigation Pohaes, Processes, Procedures) and ITGP7 (Busness Continuty
Management), mmucwaoammtumm)mosomm
Configuration) require that change management and softw and distribution are properly
ma«m;wmwmm wuun.

ASD ISM

This page describes how well your current AFA configuration settings comply with the

Australian Signals Directorate's strategies to mitigate targeted cyber intrusions.
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o - The Sevce m st with the

X . The deve = not compliant wih the recommendation.

. o marval L] ¥ L0 meet the recommeniaton.
The Ngotec Frewmal these an folk

1 Of permiled st ed o

Tret BQoSec Feew sl Analyler Ptk fof Nl TR (o De milapated
withn the netmork.

Rusis found: 3 hwdh fibs. 10 Suicacted heoh raks, 70 madem nibs. 7

TeOenDM O wOILILONT N S4rvers, 10 make & Narder for
dvernanes to Orack Patpivate hashes.

Chch Poire B0 @nter B repont and dhadk f the redusrenent is met of not.
Batelne requremants: ) successid, O faded.

of o o uak Anshys on ow nakos x
nchadng DLL fles 0.9 using Marosolt Agplodier. See the Offine Securty Scan results below for detads.
For datads repardng th controll used N CONRINCDISN with the nek
profie see the Rsk Assessment Critena.
Sk Profie on !-T at uses the 137 rmk 7
Susuity ey - — '
3 Patch ) Svitem Patch or Tha JgoSec Frewall Analyzer rak check halps Ind deves that have
“antreme k" vulrerabites withn teo divs. Avted contrung | sk Anabyse on that s o them. FMeate review the End -
10 USe MTosolt Windows XP of edrber verpons. of Mantenance ek table below.
Tha . usars have on the AooSec
4. Mawreie U fumber of uters with domaen of kot -
admuraty ave priveges. Such Users should Ute 3 teparate | MgoSec Admnmtrators | On :""‘m .
urgrndeged acoount for emad and web browsng aadenc
Poed NetCps.
& Mty Lactor for
ramote Bccess, ¢ whan th User & Sbout to parform & VEN Anabysa on mm‘“w““m .
Drivieged HTON Of J0ESE 3 Y.
)mmn‘mmm“ oMZs
o protect schas G cpolsg marked ) rules are with every DMI s
. ““’m
bated frewsl, corfgured to deny - -
mhm-mmmvm . © eI e0s g con. T SR St fur ChekPomtiex | »
mewmwum - -
LAl by Gefault, ThGE wheksts mhech H0Catsons are abomed . o e g e etk b for Chack P x| 4
10 Qener ate cutQoan Netmork traffc.
10. Non trusted oz
withen the orgar for rsky G ehed Fiterng ndes are asscoated with every DMI s
Actratyes wuch as readng emad and web browurg.
1C d and tme 0oy of alowed and
blocked network actvity, with sutomated mmedate g No-Log nues on Rufes wih no logs: 1 . Oick here to vwew x
analyses, Rorng kogs for ot keast 18 morehs.
The MooSec Frewall Ansbyrer retany reports for 3 User defined penod.
I the ourent confspur aton regorts are not deleted.
Please make fure That D abdove the orgar defrad
Delete Reports on e period. -
W order to change thase 1etngs QO to the sdmeresty 3ton soreen, dack
0N cotens tab and then go to storage.
Tree Basabre confagur atson report Can chach for NTP settrgs
on the devwce. The Batelne profle corfigured on the devce 5. v
Bavebere Comphane on  [dobesdine
Chck hare £0 orter the report and Chack f the regurenent il met o pot. .~
Barelna reas 3 0 faded.
bmm&--ﬂn-mmmnﬂhmm
emad can orly erter and ext your Brough the
“’m"':m”.."":’mm otk on iemors. Tho ipeter fromia Anivaw fek i haps yov et 8 |
POF and o Offce protocols sudh B8 FOP, IMAP, and SMTP are sllowed Uvough the frewal,
please resen the Emul Corfigur aton nuks table below for Aurther
Setads.
16, Web doman whitebsting for o domans, snce e
Clck hare to vew the kst of open servces rom Outede to Insade and
m—ore - g th 2 Mmed parvded on <
vy of mal = from [nesde to Outede.
7. Web doman e ths
w--:'mmmum‘ Aowed on ;.:mnbmhhd-mmIv-MDMﬂ 7
Ll Wutide So Outaide.
Tra Basabr COnfadur 2N Feport i BaSad ON « MrOus Df vandor
oy based hardersng gusdes. The baselne profile configured on Bes device i s
ona So-bosel
hardened St ‘.“‘- [ with uregured  Basebne Comghance on
M By 4. I 2nd mtenn, Chck here to enter the report and check # the requrement i met o not. | *
Baselne requrements ) successhud, 0 laded.
24, Dany drect access from by wmng an
Bt Capabie frew ol 1o force trafc through & spdt ONS server, [Py Rubes . - .
an emad server, o 30 Bthertxated meb provy.
mmmmmmmumd
27. Endorce » strong oy profie on ths dewce u: '
mummmmuumc Farebne Comphance on jp-besaine
Y words. Chck hare to enter the report and chack € the requrement is met or not. =
Baselne requrements ) successhul 0 laded.
T8, Restrct sccess to Sarver Mettape Mock (SMl) and The MgoSec Frew sl Anabyter rk thack Paips fnd devices that sow
PatBI05 W o B O pervery sk Analyse on BCCES 1O MCTOOR S NACBIOS Services. Pledse reveew the MNetBIOS raks s
where possbie Lable below
The Basebne configur 200N regort Can check length and comglesty of
31 Disaie Lardtan posspivase nppet and cathed COMQA e DIiEwerde. The Datelne profie COMMUed o thi devie . 4
Brtabre Comphance on do-beseine

34, Gatew oy Bakiatng to biock Cess 1o Rndwn maloous
nd @ and other
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Financial Instruments and Exchange Law (Japan)

Like the AlgoSec Sarbanes-Oxley report, this page explains how your current AFA
configuration settings support CobiT 5 control objectives, in the Japanese language.
Use this report to learn how well you are doing, and to present to your auditors as

needed.

The first part of the report deals with automation and monitoring, and the control
objectives that require them. The report tabulates the details of the AFA automation
capabilities that you have turned on. The next part of the report deals with risk
management, and the control objectives that relate to risk. In this part you can see the
general risk management settings you have in place, followed by the full list of all the
risks that AFA searched for in the current report. The Status column tells you if the risk
was found (indicated with a red X) or if your device is compliant with respect to this risk
(indicated with a green check mark). All risks that are found appear with their details in
the AFA front page.

Note: If you see the titles of the risk items in English it means that you are using the

English language pack.

CobiT 4.1 ®a/+0—)LBIE Al6 (TFEER) BU DS9 (IREVETR) (1. TEFIPE VIR0 7a/0—)LERHH . RIEeYIR
BRRA VX 2T LEBYICABENTUO S EEERL TS, AlgoSec 77472 3—=ILT7 24 =3, F—bA=a/24—F
FAUT. chena /MO — )L BIRE S B SE(IRD 77472 32— LIRS BIACH O THIARE TR IEPR)ICIRE
R TH A TS, CNEOTE(L, BXESN B EID 77470 2= LB EROIHETINACEZRIETIEETER
72=LICEETELNTHS. BFA—ILBHITEAUMREL, LT ENEN B P (NS ESNSBNET

-
A b A3 BRUE=R) 7k
AlgoSec 2747 = s ATALA
I 24— AOWR &
EENE |On__|Records available since 2008-08-18 | 7
.17-'/'_1 —ILErSHiR |off x

‘ﬁ‘s« m;wator: Mw: ?ladv. Real bme alertng
T Securty: Report s re. ., Real bme alerting

RF A0 On afademo: Report is ready, Real tme alerting v/
| ’Ned NetOps: Report is ready, Real ime alerting
BrL =LA

on (7] p
FEAIL LB Jor ] x
FIERBW SR on |[*) 7
I/ 2A LTI Jon e p,
[No-Log/No-Comment Rules on [ v

1 CSO/MIAT ) —F IF AL/ BREL TN T OF T (- TW 3,
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MAS TRM

This page describes how well your current AFA configuration settings comply with the
Technology Risk Management Guidelines issued by Monetary Authority of Singapore
dated June 2013.

Exgart: &
MAS TRM Comphance Report 67% Comphant
Thee Algotec Feew sl Aralyrer MAS TEM Complance report m Bated on the Technology Bk
Maragenert Gusdebnes nsued By Monetary Lhonty of Sngapare dated dune 201). The MAS
Feermet Barkung arvd Tetnckogy Rsh Manasjement (I8 TRM) Gusdelnes have Deen revsed and
PR 10 Batler Quade i SO €48 @urling 2] efmeed i) LePhogy ik mhuch (orde ol
franoal Fabtutons. The Tedhnology fisk Manajemert Gudelrms are 2 rew 4ot of uedebnes nrtlen
i order to replace MAS INTRM, This report addresses MAS TRM chagters 3, 4, 3,6, 7,9, 11, 12, 1),
and 14
Lenesal
Owvce: Rose_chedponrt (64,101 38 82)
Werpon Check Poert NGE (RS 1), Moths 601 - Budd 003
Pokoy wor Meb W
Date: 2014-10-01
ot Gunbtlrnt Fombutrs Debim 2@ S ety Sirretd Womm ard Sh(pad with Ihoie biled @ the (kv 3l hapters of MAS TR
1. Oversight OF Technology Risks By Rowrd OF [Nrectors And Senior Managemeat
In tha folowng table, for each gusdelne, the Ratus cobumn ndcates ore of
¢ - The devce n complisnt =th the gudelre
X - The devce » not Compliast w o the gudebne.
* RSN ERINN oF MO cerla BN W PECEANTY 10 Maet the Judelre
Tree 00 Sed Faem ol ol Ter wQOONs thete Qudelrst a1 foloms
[ ™ | Mgosecresture |  Settng | Detaits | status
T ———— g p—————————————

HIPAA

This page describes how well your current AFA configuration settings comply with the
Security Rule of the Health Insurance Portability and Accountability Actissued on
February 20, 2003. The AlgoSec interpretation of the HIPAA act relies on both NIST SP
800-66 Revision 1, and The HIPAA Security Information Series.
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epot: T

HIPAA Complance Report 65% Comphant

The AlgoSec Frew sl krabyrer MPAA Compharce report s based on the Securty fule of the Heath
I ance Fortabelty and Accourt bty At meued on February 20, J00). The AlQoSec nterpretaton
of the MIPAA act relbes on bOth NIST SP 800-66 Reviason 1, and The HIPAA Seaurty Information
Serws.

uards are Mumwmuwu ebection, de and
of pecurty to prot: and 1o manage the conduct of the (overed ertity | or busness
m’lmﬂmu“mﬂ"mmm‘m‘mmm““m et (reng
CApatubtaes, 2N halD wikh for

In the folowng table, for exch standard, the SEatus column NACates one of
o - The devce o compliant wih the standad.

X . The devee o mel Compliast w o the standwd

* - Addtoead eb o marusal verfs - ¥ to maet the

GDPR

The AlgoSec Firewall Analyzer General Data Protection Regulation (GDPR)
compliance report is based on the European Parliament and the Council of the
European Union's regulation, on the protection of natural persons with regard to the

processing of personal data and on the free movement of such data.

se_checkpoint | Regulatory Compliance May31,2018|14:54  Previous» @)

Export: m
{Y HOME
‘GDPR Compliance Report 64% Compliant
{1 misks
Th RISKYRULES The AlgoSec Firewall Analyzer General Data Protection Regulation (GDPR) compliance report is based on the Eurcpean Parliament and the
Council of the European Union's regulation, on the protection of natural persons with regard to the processing of personal data and on the
free movement of such data. In May of 2018, the Regulation will be enforceable by the data protection authorities (called “supervisory
D) cHanGES authorities” by the Regulation) of member states. For the purpose of this compliance report AlgoSec uses the framewaork of 1S0/IEC 27001.
(2 POLICY OFTIMIZATION
Article 22 of the Regulation mandates that controllers and pr rs i iate technical and isatic measures to
ensure a level of security appropriate to the risk” to protect personal data.
E‘ VPN Article 35 requires that a data p ion impact {or DPIA) be conducted.
Recital 82 requires that controllers and p luate the risks i in the processing and then i risk mitigation
measures,
= PpoLicy This AlgoSec compliance report supports the DPIA process and evaluates risks in network devices,
£  REGULATORY COMPLIANCE
General

[ BASELINE COMPLIANCE
Device: Rose_checkpoint (192.168.6.254)
Version: Check Point NGX (R61), Hotfix §01 - Build 005
Policy: scr-3feb W
Date: 2012-05-31

The control objectives and controls numbers below are directly derived from and aligned with those listed in
ISO/IEC 27001 Annex A Table A.1 and with IS0/IEC 27002 Clauses 5 to 15,
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POLICY OPTIMIZATION page

To optimize your policy, you need to find out which rules are redundant, unused or
already covered by other, more general rules. These rules are prime candidates for
removal from your device policy. In addition, you need to see the statistics on the most
and least used rules of a policy: the device's performance may improve if highly used
rules are placed near the top of the rule-set, and infrequently used rules are moved
further down. In addition, you need to know about unused and empty host group
definitions and unused access lists, because these unused definitions clutter up the

configuration and reduce your ability to manage your devices effectively.

Note: For Panorama or FortiManager devices, usage on a specific rule in a specific

device will reflect the counts of all the devices that share this policy.

To view a training video that follows an Information Security Officer optimizing his
organization's firewall policies, see Performing Policy Optimization

(https://portal.algosec.com/en/training_academy/policy_optimization_online_training).

Report | Policy Optimization

»
Device: Rose_checkpoint

A Export: E
Rules Cleanup Rules Cleanup

E:S
] Unused rules 4
]

= - Covered rules 1
4

[ Redundant special case rules 3
2

5] Consolidate rules 1
o

_ Unused Covered Disabled Time-  Not No

= inactive logged comments Disabled rules 3

@ Time-inactive rules 1

Rule Reordering

Rules without logging 1
Lower RMPP (Rules Matched Per Packet) means better performance.

Click for details
Rules with empty comments 7

Ep

50 Rules with non-compliant comments 2

Rules with a time clause 1

- i» . Rules about to expire L]
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In the Policy Optimization page, you can view the rules and objects which diminish your
policy's effectiveness and efficiency. Additionally, a graphic display of the number of

unused, time-inactive, un-logged and rules already covered by other rules is provided.

When you click on a link in the Rules Cleanup area all of the relevant rules appear. The
columns which appear for each rule are specific to each device brand. If AppViz is
licensed, fields from AppViz appear, indicating business information such as which

rules are included as flows in which applications.

Below is a description of the different areas of the Policy Optimization page, including a

summary of the types of rules and objects that can make a policy perform sub-optimally:

Rules Cleanup

Rules Cleanup enables the user to make your policy more streamlined and effective. It

may include the following:
Unused rules

Rules that did not match any traffic according to the log data. By default, log data is kept
for 60 days back. For Check Point and Juniper, this analysis is based on the collected
logs. For Cisco Routers, AFA recognizes unused rules based on the access-list match

counters.

Note: The match counters are collected every time the analysis runs, and their
values are saved by AFA to allow long-term usage analysis (even when the device

resets and counters are cleared).

If FireFlow is installed, you can open a FireFlow change request to disable these rules

directly from the report. See Disabling Device Rules (see Disabling Device Rules).

Covered rules

Rules that are covered by other, more general rules. A rule is covered if there is a
combination of rules that are located above it in the rule set that together match all the

traffic that could have been matched by the covered rule. As long as a rule is covered by
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other rules, it will never match any traffic. Therefore, covered rules are good candidates

for elimination from the policy.

Note: Check Point's SmartDashboard automatically performs a quick check for
covered rules; however, this test does not go into any depth. In contrast, AFA will find
covered rules even if it is covered by a combination of multiple rules, and even if the
host and service group names on the rules are different (but the IP addresses and
port numbers are the same). In Cisco Routers a rule may even be covered by a
combination of rules that are located in other access lists and attached to other

interfaces: AFA will report on these rules as well.

If FireFlow is installed, you can open a FireFlow change request to disable these rules

directly from the report. See Disabling Device Rules (see Disabling Device Rules).

Clicking the Covered rules link will display each covered rule in a separate table along

with the rules that cover it. The covered rule is at the bottom of the table (shaded in light

gray).
Redundant special case rules

Rules that are included in a subsequent rule and can therefore be removed.

If FireFlow is installed, you can open a FireFlow change request to disable these rules

directly from the report. See Disabling Device Rules (see Disabling Device Rules).

Note: When determining whether a rule is a redundant special case rule, AFA
checks that both the rule and the subsequent rule that includes it have the same
logging setting (enabled or disabled). If the setting is different, the rule will not be
listed as a redundant special case rule. The logging setting is also examined when
checking whether a rule is a consolidate rule. However, this setting is ignored for
covered rules. If the traffic is caught by the first rule, it does not matter whether

logging is enabled for the second rule, since the second rule will never be activated,
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and therefore can be safely deleted.

Consolidate rules

Rules that can be consolidated into one rule because they are identical except for one
field: source, destination or service. The rules that AFA recommends to consolidate will

always be allowing rules.

If FireFlow is installed, you can open a FireFlow change request to consolidate rules on
Cisco Firewalls directly from the report. If desired, you can edit the AFA
recommendation before opening the change request. See Consolidating Device Rules

(see Consolidating Device Rules).

Unrouted rules

Rules that are not routed through the device. A rule is unrouted if the entire source is not
in the source zone, or the entire destination is not in the destination zone. Removing

these rules will not affect the device's effective security policy.

Clicking the Unrouted rules link will display the rules in a table. The objects that are not

in their respective zone appear highlighted.

Note: Unrouted rules are only supported for Juniper SRX, Juniper Netscreen,
Juniper NSM, Palo Alto Networks, and Fortigate devices. Fortigate devices are not
supported when defined in AFA via FortiManager, and SRX devices are not

supported when defined in AFA, via Juniper Space.

Unrouted objects within rules

Rules with source objects that are not in the source zone or destination objects that are
not in the destination zone. Removing these objects from the rules will not affect the

device's effective security policy.
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Clicking the Unrouted objects within rules link will display the rules in a table. The

objects that are not in their respective zone appear highlighted.

Note: Unrouted objects within rules are only supported for Juniper SRX, Juniper
Netscreen, Juniper NSM, Palo Alto Networks, and Fortigate devices. Fortigate
devices are not supported when defined in AFA via FortiManager, and SRX devices

are not supported when defined in AFA, via Juniper Space.

Disabled rules

Disabled rules are rules that were disabled temporarily.

Time-inactive rules

Time Inactive Rules are rules that only apply at certain dates or times - and are inactive
at the time of analysis. Such rules are often leftovers from fix-time projects and

temporary patches, and may be candidates for elimination.

Rules without logging

Rules without logging are rules that do not produce log records when they match
packets. Many organizations require all, or nearly all, rules, to produce logs, thus a list of
rules without a log keyword may let you ensure that your policy complies with your
organization's requirements. With the exception of Cisco devices, these rules are
always excluded from the list of unused rules since an absence of log records does not

confirm that no traffic was matched.

Note: For Cisco devices, AFA does not rely on logs to determine if a rule is unused.

Rules with empty comments/Rules with no remarks

These rules are rules that do not have comments. Many organizations require all rules
to have a comment indicating who wrote the rule, when, why, and with whose

authorization. For Cisco Routers, AFA recognizes rules with empty comments based on
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"set access-list remark" statements.

Rules with non-compliant comments

Many corporate policies dictate that rule comments must contain the ID number for the
change request for which the rule was created or changed. AFA allows specifying a
regular expression that matches these ticket numbers, and then presents the rules with

non-compliant comments (no ticket number).

To configure this functionality, complete the Report rules whose comment field... field
in the General sub-tab of the Options tab in the Administration area. For Cisco Routers,
AFA recognizes rules with non-compliant comments based on "set access-list remark"

statements.

Rules with a time clause

Rules with a time clause are rules that only apply at certain dates or times. Such rules
may become redundant when their activity time passes (In which case they will be

reported also as Time Inactive Rules).

Rules about to expire

These are rules that will expire within a certain number of days. To configure the
number of days before expiration that a rule should be flagged as About to Expire,
complete the Days before expiration alerts field in the General sub-tab of the Options

tab in the Administration area. The default is 14 days.

Unused NAT rules (Check Point)

Unused NAT rules are rules that, according to the device logs, are not used by the

device.

All NAT rules usage (Check Point)

Usage information about all NAT rules.

Redundant NAT rules (Check Point)
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Redundant NAT rules translate traffic that is not permitted by any of the device policy

rules.

Intelligent Policy Tuner

The Intelligent Policy Tuner (IPT) enables you to refine your policy, by identifying rules
that are too wide and permissive, and rules which contain sparsely used and unused
objects. It also provides recommendations for replacing permissive rules with new,

tighter rules. See Refining Rules via the Intelligent Policy Tuner (see Refining Rules via

the Intelligent Policy Tuner).

This area includes the following:

Tighten Permissive Rules Permissive rules that should be refined.

Unused objects within rules Rules containing objects that have not been used
recently.

Policy tuner analysis for all Usage information about all rules.
rules

VPN Cleanup (Check Point)

For Check Point devices, the Policy Optimization page also includes several items that

refer to the VPN analysis page (see The VPN Page (see VPN page)):

Expired Any VPN user whose access expiration date occurred before the

users report's date is flagged as Expired.

Users Any VPN user whose access expiration date is a certain number of
about to days after the report's date is flagged as About to Expire. To configure
expire the number of days before expiration thata VPN user should be flagged

as About to Expire, complete the Days before expiration alerts field in
the General sub-tab of the Options tab in the Administration area.

Unattached VPN user groups that do not appear in any rule in any policy that is
user managed by the Check Point SmartCenter or CMA are flagged as an
groups Unattached User Group.
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Unattached Any VPN user that does not belong to any user group is flagged as
users Unattached. Such users do not have any real VPN access since no rule
can refer to them.

Application Control Rules Cleanup (Check Point)

For Check Point devices, if there is at least one application control rule, the Policy

Optimization page also includes information about application control rules:

Unused rules Application control rules that did not match any traffic
according to the log data.

Rules without logging  Application control rules that do not produce log records
when they match packets.

Disabled rules Application control rules that were disabled temporarily.

All rules usage (count, Usage information about all application control rules.
last date)

Rule Reordering

These areas provide recommendations for optimizing the device rules for best
performance and lower CPU utilization, an estimate for the device's performance, and
suggestions for improving the performance with the most effective rule reordering. For

more information, see Reordering Rules (see Reordering Rules).

Rule Usage Statistics

In this area, you have access to the five most- and least-used rules. You can use this
information to re-order your policy so the most popular rules are placed near the top of
the rule set.

Policy optimization procedures

Removing Device Objects

If FireFlow is installed, you can submit an Object Change request to remove

unattached, empty, and unused objects in the device's policy, as well as unrouted
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objects within rules, directly from the Policy Optimization page.

To open a FireFlow change request to remove objects

1. View the desired device's device report. For details, see View AFA device data.

2. Click the Policy Optimization tab.
The Policy Optimization page appears.

3. Click on one of the supported object categories (Unattached objects, Empty

objects, and Unused objects).

The objects in the selected category appear.

Report | Policy Optimization

~
»

Objects Cleanup: Rose_checkpoint

-
w Export: E =0
_ Unattached objects
An object is identified as Unattached if it does not appear in any rule,
in any policy that is managed by the current SmartCenter or CMA, and also it is not a member of any object group that appears in any such rule.
s
@
O 0} -greenhouse.net
O O aceslavetdpub.com
O O AdForcet.imgis.com
@
O [ AdForce2.imgis.com
m} L adm-dsL.mtLtdpub.com_INT
O 0 bbmo7o1_INT
O L Broadcast
O L CalgaryPLUS_mtl-u10_INT
0 [ Cenosis_Net_Hide

4. Do one of the following:

« In the first column, select the check boxes next to the objects you want to

remove.

« Select the check box in the table heading to select all objects.

5. Click Remove Selected Objects.
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The change request is created, and a notification appears with a link to the change

request.

@ Object removal request has been created in FireFlow:

Change Request #3926

OK

If desired, the change request's fields may be modified later on.

Note: When you remove more than one object, one change request is opened

with multiple object lines.

6. Click OK.

Consolidating Device Rules
If FireFlow is installed, you can consolidate rules on Cisco ASAdevices directly from the
Policy Optimization page, by doing the following:
1. Open a FireFlow change request to add one or more consolidated rules, using the
procedure below.
The procedure describes two options:
« Open the change request directly from the report.

This option requires the 190:Verbatim Rule Addition request template

(which is based on the bulk rules addition workflow) to be active in FireFlow.

« Download a CSV file which you can edit and then use to manually open the
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change request in FireFlow.

You can manually open the change request with the the 190:Verbatim Rule
Addition request template or any custom template/workflow for adding rules

to devices.

Once the change is implemented on the device, the next AFA report will
automatically identify the original rules as redundant. They will appear in the

report as Redundant special case rules.

2. Remove the redundant rules by opening another change request from the new

report. See Disabling Device Rules (see Disabling Device Rules).

Note: The original rules will only be marked as Redundant special case rules if

there are no rules with a "deny" action below the lowest original rule.

To open a FireFlow change request to add consolidated rules

1. If not already configured, enable the Access Lists traffic field to the 190:Verbatim

Rule Addition FireFlow change request template, by doing the following:

Note: When opening the change request directly from the AFA report, this is
the only request template that can be used. If you use the AFA provided CSV
file to manually open a change request (an option discussed below), you can
use the 190:Verbatim Rule Addition template or any custom template for
adding rules to devices. The Access Lists traffic field must be enabled in the

template you use.

a. Switch to FireFlow. For details, see Switch ASMS products

b. In the main menu, click Request Templates.
The Request Templates page appears.

c. Selectthe 190:Verbatim Rule Addition template.
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The template's settings appear.

d. Inthe Traffic area, click the +Add or remove traffic fields link.
The Add or remove traffic fields window appears.

e. In the Traffic area, select the Access Lists check box.

f. Click Save.

g. Click Save template.

2. In AFA, view the desired device's device report. For more details, see View AFA

device data.
3. Click the PolicyOptimization tab.

The Policy Optimization page appears.
4. Click Consolidate rules.

The consolidated rules appear. Each table represents a single consolidated rule

and shows the existing rules it could replace.

¥] 10.20.6.1 | Policy Optimization Sep20,2017[0158  Previeus» @)

Rules Cleanup: 10.20.6.1

HOME Export: T 5%

ol

[ risks
— n e idated if they meet one of the following eriteria:
A RISKIRULES ated i the diffe one of their main fields - Source / Destination ce.
o 3
B) s v s thatinclude all the
i he SOURCE or DESTINATION
field in the rules to be consolidated.
{2 POLICY OPTIMIZATION
. i Consolldste selected rules
=) Select All Consolidation Recommendations
& ven
These rules can be consolidated by the field SERVICE
INTERFACE. DESTINATION ACTION COMMENT DOCUMENTATION
= poLicy
Ed DMZ DMZ_access_in B10.20.2424  B1050.1424 @108 PPermit  FireFlow #7363 Einats comment
£ REGULATORY COMPLIANCE
Ed DMZ DMZ_access_in B10.20.1424  B1050.1424  EBEE WPPermit  FireFlow #7363 Einats comment
El BASELINE COMPLIANCE
@ DMZ DMZ_access in  DMZ_access_in(ss) Bi0201424 B1090.1424  mwsd Permit  FireFlow #7363 Einats comment
@ DMZ DMZ_access_in  DMZ_access_in(81) B10E0.1424  B10.90.1424  mpas Permit  FireFlow #7363 Einats comment
@ DMZ DMZ_ access_in  DMZ_accessin(102)  B10.80.1424  B10.90.1424  mp28 Permit  FireFlow #7363 Einats comment
I ERVI h

Each table of rules represents a group of rules you can consolidate into a single

rule.

Firewall Analyzer (A30.10) Page 97 of 238



User Guide | Devices, groups, and matrices

5. Select the rules you want to consolidate.

You can choose all or only some of the rules from a table. Choosing rules from
multiple tables will create a single change request for adding multiple

consolidated rules, one for each table.
6. Click Consolidate selected rules.

The Consolidate selected rules window appears.

Consolidate selected rules

A change request will be opened to add the 2 consclidated rules to the device.
Note: The original rules should then be removed from the device.

[# Download consclidated rules CSV file

7. Do one of the following:
« To automatically open the change request, click OK.
A confirmation window appears with the change request information.

« To edit the consolidated rules before opening the change request, do the

following:

1. Download a CSV file with the consolidated rules you specified by

clicking the Download consolidated rules CSYV file link.
2. Editthe file, as desired.

3. Manually create a change request in FireFlow using the 190:Verbatim

Rule Addition request template.

4. Populate the traffic area of the change request by clicking the Import

traffic from CSV link and selecting the consolidated rules CSV file.

5. Complete the other fields in the template and submit the change

request.
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Disabling Device Rules

If FireFlow is installed, you can submit a Rule Removal request to disable redundant,
unused, unrouted, and covered rules in the device's policy, directly from the Policy

Optimization page.
To open a FireFlow change request to disable device rules
1. In AFA, view the desired device's device report. For more details, see View AFA
device data.
2. Click the PolicyOptimization tab.
The Policy Optimization page appears.

3. Click on one of the supported rule categories (Unused rules, Covered rules,

Redundant special case rules, and Unrouted rules).

The rules in the selected category appear.

Report | Policy Optimization

»
p: Rose_checkpoint N
s Exp:-’t:m sy
S
Covered rules
< )
This page shows rules that are covered (hidden) by other rules.
Such rules are effectively disabled and can probably be deleted.
@
Disable Selected Rules.
a [ Select All Covered Rules
Rule 41 is covered by rule 36.
RULE  NAME  SOURC DESTINATION ACTION COMMENT ~ DOCUMENTATION  APPLICATION  BUSINESS  BUSINESS
o) PARTNER  CRITICALITY
GP_NW_Garden_ICN * Any * Any aceept - Rose Internal  Low
O a1 GP_PC_G me-ICR TR ¢y accept FireFlow
Tep o -MQ-Se #338:
PSQT
Servers
at
Garden
toTime

[ Select All Covered Rules

Back to Index

Patent(s) pending & Copyright @ 2003-2015 AlgoSec. All rights reserved.
Usage strictly subject to License Agreement.
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4. Do one of the following:

« In the first column, select the check boxes next to the rules you want to

disable.

o Select the Select All Covered Rules/Select All Unused Rules/Select All

Special Case Rules check box to select all the rules.
5. Click Disable Selected Rules.

The change request is created and a notification appears with a link to the change

request.

@ Object removal request has been created in FireFlow:

Change Request #3926

OK

If desired, the change request's fields may be modified later on.

Note: When you disable more than one rule, a separate change request is

created for each rule.

6. Click OK.

Refining Rules via the Intelligent Policy Tuner

The Policy Optimization page's Intelligent Policy Tuner (IPT) enables you to refine your
policy, by identifying rules that are too wide and permissive, and rules which contain
sparsely used and unused objects. In addition, it provides recommendations for

replacing permissive rules with new rules that are tighter, but which still allow all traffic
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allowed by the original rules.

If desired, you can change how IPT generates recommendations for replacing

permissive rules.

Note: The Intelligent Policy Tuner is only available for devices on which Extensive

logging has been enabled. To enable Extensive logging, add or edit the desired device,

and in the Log Analysis column, select Extensive.

Note: Generating recommendations for replacing permissive rules may take a while,

thus extending the report generation time. If desired, you can disable this feature. .

To refine rules

1. In the Policy Optimization page's Intelligent Policy Tuner area, do one or more of

the following:

« Toview overly permissive rules, click Tighten Permissive Rules.

The Intelligent Policy Tuner page appears.

Report | Policy Optimization

v ‘
>

Intelligent Policy Tuner - rose_checkpoint

Export: 4

w
(0] The an: on logs from 19-Feb-2016 to 29-Jul-2016 (total: 160 days).
Logan ured to include logs starting at most 500 days before the report date.
_ To ogin i
= go to Administration > Options > Log Analysis
Policy: scr-3feb.W
The table displays the density of the actually used IP add ithin the objects in the ice fields of the presented rules.
@
No icons will be displayed in a rule that contains an IP address or a service that:
& a. Has no traffic log data associated with it.
b.Is part of a rule that changed after the last traffic log was collected.
= If an object ly used and includes many unused IP addresses or services
then ning by refinement of the object definition.
The ighlighted.
(0] If an ebject is densely used then it is probably well defined for security purpeses, and should not be refined.
Press on any object’s link for more details.

Legend: []-Unused [o]-Sparse :i/-SemiDense [ Dense

Firewall Analyzer (A30.10)

& nae & source & oesTivaTion & acrion & coument & count & Lastoae & percenTace
48 [-] & GP_Dthomsen [F O shiva [ * Any & accept FireFlow #34: 7,015,891,592 2015-09-02 85.229%
MicroSoft
Windows
Update
14 [] f&f GP_NW_SLI_LAN =T GP_PC_ICN_besimai I im & accept 1,018,049,592 2015-09-02 12.282%
[z smtp
[ 122 besimail-mgt
added DT
07/02/2007
v
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A table displays a list of permissive rules that should be refined. For

information on the columns, see the table below.

Icons appear next to the objects in each rule, indicating the object's degree

of use. You can mouse-over the icons to view the exact percentage of use.

Objects that are sparsely used and include many unused IP addresses or
services are highlighted in blue. It is recommended to refine these objects'

definitions.
If an object is densely used, then it is not recommended to refine it.

The Intelligent Policy Tuner Recommendation area displays
recommendations for replacing permissive rules with new, tighter rules, as

well as recommendations for new objects to be used in the rules.

« To view unused objects that appear within rules, click Unused objects within

rules.

The Rules Cleanup page appears.
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Report | Policy Optimization

v ‘
>

o
U}

i

©

2 QA

Rules Cleanup: Rose_checkpoint

Unused objects within rules

The analysis is based on logs from 18-Feb-2016 to 29-Jul-2016 (total: 160 days).

Log analysis is configured to include logs starting at most 500 days before the report date.
Tochange ing (unli login ini

g0 to Administration = Options > Log Analysis

Policy: ser-3feb W

4 oesnanon $ sevice 4 scion

Export: T4 =Y

4 comvent

$ coor

N B || | | |

14 GP_NW_SLI_LAN (1009%) GP_PC_ICN_besimail (100%) Ic imap (61%) & accept
o8 smtp (0%)
CE besimail-mgt (38%6)

24 L mt10201.mtLtdpub.com_INT (0%) GP_NW_SLI_LAN {100%¢) 0P bootps (100%) @ accept
[ scro301.scrtdpub.com_INT (100%)

3 [l rose_checkpoint (0%) [ SCR_vscan_INT (0%) * Any (100%) @y accept
(Global) L SCR_vscan_EXT (26%) [ SCR_vscan_EXT (0%)
L1 SCR_vscan_INT (749%) Il rose_checkpoint (100%8)
28 L[] PC_MTP_S15411 (0%) L] PC_MTL_S15409_INT (0%) NBT (0%) @ accept
L1 PC_MTL_S15409_INT (1009) LElPc_MTP_S15411 (100%) TCE tcp-18000-EntraPass (100%)

imap required to
besimail servers
FireFlow #361:
Besimail-mgt
added DT
07/02/2007

FireFlow #3412
DNS/DHCP
Serversat
ActiMedia
respond to
DHCP requests

FireFlow #69:
eSafe/WebSense
machine

FireFlow #300:
EntraPass
DoorCode
System

1,018,049,592

19,084,080

9,049,236

78,264

The table displays a list of rules containing objects that have not been used

recently. For information on the columns, see the table below.

The unused objects are highlighted in blue and can be removed.

« Toview all rule usage, click Policy tuner analysis for all rules.

The All Rule Usage page appears.
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Report | Policy Optimization
~
»

All Rule Usage - rose_checkpoint

w Export: I
(0] The an; on logs from 19-Feb-2016 to 29-Jul-2016 (total: 160 days).
Logan ured to include logs starting at most 500 days before the report date.
_ To ited): login i
3 g0 to Administration > Options » Log Analysis
Policy: scr-3feb W
The plays the density of the actually used IP services within the objects in the source/destination/service fields of the presented rules.
@
No icons will be displayed in a rule that contains an IP address or a service that:
=] 5. Has no traffic log data associated with it.
b. Is part of a rule that changed after the last traffic log was collected.
= If an object s 5 used and includes many unused IP addresses or services
theni by refinement of the object definition.
The ghted.
(0] Ifa obably well defined for security purpses, and should not be refined.
Press on any object’s link for more details.
& Legend: []-Unused [2]-Sparse |%-Semi-Dense [F]-Dense
4+ NAME 4 SOURCE 4 ACTION 4 COMMENT 4 count
a8 = L shiva [ = Any € accept FireFlow #345: 7,015,891,592 2015-09-0:
MicroSoft
Windows
Update
14 3= ] T GP_PC_ICN_besimail [Eaee imap € accept 1,018,049,592 2015-09-00
[Jue
[ 18 besimail-mgt
added DT
07/02/2007
— - ©
< >

A table displays a list of all rules. For information on the columns, see the

following table.

Icons appear next to the objects in each rule, indicating the object's degree

of use. You can mouse-over the icons to view the exact percentage of use.

If an object is sparsely used, itis recommended to refine its definition. If an

object is densely used then itis not recommended to refine it.
2. Click on any object to drill-down and view more details.
3. Refine the rules in your policy as desired.

Intelligent Policy Tuner Columns

This column...  Displays this...
RULE The rule number.
NAME The rule name.

SOURCE The device object representing the connection source.
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This column...  Displays this...

DESTINATION  The device object representing the connection destination.
SERVICE The device object representing the service for the connection.
ACTION The device action performed for the connection.

COMMENT A comment on the rule.

COUNT The number of times that an IP address in the specified range
appeared in the traffic that traversed the rule.

LAST DATE The latest date on which the IP address or range appeared in the
traffic logs.

PERCENTAGE The percentage of times that this rule was used, out of all rules.

Reordering Rules

The Policy Optimization page's Rule Reordering areas provide recommendations for
optimizing the device rules for best performance and lower CPU utilization, an estimate
for the device's performance, and suggestions for improving the performance with the

most effective rule reordering.

The algorithm relies upon the rule usage statistics collected from the device to compute
a RMPP (Rules Matched per Packet) score that measures the device's performance.
The RMPP is the average number of rules that are compared to filtered packets until the
device finds a match, where the average assumes the mix of packets that is observed in
the device rule usage statistics. The RMPP is closely correlated with the device’s CPU

utilization: a lower RMPP typically means a lower CPU utilization.

The intuition behind the RMPP calculation is as follows: Suppose that the rule that

ultimately matched a connection is rule number "i". Then the device spenta

computational effort testing whether the connection matched each of rules 1, 2, ..., i-1,

until it arrived at rule "i", found that rule "i" matches the connection, and stopped. We

see that the computational effort to filter this connection is approximately proportional to

the sequence number "i". Therefore, to model the general computational effort the
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device is spending, we calculate the mean (expected) number of rules that the device
had to check against incoming connections, when the mean is weighted using the rule

usage statistics gathered from the log data.

If there are N rules in the rule-base then the RMPP is always a number between 1 and
N. Here are some examples. If every connection is always matched by the first rule in
the rule-base then RMPP=1. Conversely, if all the connections are matched by the last
rule then RMPP=N. If neither of the extreme cases occurs then the RMPP will be a
value larger than 1 and smaller than N: E.g., if rule 1 matches 50% of the connections,
rule 10 matches 30%, and rule 25 patches 20%, then RMPP = 1*0.5 + 10*0.3 + 25*0.2 =
0.5+3+5 = 8.5. This means that, on average, for the mix of connections observed by this
device, the device compares 8.5 rules to each connection it needs to filter in order to

reach a decision.

Clearly, we should strive to reduce the RMPP: If we can lower the RMPP toward 1, it
means that on average the device will compare fewer rules to each incoming

connection, and its CPU utilization will drop accordingly.

The Rule Reordering area displays a bar chart showing the RMPP of the current device
configuration, the optimal configuration (using the same set of rules), and a midway
configuration, which can be achieved from the current configuration by up to 10, most

effective rule moves.
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Report | Policy Optimization

»

o
U]

g

2 B

<
£

Device: Rose_checkpoint

Rules Cleanup

B

8

A

2

0

Unused Covered Disabled Time- Not No
insctive logged comments

Rule Reordering

Lower RMPP (Rules Matched Per Packet) means better performance.
Click for details

s0

Man

&

@
8

B

Rules Cleanup

Unused rules

Covered rules

Redundant special case rules

Consolidate rules

Disabled rules

Time-inactive rules

Rules without logging

Rules with empty comments

Rules with non-compliant comments

Rules with a time clause

Rules about to expire

Export: m

Clicking on the bar chart leads to the Rule Reordering page, which provides a detailed

analysis.
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Report | Policy Optimization

» Rule Reordering Export:m &

This page provides an estimate for the firewall's performance and suggestions

for improving it by the most effective safe rule re-ordering.

The algorithm uses rule usage statistics collected from the firewall to compute

a RMPP (Rules Matched Per Packet) score that measures the firewall's performance.
Lower RMPP is better. The page displays the RMPP of the current firewall
configuration, the RMPP of the optimal rule order (for the current packet distribution),
and the RMPP of the best order that can be achieved by up to 10 rule moves.

All the recommendations are safe and take the firewall actions into account.

a

i

Summary

The analysis is based on logs from 19-Feb-2016 to 29-Jul-2016 (total: 160 days).

Log analysis is configured to include logs starting at most 500 days before the report date.
To change this setting (unlimited): login as administrator,

go to Administration > Options > Log Analysis

s

RMPP IMPROVEMENT

TOP10 optimizations 30.07 30%
FULL optimization 30.07 30%
CURRENT 43.15

Optimal Rule Order

The analysis is based on logs from 19-Feb-2016 to 29-Jul-2016 (total: 160 days).

Log analysis is configured to include logs starting at most 500 days before the report date.
To change this setting (unlimited): login as administrator,

go to Administration > Options > Log Analysis

¢

P

RULE | ORIGINAL RULE | NAME SOURCE DESTINATION SERVICE ACTION COMMENT COUNT DOCU
1 FireFlow #78:
1 * Any O ec_mc_oo * Any @ drop Eliminate the 6,934,032 |broadt
(Global) =
clutter...
W) rose_checkpoint L SCR_vscan_INT FireFlow £69:
2 ?Glcba\] LIscR_vscan ExT L] 'scR_vscan_EXT * Any @ accept |eSafe/WebSense| 9,049,236
O SCR_vscan_INT [Hl rose_checkpoint machine
FireFlow #79:
2 ~ : ~ : = Firewalls need to
3 (Global) Bl rose_checkpoint [Bl) rose_checkpoint Firewalll €D accept talk to each a0
other
4 T8 bt FireFlow #149:
4 [] SCR_vscan_INT * Any . @ accept |eSafe needs to N/A
(Glabal) = TeR fip N
—_ bypass itself
[Hl) rose_checkpoint o

The Rule Reordering page consists of three sections:

m Summary. Summarizes the current RMPP (Rules Matched per Packet) situation.

Note: This summary is also depicted graphically in the Policy Optimization page

in a second Rule Reordering area.

= Optimal Rule Order. Provides a complete list of all device rules, arranged in the

optimal order for best performance based on RMPP.

m Top 10 Rules to Move. A list of up to ten of the most effective steps to generate the
greatest improvement in the RMPP score. Each step is a recommendation to move
one rule to a different location on the list, and shows the projected RMPP

improvement that it will provide.

Note: The description above refers to the Check Point device screen. The screen
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differs per device vendor as follows:

« Cisco - Each access list has its own Optimal access-list order (one list per

interface).

« Netscreen - Each policy list has its own Optimal Policy list.

Report | Policy Optimization

* Top 10 Rules to Move

The analysis is based on logs from 19-Feb-2016 to 29-Jul-2016 (total: 160 days).
Log analysis is configured to indude logs starting at most 500 days before the report date.

@ To change this setting (unlimited): login as administrator,
go to Administration > Options > Log Analysis
0 Instructions
_ Move rule 48 before rule 33
= BUSINESS
ORIGINAL RULE| NAME SOURCE DESTINATION SERVICE ACTION | COMMENT |DOCUMENTATION| APPLICATION| o ooy oo’
& FireFlow
#345:
48 O shiva * Any ¢ accept  |MicroSoft
@ |, windows
Update
= FireFlow
F? PCANYWHERE #320: Temp
- AL ASF_GEO_Temp O PC_SCR_scro801_EXT Ett 8080 |@ accept |ENUTY FOr
_ ] PC_SCR_scr0801_EXT |4 ASF_GEO_Temp & hrrp Pt | Geosolutions
= e hes Aug 1,2007 DT
€5300701-82

©
=

wve rule 14 before rule 12

ﬁ ORIGINAL RULE| NAME SOURCE DESTINATION SERVICE ACTION COMMENT | DOCUMENTATION| APPLICATION I:'I:\il_:_‘NEES:

imap required
to besimail
o e servers
FireFlow
accept
@ P #361:
Besimail-mgt

(

14 GP_PC_ICN_besimail

%, besimail-mgt

(i

added DT
07/02/2007

FireFlow
#120: Telnet
required to
CitySearch
servers

and
mainframe at
Garden. If
going after 2
different
server, then
drop.

[ mt-u03.tdpub.com

O mtl-u04.tdpub.com_INT
&= = - Iop telnet t
12 O pC_Garden_o11_TN3270 |22 7 @ accep

+l

Move rule 44 before rule 33

Note: For Cisco ASA devices version 7.0 or above, access lists are
always "compiled". Consequently, the expected performance gain

obtained by reordering the rules is small.

BASELINE COMPLIANCE page

If a baseline compliance profile is specified for the device, the report will include the
Baseline Compliance page. This report indicates whether running the commands
specified in the baseline compliance profile on the device results in the output specified
in the baseline compliance profile. If so, then the device is considered to be in

compliance.
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Baseline compliance profiles are specified per device when defining the device in AFA.

Report | Baseline Compliance

A

4 H 1 1 H . 1
Baseline Configuration Compliance Report: Cedar_Hillstone
Export: E

{3 HOME
[ misks
S RISKYRULES
<0  REGULATORY COMPLIANCE

Introduction
& POLICY OPTIMIZATION

This is a sample baseline profile.

You can edit it to include more tests and requirements.
[ easeLnE compLIANCE To do that, please refer to the AlgoSec Firewall Analyzer User Guide or online help.
‘= PpoLICY General

Device: Cedar_Hillstone (10.20.187.1)
41) CHANGES Version: Hillstone 5.4

Policy: gen-10_20_187_1-after.srx
Date: 2016-07-30
VPN Profile: SampleHillstoneProfile

Cp

Findings

The following tables list all items tested as defined in the chosen Baseline profile.

For ach item, the Status column indicates one of:

- The device is compliant with the requirement.

X - The device is not compliant with the requirement.

* Additional information or manual verification is necessary to met the requirement.

Passed: 2 Failed: 0

1 Routing details Routing settings.

2 Device details General hardware settings.

Requirements - Test Details

POLICY Page

AFA provides various advanced capabilities that enable you to explore complex details
of your device policy. Click on the Policy tab in the report to drill down into various

aspects of your policy:
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Report | Policy

-
>

Explore Policy: Rose_checkpoint

o
Traffic by Service Access to Device
Services allowed from the Outside From the Outside
ﬁ To DMZ behind_if_0
To TierOne
& To Inside
5] From the DMZ
Services allowed from the DMZ
= behind_if_2
To Outside
a0 To TierOne
To Inside
Iﬁ From the TierOne
behind_if_3

Services allowed from the TierOne

To Outside
To DMZ From the Inside
To Inside
behind_if_1
behind_if 4

Services allowed from the Inside

To Outside
To DMZ

To TierOne
To Inside

Device Configuration

Rules

Expanded Rules

Hostgroup Definitions

Service Definitions

Users Definitions

User Groups Definitions

Communities Definitions

Raw Files

Report Information

Device Analysis Summary

LogFile

AlgoSec Support File

Full Support Data with traffic logs {Large)

Full Support Data

You can focus in on a sensitive host group to see which services can reach it and which

corresponding rule is responsible, by clicking the links in the one Traffic by Service

area.
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Report | Policy

y Index of services allowed to DMZs:

This page provides an index of all services that are allowed from the Outside to the DMZ through your device. Select a service link from the table

Fas below to see which host groups can be reached via that service, and which corresponding rule is responsible. The numbers in the Source and
Destination columns count the number of impacted IP addresses. These numbers exclude Trusted Networks, the IP addresses of the device
interfaces, and Private IP addresses.

5 Source IP Destination IP
Service dd dd
=3
= 512 5,383
= algosec_admin_https
512 5,383
tep/a43
2]
algosec_admin_telnet
512 5,382
8 tep/23
algosec_FTP
. 512 5,383
= tep/21
ALL_ICMP

[0} 512 5,383

icmp/0-255

@ ALL_TCP

512 5,382
tcp/0-65535
all_tcp_ports

4,258,773,487 5,436

tcp/0-65535
ALL_UDP

512 5,383
udp/0-65535

The values in the Source IP addresses and Destination IP addresses columns are the

number of IP addresses impacted by the service, excluding Trusted Networks, the IP

addresses of the device interfaces, and Private IP addresses.

You can further explore where a specific service can reach by clicking its link in the

Service column.
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Report | Policy

Device: Rose_checkpoint @
Analysis by service: Outside to DMZs Export: TH
Print this page
{y ndex
‘ << Prev (*) algosec_admin_htips Next (algosec_admin_telnet) >> |
_ ‘ Simulating traffic from Outside to DMZs with service algosec_admin_https |
2
Total number of impacted source IP addresses: 512
§ Total number of impacted destination IP addresses: 5,383
@ show impacted traffic
1 2 3 next> last(3)
@ RULE SOURCE DESTINATION SERVICE EXPANDED RULES
3 |if.0 if_2 algosec_admin_https 12 nat/1
— 3 |SCR_vscan_EXT if_2 algosec_admin_https 12
@ @ 11 |(behind_if_0~unnamed_src_rule_.00000c2._src_rule_RULE-ID-8)_817 |if_2 algosec_admin_https 18 nat/1
3¢ |(behind_if_0~Page_Systems)_813 (behind_if_2~TDW_1741_SCR-DS4_.0000047.GARDEN)_814|algosec_admin_https 38 42
ﬁ 36 |(behind_if_0~Page_Systems)_813 5cr0302.scrtdpub.com_GARDEN algosec_admin_https 38 42 nat/110
NAT=> scr0302scrtdpub.com_INT
3¢ |(behind_if_0~Page_Systems)_813 scr1401.ser.tdpub.com_EXT algosec_admin_https 38 42 nat/30
NAT=> scr1401.scrtdpub.com_INT
3¢ |(behind_if_0~Page_Systems)_813 PC_SCR_scr0402_GARDEN algosec_admin_https 38 42 nat/106
NAT=> PC_SCR_scro402_INT
36 |(behind_if_0~Page_Systems)_813 PC_SCR_D54181_GARDEN algosec_admin_https 38 42 nat/62
NAT=> PC_SCR_D54181_INT
3¢ |(behind_if_0~Page_Systems)_813 TDW_4235_SCR-DS6_EXT algosec_admin_https 38 42 nat/28
NAT=> TDW_4235_SCR_DS6_INT
36 |(behind_if_0~Page_Systems)_813 PC_GEO_swebb_GARDEN algosec_admin_https 38 42 nat/50
NAT=> PC_GEO_swebb_INT
3¢ |(behind_if_0~Page_Systems)_813 PC_SCR_scr0802_GARDEN algosec_admin_https 38 42 nat/48
NAT=> PC_SCR_scro802_INT
3¢ |(behind_if_0~Page_Systems)_813 TDW_1741_SCR-DS4_EXT algosec_admin_https 38 42 nat/6
NAT=> TDW_1741_SCR-DS4_INT
36 |(behind_if_0~Page_Systems)_813 PC_SCR_TDE_4534_WWDS_GARDEN algosec_admin_https 38 42 nat/114
NAT=> PC_SCR_TDE_4534_WWDS_INT
3¢ |(behind_if_0~Page_Systems)_813 PC_SCR_DDCS_GARDEN algosec_admin_https 38 42 nat/40
NAT=> PC_SCR_DDCS_INT v

CHANGES page

The CHANGES page provides detailed information about changes to the device, over
the whole history of AFA reports for the device. Reports include all change monitoring
supported for real-time change monitoring as well as changes to risks and baseline

compliance.
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Report | Changes
»

(-] Rose_checkpoint 17,2018 | Bexport
B ocrsfebW | Risk Profile: PCLxml =

changes

a

i

¢

& RULES POLICY OBJECTS TOPOLOGY 2] AUDIT LOGS CONFIGURATION
B

Interfaces

4 if3 7/1/2016
= +* .0.0 - ..
o) i 160.0.0.0 - 160.255.255.255

# if.0 TT/2016 +  1610.0.0-192.168.5.255
0 14:05:36
144,185.0.0 - 150.255.255.255

- 144.185.0.0 - 192.168.5.255

For more details, see Manage real-time monitoring.

VPN page

The VPN page in the AFA report provides you with a clear view of all your VPN settings,
and gives you a single place from which to navigate and review the details of your
definitions. The report covers VPN definitions related to remote login users that are
terminated on the device, and also to point-to-point VPNs. The contents of this page

depend on the device vendor.

For Check Point devices, the VPN report consists of the following sections:

= VPN Rules: lists all the VPN rules found on the device, with links to the user groups
that are in use.

= User Groups: lists all the user groups, with links to the rules each group participates

in, and the users that belong to the group.

m Users: lists all the users defined on the device, each with its authentication and
encryption parameters and expiration date, with links to all the groups each user

belongs to.
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m Communities: lists all the VPN communities, each with all the member devices.

Report | VPN

o

O]

i

s

B ©

» VPN analysis: Rose_checkpoint Export: T4 2
Use this page to explore the VPN definitions that apply to the Check Point Rose_checkpoint device.
Index
TABLE DESCRIPTION
VPN Rules 1 VPN rules on firewall Rose_checkpoint
User Groups 27 VPN user groups, linked to their rules
Users 359 VPN user definitions, linked to their groups
Communities 4 VPN communities, linked to member firewalls
Expired Users 359 List of expired users
Users about to expire 1] Users about to expire
Unattached user groups 27 List of user groups which are not contained in any rule
Unattached Users 8 List of users which are not contained in any user group
VPN Rules
RULE NAME SOURCE | DESTINATION VPN SERVICE ACTION

11 4L GP_ile.vered.net 7'{ FLOWER-star IR D e Encrypt

4L [l Fw_ILE I8 https

m FW_ILE m rose_checkpoint I

[&]) rose_checkpoint
User Groups

GROUP COMMENTS USERS 1IN GROUPS VPN RULES
ADSL-admin - - -
- .

For Juniper, the VPN report includes the VPN Rules, VPN Tunnels, IKE Information,
User Groups and Users definitions.

For Cisco ASA devices, the VPN reportincludes the Crypto maps, Transform sets, and
IKE Policy.

The VPN report page is not available for Forcepoint (McAfee) Security Management

Center, Forcepoint (McAfee) SideWinder, F5 Big-IP, Juniper Space, Fortinet, and

Hillstone devices.

Note: The Policy Optimization page also contains information which is relevant to

VPN management. Specifically, it contains a list of expired users, unattached user

groups, and unattached users. See the Policy Optimization Page (see

POLICY OPTIMIZATION page).

Note:

Support for the Forcepoint brands (Sidewinder, StoneGate) and Hillstone was
deprecated in ASMS version A30.00.

Firewall Analyzer (A30.10)
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If you had defined these devices in an earlier version of ASMS, these devices are
still available to you, with all the existing capabilities, but you cannot add new ones

after upgrading.

We recommend backing up device data before or after upgrading and then removing
these devices from AFA. Make sure to download any report zip files for the device

before deleting.

For more details, see the relevant AlgoPedia KB article.

View AFA group data

A group is a set of devices, in which no information about the relationships between the
member devices is provided, or when the devices are not connected in a tiered network.
AFA manages a group's policy as a single unit, providing a bird's-eye view of your
group-wide risk exposure.

In addition to user-defined groups, AFA includes a built-in group called ALL_
FIREWALLS. This group consists of all devices in the system, and you can generate

reports for it like any other group.

Note: For additional information on Cisco User Awareness - How to Define a

User/User Group in a Rule, see this AlgoPedia Knowledge Base article.
Viewing User-Defined Groups

To view a user-defined group:

1. Click Groups in the main menu.

The Groups menu appears in the main menu, displaying all of the groups defined
in AFA. Groups for which the last report generation failed appear in red. Groups for

which real-time monitoring or log collection have failed appear in orange.
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2. (Optional) Search for the desired group, by doing the following:

a. Type partor all of the desired group's hname in the Search field.

b. Press enter or click :

The device tree appears with the search results. Device results appear with
the group to which they belong. Group results appear with their device

members collapsed.
3. (Optional) To filter out the groups with issues, do one of the following:

« Tofilter by only the issues you specify:
1. Nextto the Issues link, click

The Display issues regarding window appears.

Display issues regarding:

|#] Analysis (39) [« Log Collection (D)

|##] Not-placed (0] [ Monitoring (0)

2. Clear the check boxes of the issues you do not want to appear in the

filtered results.

3. Click outside the window.
« Tofilter all issues (default), click Issues.

The device tree appears with only devices with issues and their group. If you

specified which issues should appear, only those issues appear.
To revert to the standard view, click the Issues link.
4. Selectthe desired group.

The group appears in the workspace.
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@ Firewall Analyzer

GROUPS ~

Search...

& fm Groups
(=) o garden
i L [ Flower_asa

I L[5 Lily_sidewinder

i L [ orchid_Router

i L & Rose_checkpoint

I L @ violet_Fortinet
& i Mew Group

I L &3 BlueBell_BlueCoat

Q

4

i L Wi SequoiaAWS_US_wes

= i Pecan_PaloAlto

i L W0 Pecan_paloalto
= il Rose_checkpoint
| has

l

HOME

DEVICES

S a2

DASHBOARDS

a]

GROUPS

@ MATRICES

3

n garden
[¥] Latest Report Mar 19,2017

OVERVIEW poLicy CHANGES REPORTS MAP
) &t
0 Analyze L2 Traffic Simulation Query
Changes
W Risks
I vopology
Lily_sidewinder | services
Objects
M| Rules
Violet_Fortinet
0 50 100 150 200 250 300
Risks

I3 Locate Object

B Analysis Status # AlgoSec Administrator v

Number of devices: 5

Analysis ®

For details of the information displayed at the top of the workspace, see Group

Information Fields (see Group Information Fields).

You can view the individual devices in the group by selecting them in the in the

menu.

Group Information Fields

This field...

Latest Report

Date and Time

Number Of
devices

Displays this...

A button that brings you to the last successful report generated for

this group.

The date and time when the group was last analyzed.

The number of devices in the group.
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Viewing the ALL_FIREWALLS Group
To view the ALL_FIREWALLS group:

1. Click Devices in the main menu.

The Devices menu appears in the main menu, displaying all of the devices
defined in AFA. Devices for which the last report generation failed appear in red.
Devices for which real-time monitoring or log collection have failed appearin

orange.
2. Inthe devices list, click ALL_FIREWALLS.
The ALL_FIREWALLS group appears in the workspace.

For information on the fields displayed at the top of the workspace, see Group

Information Fields (see Group Information Fields).

Viewing Group Reports
Group reports provide information for a group of devices. Group reports are provided for
the ALL_FIREWALLS group and for groups manually defined in AFA.

AFA provides the following options for viewing group reports:

o Viewing the Latest Report for a Group

o Viewing Any Report for a Group

o View AFA group data

Viewing the Latest Report for a Group
To view the latest report for a group:

1. View the desired group. For details, see Viewing User-Defined Groups.

The Overview tab displays a preview of the latest report for the group.
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B Analysis Status

@ Firewall Analyzer

# AlgoSec Administrator v

GROUPS ~

garden
Search... -
. Q Latest Report Mar 19,2017
sues(4) v
& fm Groups - OVERVIEW PoLIcY CHANGES REPORTS MAP
&) im garden
i L [ Flower_asa
| L [y Lily_sidewinder & Analyze & Traffic Simulation Query [T Locate Object
i b [ orchid_Router
i b [ Rose_checkpoint
| L [ violet_Fortinet
; = - Changes

&} i New Group

I L &3 BlueBell_BlueCoat
i L W1 SequoiaAWS_US_wes W Risks
&) fml Pecan_PaloAlto B Topolozy
T L W0 Pecan_paloalto Lily_sidewinder ] ST(a
é fml Rose_checkpoint . o UR,J,:::S
4 : LT : : o »
1) HOME
Violet_Fortinet
) Devices
@ DAsHBOARDS 0 50 100 150 200 250 300
GROUPS
G MATRICES Risks
Analysis Monitoring Log collection
The color of the , , and

at the top of the page signify the status of their last process:
« Red. The last process failed.
« Green. The last process succeeded.

« Gray. The process has never run.

Number of devices: 5

Analysis ®

icons

If the last analysis failed, see or an analysis is in progress, see Managing

Analyses for more information.

. Atthe top of the workspace, click (lLatest Report

2. When the last analysis succeeded, view the report by do one of the following:

The latest report opens, displaying the report's Home page in the

workspace.

« Within the Overview tab, click on the report section you want to view.

The latest report opens, displaying the specified section in the workspace.
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garden | Home Jul19,2018[11:22  Previous>

Lowest Security Rating Most Changed

n garden Devices:4 | (B Export/Print PDF
@ Houe
O mses

Security Rating Regulatory Compliance .
@ caces 0 - 2

9/ 29—

38% H ]
@ PoucYoPTMZATION ® R o e
=
2 ®

3% — 152

29% 2

#  Flower ASA 1

@ —
-

—————— 2%
—

0% [ Lily_sidewinder 16

Least Optimized

ooooo

£ Flower ASA — 1101
[ Llysidewinder — cmmm— 1215
4 Orchid_Router — 601
G Rose_checkpoint  exmmm—" s

Least Compliant

The report menu appears in the left pane, and the selected page appears in
the workspace. You can navigate between the different pages of the report
by selecting the page in the report menu. For information on each of the

various report pages, see Group report pages.

All report pages are structured to allow drilling down from a high-level
overview to low-level, detailed information. Any item that appears underlined

when you hover over it can be clicked for further details.

3. When the last analysis succeeded, you can view support files for it by doing the

following:
a. Click the Analysis button.

The support files link appears.

Analysis @

Analysis completed successfully view support files

b. Click the link.

Viewing Any Report for a Group
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To view or download any available report for a group:

1. View the desired group. For details, see Viewing User-Defined Groups.

2. Click the Reports tab.

The Reports tab appears, displaying all of the available reports for the group.

@ Firewall Analyzer B Analysis Status £ AlgoSec Administrator v
GROUPS  ~ 4
garden Number of devices: 5
search.. Q [¥) Latest Report Mar 19,2017 LRERFES O
sues (4) -
& i Groups - OVERVIEW POLICY CHANGES REPORTS MAP
& ' garden
i L BH Flower_asa

| L [F Lily_sidewinder
1 - B8 orchid_Router

! L B Rose_checkpoint
I L @ violet_Fortinet
@ @ New Group

| L @ BlueBell_Bluecoat (=] + garden-135 Mar 19, 2017 Zip
| L W SequoiaAWS_US_wes
£ fml Pecan_PaloAlto

O garden-134 Jul 20,2016 Zip
| L M0 Pecan_PaloAlto . v garden-134 P
& i Rose_checkpoint .
. LT T o « garden-133 Nov 26,2015 ® zie
{2 HOME
@ + garden-132 May 28,2015 zip
[0 Devices
8] « garden-122 Nov 18,2014 Zip
@) DASHBOARDS
GROUPS o v garden-125 May 13,2014 Zip
G MATRICES B -
o « garden-124 0ct 27,2013 (4] zip

Reports that were successfully generated are marked with a v. Reports that are
currently being generated are marked with a 2. Reports for which generation failed
are marked with a *,

3. Do one of the following:

« Toview a report without downloading it, in the Report column, click on the

desired report's name.
« To download a report to your computer, in the desired report's row, click Zip.
The compressed report downloads to your computer. Unzip the report to view it.
The report opens, displaying the Home page.

The report menu appears in the left pane, and the selected page appears in the

workspace. You can navigate between the different pages of the report by
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selecting the page in the report menu. For information on each of the various

report pages, see Group Report Pages (see Group report pages).

All report pages are structured to allow drilling down from a high-level overview to

low-level, detailed information. Any item that appears underlined when you hover

over it can be clicked for further details.

Group report page references

The following pages are available in group reports:

Page

HOME page

RISKS page

REGULATORY COMPLIANCE
page

POLICY OPTIMIZATION page

BASELINE COMPLIANCE page

POLICY page

Firewall Analyzer (A30.10)

Description

Provides a general overview of the report,
including a list of devices in the group, changes to
the devices, risks, and policy optimization.

Provides a high-level executive summary of the
risk analysis findings.

Note: Available only with the AFA Risk and
Compliance Module

Access a variety of automatically-filled
compliance reports for this group.

Note: Available only with the AFA Risk and
Compliance Module

Find out what you can eliminate from each
device's policy to optimize it and make it more
efficient and maintainable.

Indicates whether group members' configurations
comply with certain baselines.

Provides access to the wealth of detailed
information collected and identified during the
analysis.
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Page Description

CHANGES page Displays the changes in rules, objects, and the
resulting changes in allowed traffic and risks, over
all the history of AFA reports for devices in this

group.

Group report pages
This topic describes the pages available in group reports, most of which are very similar

to device reports.

For more details, see View AFA group data, View AFA device data, and Device report

pages.

HOME page

The Home page provides an overview of the group report. The page's content depends

on your AFA modules.

garden | Home Jul19,2018[1122  Previous> @

u garden Devices:4 | [3Export/Print PDF
) HOME
@ Risks

Security Rating Regulatory Compliance )
D) CHANGES 0 - .

L -—

38k E pCl .

2 POLICY OPTIMIZATION = e R o

= POLICY
Lowest Security Rating Most Changed 290

£ REGULATORY COMPLIANCE

BASELINE COMPLIANCE

K -
4 Flower ASA - 18
-

60% I5 Lily_sidewinder

I Lily_sidewinder

Least Optimized

1701
1275
691
525

Least Compliant

RISKS page

The Risks page summarizes all risk analysis findings by providing the following:

« The security rating for the group.
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The security rating indicates the group's degree of compliance with security standards.
A security rating of 100% indicates full compliance.

« The total number of risks in each severity category, not counting duplicates.

« A graph displaying the security rating trend.

« Alist of all the group's risks, in decreasing order of severity.
The listincludes a brief summary of each threat: the risk, its trigger count (the number of
times it was detected), and a brief description. The New label indicates risks that were
not present in the previous report.

« The ability to easily drill down to specific rules and groups.

« A visual representation of the risks per device, with each device's security rating.

To access an individual device's report, in the Lowest Security Rating area, click on the

device's name.

garden | Risks Mar19,2017| 1051  Freviows» @)

u garden Devices:s | [BExport
{3y HOME
[ =isks
Security Rating High Suspected High Medium Low
ol REGULATORY COMPLIANCE
€2 POLICY OPTIMIZATION
BASELINE COMPLIANCE VIEW BY RISKS.
Lowest Security Rating
= poLcy e 1 SOLE  "Any" service from BtoB to DMZs
- High Suspected High
s 2 10IE  "Any” service from BtoB to Inside
€D CHANGES e 2 701 “Any" service from DMZ to internal networks 2 Violet_Fortinet 90%
—
e 10 Z04  Risky Microsoft services from DMZ to internal networks
B ven Tt
* 1 SOLEF  “Any" service from BioB to TierOne [¥ Lily_sidewinder 92%
—
s 2 108 Over2561P addresses in Inside can be reached by HTTP from BtoB £ Orchid_Router N/A
* 1 004  "Any" service can exit your network
s n 125 HTTP/HTTPS can enter your network & Rose_checkpoint N/
* 1 R02  Implicit Check Point Rules (DNS/TCP)
& Flower_ASA N/A

Pnn R S S R

For further information about the Risks page, see RISKS page.

REGULATORY COMPLIANCE page

The Regulatory Compliance page includes aggregated compliance reports for the

entire group.
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Report | Regulatory Compliance

~
4

50%

Compliant

o

HOME

RISKS

REGULATORY COMPLIANCE

POLICY OPTIMIZATION

BASELINE COMPLIANCE

POLICY

CHANGES

VPN

PCI-DSS v3.1

Payment Card Industry (PCI) Data
Security Standard: Requirements and
Security Assessment Procedures,
Version 3.1 (April 2015).

ISO/IEC 27001

‘Compliance is based on the ISOfIEC
27001:2013 Annex A Table A.1 and on
the companion ISO/IEC 27002:2013
Clauses 5-15.

NERC CIP v4

North American Electric Reliability
Council (NERC) Cyber Security
Standards for Critical Infrastructure
Protection (CIP) version 4.

GLBA

The Gramm-Leach-Bliley Act
Safeguards Rule (section 501(b))
compliance reportis based on the
Information Security IT Booklet by the
FFIEC.

ASD ISM

Strategies to Mitigate Targeted Cyber

63%

Compliant

56%

Compliant

68%

Compliant

61%

Compliant

To view a report, click the desired report's name.

For information on each report, see:

Regulatory Compliance Reports for garden

S0X

Oxley Act, i lie:
on Organizations of the Treadway
Commission (COSO) Internal Control
and CobiT 5 framework.

NIST SP B00-53

National Institute of Standards and
Technology SP 800-53 Revision 4 (April
2013), an implementation of FISMA Act
of 2002.

NIST 5P 800-41

National Institute of Standards and
Technology SP 800-41 Revision 1 (Sep
2009), Guidelines on Firewalls and
Firewall Policy.

Basel-1l
Basel Committee on Banking
Supervision's framework International

Convergence of Capital Measurement
and Standards (June 2006).

MAS TRM

Technology Risk Management Notice

59%

Compliant

56%

Compliant

50%

Compliant

« Payment Card Industry Data Security Standard (see Payment Card Industry Data
Security Standard (PCI DSS))

« Sarbanes-Oxley Compliance Report (see Sarbanes-Oxley)

« ISO/IEC 27001 Compliance Report (see ISO/IEC 27001)

« NERC Standards for Critical Infrastructure Protection (see NERC Standards for
Critical Infrastructure Protection (NERC CIP))

o NIST SP 800-53 Compliance Report (see NIST SP 800-53)

o NIST SP 800-41 Compliance Report (see NIST SP 800-41)

o Gramm-Leach-Bliley Act (GLBA) Compliance Report (see Gramm-Leach-Bliley

Act (GLBA))

« Basel-ll Compliance Report (see Basel-Il)
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o ASD ISM Compliance Report (see ASD ISM)

Financial Instruments and Exchange Law (Japan) Compliance Report (see

Financial Instruments and Exchange Law (Japan))

« MAS TRM Compliance Report (see MAS TRM)
HIPAA Compliance Report (see HIPAA)

POLICY OPTIMIZATION page

The Policy Optimization page enables you to optimize your policy, by identifying
inefficient rules and objects. A separate list is provided for each device in the group.

Report | Policy Optimization

»
Device: Rose_checkpoint

w Expor(:m
Rules Cleanup Rules Cleanup

S

(22 Redundant special case rule 3

g] Consolidate rules 1

o Unused Covered Dissbled Time-  Not No

= inactive  logged comments Disabled rules 3

[0} Time-inactive rules 1
Rule Reordering

& Rules without logging 1

Lower RMPP (Rules Matched Per Packet) means better performance.

- o
Click for details -

For more information on using this page, see Policy Optimization Page (see
POLICY OPTIMIZATION page).

BASELINE COMPLIANCE page

The Baseline Compliance page includes aggregated baseline compliance reports for

the entire group.
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Report | Baseline Compliance

|

{ HOME

[ wisks

£ REGULATORY COMPLIANCE
A  POLICY OPTIMIZATION
BASELINE COMPLIANCE
‘= poucy

40 CHANGES

Baseline Configuration Compliance Group Report: garden

The AlgoSec Firewall Analyzer uses a Baseline Configuration Compliance Profile in order to compare device configuration
(platform parameters) to a defined baseline, and report exceptions, to align all devices to the corporate standards.

Build and maintain a secure network

Baseline Configuration Compliance covers device configuration, in aspects of platform and operating system configurations,
based on the corporate’s standards.

The AlgoSec Firewall Analyzer supports the configuration of a customized profile that will be the basis for comparison

and report of any exceptions from the corporate’s pre-set requirements.

The following table lists all the items of “chosen profile name” Baseline Configuration Compliance Profile.
For each item, the Status column indicates one of:

+ - The device is compliant with the requirement.
X - The device is not compliant with the requirement.
*- Additional information or manual verification is necessary to meet the requirement.

General

Devices Profile

BN Flower AsA 2.2(6) sfa-2964  2016-07-30

W Lily_sidewinder 7.0.1.03 sfa-2962  2016-07-30  McAfeeSidewinder

g5 Orchid_Router 12.1(17) 5fa-2966  2016-07-30

B Rose_checkpoint  NGX (R61), Hotfix 601 - Build 005 afa-2965  2016-07-30  ckp-baseline
Fortigate-2008

B vViolet_Fortinet v2.8,build0313,110301 (MR2 Patch afa-2967  2016-07-30  FortiGateProfile
4)

Expomm

Success Failure Compliance

1] o 0%
5 T 42%
1] o 0%
1] o 0%
3 11 26%

For further information, see Baseline Compliance Page (see BASELINE
COMPLIANCE page).

POLICY page

The Policy page enables you to drill down into various aspects of your policy.
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Report | Policy

-
>

Explore Devices Group

w
U} .
Traffic by Service
£ . )
Services allowed from the Qutside
(2 To DMZ
To TierOne
To Inside
O Services allowed from the DMZ
L
To Outside
To TierOne
To Inside

Services allowed from the TierOne

To Qutside
To DMZ
To Inside

For further information, see Policy Page (see POLICY Page).

CHANGES page

The Changes page provides detailed information about changes to the devices in the

group, over the whole history of AFA reports for the group.

Report | Changes

»
13 garden
w changes 5 Devices
(0]
4
@
8]
Most Changes
= Objects Topology
a0 Rose_checkpoint
Orchid_Router
@ Violet_Fortinet

Lily_sidewinder

More

o © o o

Rule Changes

Rose_checkpoint
Orchid_Router
Violet_Fortinet

Lily_sidewinder

More

e e o o

hanges over time

Object Changes

Rose_checkpoint
Orchid_Router
Violet_Fortinet

Lily_sidewinder

For further information, see Changes Page (see CHANGES page).
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View AF A matrix data

A matrix is a set of devices, in which information about each device member's position
in the network hierarchy is provided. AFA manages a matrix's policy as a single unit,

taking into account the relationships between each member device.

Viewing Matrices

To view information about a matrix:

1. Click Matrices in the main menu.

The Matrices menu appears in the main menu, displaying all of the matrices
defined in AFA. Matrices for which the last report generation failed appear in red.
Matrices for which real-time monitoring or log collection have failed appear in
orange.

2. (Optional) Search for the desired matrix, by doing the following:

a. Type partor all of the desired matrix's name in the Search field.

Q

b. Press enter or click :

The device tree appears with the search results. Device results appear with
the matrix to which they belong. Matrix results appear with their device

members collapsed.
3. (Optional) To filter out the matrices with issues, do one of the following:

« Tofilter by only the issues you specify:

1. Nextto the Issues link, click

The Display issues regarding window appears.

Display issues regarding:

[##] Analysis (33) [« Log Collection (D)
|#] Mot-placed (0) [## Monitoring (0)
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2. Clearthe check boxes of the issues you do not want to appear in the

filtered results.
3. Click outside the window.
« To filter all issues (default), click Issues.

The device tree appears with only devices with issues and their matrix. If you

specified which issues should appear, only those issues appear.
To revert to the standard view, click the Issues link.
4. Selectthe desired matrix.

The matrix appears in the workspace.

@ Firewall Analyzer  ~ B Analysis Status £ AlgoSec Administrator ¥

MATRICES |/~ 4

flowers
S h...
e Q [] Latest Report Mar 19,2017 Analysis ®
sues (o) ~
& i Matrices OVERVIEW POLICY CHANGES REPORTS MAP
& Eaiowers
L # Poppy._juniper
L [l Rose_checkpoint 2 Analyze {Z Traffic simulation Query 2% Topology & Trusted Traffic [ Locate Object
Risks Policy Optimization Recommendations
42
ven
35 [l Obiects
Poppy_juniper B Rules
28
21
{3 HOME 4
Rose_checkpaint
&) Devices ’
o
@ DasHBOARDS High Suspected High Medium Low 0 200 400 600 800 1000
GROUPS
Device Connectivity Diagram
G MATRICES

For details of the information displayed at the top of the workspace, see Group

Information Fields.

You can view the individual devices in the group by selecting them in the in the

menu.

Viewing Matrix Reports

Matrix reports provide information on a device matrix. AFA provides the following

options for viewing matrix reports:
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o Viewing the Latest Report for a Matrix

o Viewing Any Report for a Matrix

Viewing the Latest Report for a Matrix
To view the latest report for a matrix:

1. View the desired matrix. For details, see Viewing Matrices.

The Overview tab displays a preview of the latest report for the matrix.

@ Firewall Analyzer  ~ B Analysis Status £ AlgoSec Administrator ¥
MATRICES |/~ 4
flowers
search.. Q Latest Report Mar 19,2017 Analysis ®
sues (o) ~
& i Matrices OVERVIEW POLICY CHANGES REPORTS MAP
& Eafiowers
L # Poppy._juniper
L [l Rose_checkpoint 2 Analyze @ Traffic Simulation Query o' Topology & Trusted Traffic [ Locate Object
Risks Policy Optimization Recommendations
2
ven
35 [l Obiects
Poppy_juniper B Rules

28

21
{3 HOME 4

Rose_checkpoint

&) Devices ’

o
@ DasHBOARDS High Suspected High Medium Low 0 200 400 600 800 1000
GROUPS

Device Connectivity Diagram

G MATRICES

Analysis Maonitoring

Log collection
The color of the , , and =

icons
at the top of the page signify the status of their last process:

« Red. The last process failed.

« Green. The last process succeeded.

« Gray. The process has never run.

If the last analysis failed, see or an analysis is in progress, see Managing

Analyses (see Managing Analyses) for more information.
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2. When the last analysis succeeded, view the report by do one of the following:

. Atthe top of the workspace, click [l Latest Report |

The latest report opens, displaying the report's Home page in the
workspace.

« Within the Overview tab, click on the report section you want to view.

The latest report opens, displaying the specified section in the workspace.

flowers | Home

Jul 19,20 .
«
n flowers Devices:2 | (3Export/Print PDF
@ HOME

Rk

Security Rating Regulatory Compliance
QD cuanees s - R

% I

33A’ i Pl
(@ POLICY OPTIMIZATION = o o S

Lowest Security Rating Matrix Connectivity Diagram
< ILATORY

Migh. Suspected igh
e

BASELINE COI K Rose_ched Kpoint ——

The report menu appears in the left pane, and the selected page appears in
the workspace. You can navigate between the different pages of the report
by selecting the page in the report menu. For information on each of the

various report pages, see Matrix Report Pages (see Matrix report pages).

All report pages are structured to allow drilling down from a high-level
overview to low-level, detailed information. Any item that appears underlined

when you hover over it can be clicked for further details.

3. When the last analysis succeeded, you can view support files for it by doing the

following:
a. Click the Analysis button.

The support files link appears.
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Analysis ®

Analysis completed successfully view support files

b. Click the link.

Viewing Any Report for a Matrix
To view or download any available report for a matrix:

1. View the desired matrix. For details, see Viewing Matrices.

2. Click the Reports tab.

The Reports tab appears, displaying all of the available reports for the matrix.

@ Firewall Analyzer B Analysis Status & AlgoSec Administrator v
MATRICES |~ 4
I flowers
Q 1
search.. [¥] Latest Report Mar 19,2017 Analysis ®

ssues (0) v

& fm Matrices OVERVIEW POLICY CHANGES REPORTS MAP
2 i flowers
L # Poppy_juniper
I B Rose_checkpoint

(=]  flowers-79 Mar 19, 2017 Standard Zip
(3] v flowers-78 Jul31,2016 Standard Zip
o v flowers-T7 May 26, 2015 Perimeter.xml E Zip
{2 HOME
=] + flowers-74 Nov 20,2014 Perimeter.xml zip
[0 Devices
(=]  flowers-70 May 13,2014 Perimeter.xml zip
@) DASHBOARDS
[ eroups 5] + flowers-68 0ct 27,2013 Perimeter.xml @ zip
G MATRICES B .
[m]  flowers-68 Mar 28, 2013 Perimeter.xml [&] zip

Reports that were successfully generated are marked with a v. Reports that are
currently being generated are marked with a 2. Reports for which generation failed

are marked with a *.

3. Do one of the following:

« Toview a report without downloading it, in the Report column, click on the

desired report's name.
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« To download a report to your computer, in the desired report's row, click Zip.
The compressed report downloads to your computer. Unzip the report to view it.
The report opens, displaying the Home page.

The report menu appears in the left pane, and the selected page appears in the
workspace. You can navigate between the different pages of the report by
selecting the page in the report menu. For information on each of the various

report pages, see Matrix Report Pages (see Matrix report pages).

All report pages are structured to allow drilling down from a high-level overview to
low-level, detailed information. Any item that appears underlined when you hover

over it can be clicked for further details.

Matrix report pages

Matrix reports include the following pages.

Some report pages include information about the devices. For more details, see View

AFA device data and Device report pages

Matrix Report Pages
Page Description
HOME page Provides a general overview of the report,
including a list of devices in the matrix, changes to
the devices, risks, and policy optimization.
RISKS page Provides a high-level executive summary of the

risk analysis findings.
Available only with the AFA Risk and Compliance
Module

REGULATORY COMPLIANCE  Access a variety of automatically-filled compliance
Page reports for this matrix.

Available only with the AFA Risk and Compliance
Module.
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Page Description

POLICY OPTIMIZATION page Find out what you can eliminate from each
device's policy to optimize it and make it more
efficient and maintainable.

BASELINE COMPLIANCE page Indicates whether matrix members' configurations
comply with certain baselines.

POLICY page Provides access to the wealth of detailed
information collected and identified during the
analysis.

CHANGES page Displays the changes in rules, objects, and the

resulting changes in allowed traffic and risks, over
all the history of AFA reports for this matrix.

HOME page

The Home page provides an overview of the matrix report. The page's content depends

on your AFA modules.

B flowers | Home

pppppp
Lowest Security Rating Matrix Connectivi ity Diagram

E & i B

uuuuuuuuuuuuu

Poppy_juniper

RISKS page

The Risks page summarizes all risk analysis findings by providing the following:

Note: The risks which appear are associated with traffic that is allowed across all

Firewall Analyzer (A30.10) Page 136 of 238



User Guide | Devices, groups, and matrices

devices in the matrix. If one of the devices in the path blocks the traffic, the risk does

not appear.

« The security rating for the matrix. The security rating indicates the matrix's degree
of compliance with security standards. A security rating of 100% indicates full

compliance.

« The total number of risks in each severity category, not counting duplicates.
« A graph displaying the security rating trend.
« Alist of all the matrix's risks, in decreasing order of severity.

The listincludes a brief summary of each threat: the risk, its trigger count (the
number of times it was detected), and a brief description. The New label indicates

risks that were not present in the previous report.
« The ability to easily drill down to specific rules and groups.
« A visual representation of the risks per device, with each device's security rating.

To access an individual device's report, in the Lowest Security Rating area, click

on the device's name.

flowers | Risks Mar19,2017| 1110 Previous>

m flowers Devices:2 | (B Export
HOME

w
U risks
Security Rating High Suspected High Medium Low
£ REGULATORY COMPLIANCE %
o
26 4 14
€2) POLICY OPTIMIZATION
g BASELINE COMPLIANCE VIEW BY RISKS
Lowest Security Rating
‘= poucy . 1 SOIE  "Any” service from BtoB to DMZs
High Suspected High
s 2 I01E  "Any” service from BtoB to Inside
€D criANGES e 1 701 "Any" service from DMZ to internzl networks K Rose_checkpoint 365
———
. 1 SOIEF  "Any” service from BtoB to TierOne
& ven

#  Poppy_juniper 29%
224 LDAPfrom DMZ to internal networks -
OD4E "Any" service from Inside to BtoB
Implicit Check Point Rules (DNS/TCP}

Ro3 Implicit Check Point Rules (DNS/UDP)

P e e e e @
PR S SV
=
8
5
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REGULATORY COMPLIANCE Page

The Regulatory Compliance page includes aggregated compliance reports for the

entire matrix.

Report | Regulatory Compliance

4
Regulatory Compliance Reports for flowers

{ HOME
[ wisks
PCI-DSS v3.1 SOX
< REGULATORY COMPLIANCE Payment Card Industry (PCl) Data Sarbanes-Oxley Act, compliance relies on 55 0/0
Security Standard: Requirements and Organizations of the Treadway .
Security Assessment Procedures, Version Commission (COS0) Internal Controland G T [ET}18
E  POLICY OPTIMIZATION 3.1 (April 2015). CobiT 5 framework.
[} BASELINE COMPLIANCE
Basel-ll
‘= poucy
Basel Committee on Banking SSOA)
Supervision's framework International .
£0)  CHANGES Convergence of Capital Measurement Compliant

and Standards (June 2006).

To view a report, click the desired report's name.

For information on each report, see:

Payment Card Industry Data Security Standard (see Payment Card Industry Data
Security Standard (PCI DSS))

Sarbanes-Oxley Compliance Report (see Sarbanes-Oxley)

ISO/IEC 27001 Compliance Report (see ISO/IEC 27001)

NERC Standards for Critical Infrastructure Protection (see NERC Standards for
Critical Infrastructure Protection (NERC CIP))

NIST SP 800-53 Compliance Report (see NIST SP 800-53)

NIST SP 800-41 Compliance Report (see NIST SP 800-41)

Gramm-Leach-Bliley Act (GLBA) Compliance Report (see Gramm-Leach-Bliley
Act (GLBA))

Basel-ll Compliance Report (see Basel-Il)

ASD ISM Compliance Report (see ASD ISM)

Financial Instruments and Exchange Law (Japan) Compliance Report (see

Financial Instruments and Exchange Law (Japan))
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« MAS TRM Compliance Report (see MAS TRM)
« HIPAA Compliance Report (see HIPAA)

POLICY OPTIMIZATION page

The Policy Optimization page enables you to optimize your policy, by identifying
inefficient rules and objects. A separate list is provided for each device in the matrix.

Report | Policy Optimization

»
Device: Rose_checkpoint
« Expon:m
0]
Rules Cleanup Rules Cleanup
=
]
s
(2] Redundant special case rules 3
2
g] Consolidate rules 1
0
o Unused Coversd Dissbled Time- Mot No
= inactive logged commen s Disabled rules 3
[0} Time-inactive rules 1
Rule Reordering
& Rules without logging 1

Lower RMPP (Rules Matched Per Packet) means better performance.
Click for details

Rules with empty comments 7

.
Rules with a time clause 1
:

BASELINE COMPLIANCE page

The Baseline Compliance page includes aggregated baseline compliance reports for

the entire matrix.
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Report | Baseline Compliance

|

©

POLICY page

HOME

RISKS

REGULATORY COMPLIANCE

POLICY OPTIMIZATION

BASELINE COMPLIANCE

POLICY

CHANGES

Baseline Configuration Compliance Group Report:

The AlgoSec Firewsll Analyzer uses a Baseline Configuration Compliance Profile in order to compare device configuration
{platform parameters) to a defined baseline, and report exceptions, to align all devices to the corporate standards.

Build and maintain a secure network

Baseline Configuration Compliance covers device configuration, in aspects of platform and operating system configurations,
based on the corporate’s standards.
The AlgoSec Firewall Analyzer supports the configuration of a customized profile that will be the basis for comparison
and report of any exceptions from the corporate’s pre-set requirements.

The following table lists all the items of “chosen profile name” Baseline Configuration Compliance Profile.
For each item, the Status column indicates one of:

+ - The device is compliant with the requirement.
X - The device is not compliant with the requirement.

*- Additional information or manual verification is necessary to meet the requirement.

General

Devices

&  Foppy_juniper

B Rose_checkpoint

6.1.0r3.0 afa-2901
NGX (R61),

Hotfix 601 - afa-2965
Build 005

2016-08-20-052159

2016-07-30-160744

Profile Success
JuniperNetscreenProfile &
ckp-baseline 0

Export: m

Failure Compliance
7 46%
0 0%

The Policy page enables you to drill down into various aspects of your policy.
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Report | Policy

-
>

Explore Firewall Matrix Policy

Traffic by Service

®w g D

Services allowed from the Qutside

To DMZ
To TierOne
To Inside

E ®

o) Services allowed from the DMZ

To Outside
To DMZ

To TierOne
To Inside

Services allowed from the TierOne

To Outside
To DMZ
To Inside

Services allowed from the Inside

To Outside
To DMZ

To TierOne
To Inside

CHANGES page

Access to Rose_checkpoint Firewall

From the Qutside

behind_if_0

From the DMZ

behind_if_2

From the TierOne

behind_if_3

From the Inside

behind_if_1

behind_if_4

Firewall Matrix Configuration

Expanded Rules

Hostgroup Definitions

Service Definitions

Rose_checkpoint Device Configuratio
Rules

Raw Files

Poppy_juniper Device Configuration
Rules

Raw Files

Report Information

Log File

Access to Poppy_juniper Firewall

The Changes page provides detailed information about changes to the devices in the

matrix, over the whole history of AFA reports for the matrix. The information is divided

into policy changes and risk profile changes.

Report | Changes
»

0 flowers
« changes 2 Devices
0]
4
@
&
Most Changes
= Objects Topology
a0 Rose_checkpoint 0

Poppy._juniper 0

Firewall Analyzer (A30.10)

Rule Changes

Rose_checkpoint

Poppy._juniper

Jul3L,2016 | [BExport

ay2,2015 &
7/31
Object Changes
Changed
0 Rose_checkpoint 0
0 Poppy_juniper [
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AFA's graphic network map

AFA calculates a graphic network map that includes the devices in the system, as well
as the networks and routers that are directly connected to them. This map is
automatically updated each time a device is added or deleted, or when AFA collects a

routing table that has been modified.

AFA uses the graphic network map when running traffic simulation queries on groups;
therefore, it is important to ensure that the map is correct and that it includes all relevant
network elements (especially routers). If necessary, you can modify the graphic network

map to better reflect the network architecture.

For more details, see Modify the graphic network map.

Note: From the network map, you can run a routing query to see the devices in the

path without policy simulation. For details, see Run a routing query

View the network map

AFA's graphic network map displays all of the devices in your ASMS environment.
Zoom in and out, move elements around as needed, and hover over elements for more

details.
Do the following:

1. View the device, group, or matrix you want to zoom in on. For details, see View
AFA device data, View AFA group data, and View AFA matrix data.

2. Click the Map tab.

The Map tab appears in the workspace.
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@ Firewall Analyzer

DEVICES #* 4
10.20.245.1

Search... Q| e
Issues (13) ~
[E53] SYSLOG_0AL4BFOT

Ic 10.20.124.1
0 Adele.11

OVERVIEW POLICY CHANGES

# 10.20.151.1
=

- 24 10.20.245.1_cont2
i 1020.85.1
= # 192.168.2.53
# 192_168_2_53_root
# zlgosec_1
# Eagle
*Qn
B cKP_FromFile
[ FromFile1

- 28 FromFile2 -

E=
@ HoME Landau

[0 oevices

Map Completeness Score Improve Score
@ DasHBOARDS

[ crours

M eritney R
WD spears 1] Save 97 RearrangsMap < RefreshMap 7 RoutingQuery | SearchiPiSubnetame | [ [A]

Updated May 27,2012 | 20:49 4

6 Analysis Status #israel shwartz »
Analysis
~ Show Legend Export map:

W

=
L3

— @R
3

All of your devices are shown in the map, but the map centers on the device,

group, or matrix you selected.

Note: Management devices are not displayed in the map. Instead, the map

shows each individual device, even if it's managed by a management device.

3. Do any of the following:

o Zoom and pan on the map

o Search for a specific object

« Dive down to details

o View a connectivity diagram

« View a latest report

o View a device's route to a specific IP address

o Show or hide a device's neighborhood

o Show or a hide the Legend

Note: A score for the completeness of the network map appears at the bottom of the

Firewall Analyzer (A30.10)

Page 143 of 238



User Guide | AFA's graphic network map

map. For more details, see Modify the graphic network map.

Zoom and pan on the map

Do any of the following to zoom in or out or pan across the map:

Zoom in or
out

Click * or =~ on the zoom bar.

« Enter + or - until you've hit the zoom you want to reach.

+

Scroll up or down.

« Drag the line on the zoom bar up or down.

Resize to fit  To resize the graphic network map to fit the screen, click [.~|.

Pan across = On the direction control button, click the arrow pointing in the direction
the screen you want to take.

F

_ If the cursor is notin Pan mode, switch by clicking |i|. Then, click the
- map and drag it in the desired direction.

Search for a specific object

To search for an IP address, range, CIDR, or node name, including devices, subnets,

routers, or clouds, in the graphic network map, see Searching the Map.

Dive down to details

To view information about a specific map element (if available), do the following:

1. Hover over the element. If there's any details available, a tooltip appears

displaying the information.

For example:
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[4] Save °" RearrangeMap < Refresh Map ? RoutingQuery [0¢ | [V][A]  1ofalocstionsfound (@ clouds)
¥ Show Legend Export map: a
. = DC_42 E:=J
2 = Cloud_82 10.42.18.82 w2 ‘E W Cisco router 2 violet fortinet
10.42.18.80/30 10.42.65.96/28
10.82.18.82
3.80/20 DC_42

For more details, see Network map elements.

2. Ifthe elementis a cloud, and the tooltip states that additional information is
available, either double-click the cloud, or right-click the cloud and select View

Ranges.
The Cloud Ranges window appears displaying the cloud's IP address ranges.

Cloud Ranges Ch X

.

10.0.24.0-10.0.25.255
10.0.34.0-10.0.35.255
10.0.44.0-10.0.45.255
10.0.48.0-10.0.49.255
10.0.54.0-10.0.55.255
10.0.60.0-10.0.61.255
10.0.64.0-10.0.65.255
10.0.70.224-10.0.71.31
10.0.71.64-10.0.71.127
10.1.208.192-10.1.208.255
10.2.20.0-10.2.27.255
10.2.48.0-10.2.49.255
10.2.64.0-10.2.65.255
10.2.70.0-10.2.73.255
10.3.2.0-10.3.2.255
10.3.64.0-10.3.65.255
10.3.168.0-10.3.169.255
N400104 1255 v

View a connectivity diagram

To view a device's connectivity diagram, right-click on the device, then click

Connectivity Diagram.

The connectivity diagram opens in the new window.

View a latest report
To view a device's latest report, right-click on the device, then click Latest Report.

The latest report opens in the new window. For more details, see View AFA device

data.
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View a device's route to a specific IP address

To view a device's route to a specific IP address, do the following:

1. Right-click on the device, then click Route Lookup.
2. In the Route Lookup dialog, enter the IP address you want to view the route to.
One of the following occurs:

« The route to the IP address appears on the map in blue.

« Ifthe destination is unreachable, the problematic device is boxed in red, and

a pop-up describes the problem.

Show or hide a device's neighborhood

A device's neighborhood includes network map elements that do not connect two

devices, but whose existence is inferred from the device definition.
» To show a device's neighborhood, double-click the device, or right-click and select
Expand More.

« To hide the neighborhood, double-click the device again, or right-click and select

Collapse.

« To return to the default view, double-click the device or right-click and click

Expand.

For more details, see Network map elements.

Note: Selecting a device automatically selects its entire neighborhood.

Hidden elements will be exposed in the map they are relevant to a search or Route

Lookup.
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Show or a hide the Legend

To view the map element legend, click Show Legend. Click Hide Legend to hide it

again.

For more details, see Network map elements.

Host-based devices in the map

Public cloud devices, including AWS and Azure devices, appear in the map as all of

their internal elements:

o The elements that make up the AWS or Azure account will appear in the map as
individual icons, and traffic simulation queries benefit from the routing information

within the system. For Azure, you must first configure this manually.

« The network elements represented in the map include VPC / VNet routers, VPC /

VNet peerings, internet gateways, and VPN gateways.

« The subnets coming off the the VPC / VNet router include the containers.

Note: Private cloud devices (VMware NSX and Cisco ACI) do not appear in the

graphic network map.

Network map elements

Element Description

A A device defined in AFA.
device

) The device's name appears under the icon.
icon

Mouse over to view the device name, brand, and IP address.

A transit network. A network which passes traffic between other networks.

The network's name or CIDR is displayed under the icon.

E:p A computer network. A network connected to a single host.
The network's name or CIDR is displayed under the icon.
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Element Description
&> Arouter. A device with an interface that was discovered as a next-hop in a
- routing table.
The router's IP address is displayed under the icon.

Mouse over to view the names of the devices that route to the router.

i A cloud. All addresses routed through a discovered router.
Mouse over to view the cloud IP address or address ranges.

—0 An IPsec tunnel. A virtual communication channel between two networks.

« Ifonly one endpoint of the tunnel is defined in AFA, the IP address of
the inferred router is displayed in brackets under the tunnel icon.

« If both endpoints of the tunnel are defined in AFA, the IP addresses
of each endpoint appear in brackets under the tunnel icon.

Mouse over to view the tunnel's CIDR.
A routing element. A generic device defined in AFA with only SNMP
- credentials.
Performs SNMP connections for retrieving routing tables without collecting
configurations.

An MPLS tunnel.
d

« Ifonly one endpoint of the tunnel is defined in AFA, the IP address of
the inferred router is displayed in brackets under the tunnel icon.

« If both endpoints of the tunnel are defined in AFA, the IP addresses
of each endpoint appear in brackets under the tunnel icon.

Mouse over to view the tunnel's CIDR and route target.

2 A layer 2 subnet. A subnet (transit network or computer network) with more
Vs than one layer 2 devices placed in it.

For more details, see Managing Layer 2 Devices in the Map.

Mouse over to view the list of L2 devices in the subnet.

A layer 2 device. A layer two device placed in a subnet (transit network or

e
E computer network).

For more details, see Managing Layer 2 Devices in the Map.
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Element Description

A router that was created by merging more than one router in the graphic
network map.

An edge. This can be either of the following:

« An interface between a device and a subnet. Mouse over to view the
interface IP and name and virtual IP addresses.

« The connection between a router and a cloud.

Searching the Map
To search the Graphic Network Map:

1. In the text box above the map, type the IP address, subnet or device hame you

want to search for, then press Enter.

The first occurrence of the search input is selected in the network map. The total
number of occurrences and the number of occurrences that are clouds are

specified.

If multiple occurrences are clouds, the Merge Clouds link appears, enabling you to
easily merge any or all of the clouds. For more information on merging clouds, see

Merging Clouds.

10.42.18.74 | | hd | | N | 1of 4 locations found (2 clouds) Merge Clouds

2 To view the next occurrence of the search input, click |i|

3. To view the previous occurrence of the search input, click |—|

Exporting the Graphic Network Map to Visio

You can export the graphic network map to the *.svg format, which can be read by

Microsoft Visio.
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To export the graphic network map to Visio:

1. View the graphic network map. For details, see View the network map.

5 Click [,

The graphic network map is exported to an *.svg file and can be opened and/or

saved to your computer.

Modify the graphic network map

Modifying the graphic network map so that it best represents your network's topology
will allow more accurate traffic simulation results, as well as a more accurate visual

representation of the network in the map.

Note: The accuracy of AFA traffic simulation queries affects FireFlow whenever

FireFlow uses query results, for example, in Initial Planning.

For instructions for how to perform basic map actions, see Modify the graphic network

map.

0 Match a Risk Profile to Your Topology: Watch to learn about applying risk profiles

to your device topology.

Select map elements

Click on an element in the map to select it.
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If the neighborhood of a device (network map elements which do not connect two
devices) is visible, clicking on a device automatically highlights all neighborhood

elements.

Additionally, do any of the following:

Select multiple
elements

Clear the selection
on a single element

Clear the selection
on multiple selected
elements

Merge routers

Use the SHIFT or CTRL keys to select multiple elements
simultaneously.

To select all elements within a specific area on the map, press
the SPACEBAR and drag a selection area around the
elements you want to select.

If you have multiple elements selected, press SHIFT or
CTRL and click on a specifically selected element to clear the
selection on that element.

Either click any open space in the network map, or select a
new element.

The selection is cleared on all previously selected elements.

If the same router appears twice in the graphic network map, you may want to merge the

two instances.
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To merge routers:

1. View the graphic network map. For details, see AFA's graphic network map.

2. Select the two routers you want to merge. For details, see Modify the graphic
network map.

3. Right-click on one of the selected routers, and then click Merge Routers.

The Merge Devices dialog box opens.

-

After merging a group of routers, all of their interfaces will be
inter-connected through the new merged router.
Future queries will rely on the new map structure.

| MNote — the merging will take effect only after clicking the
' Save button in the map window.

oK Cancel

4. In the New Device name field, type a name for the merged router.
5. Click OK.
The routers are merged. The routers appear as a single merged router in the map.

6. Click Save.

Note: To ensure that subsequent activity is based on the updated map, save

immediately.

A confirmation message appears.

7. Click OK.

Defining a Router as a Routing Element

AFA provides the ability to define a router in AFA as a routing element. A routing
elementis a generic device which performs SNMP connections for retrieving routing

tables, without collecting configurations.
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Note: Only administrators can perform this procedure.

Note: You can also add a routing element to AFA as you would add any other

device.

To define a router as a monitoring device:

1. View the graphic network map. For details, see AFA's graphic network map.

2. Right click on the router you want to define as a monitoring device, and then click

Define as Routing Element.
The Devices setup page appears with the IP address field pre-filled.

3. Continue defining the routing element.

Merging Clouds
If the same cloud appears twice in the graphic network map, you may want to merge the

two instances.

To merge two clouds:

1. View the graphic network map. For details, see AFA's graphic network map.

2. Select the clouds by doing one of the following:
« Search for the clouds:
1. Search for the clouds.
2. Click the Merge Clouds link.
« Manually select the clouds:
1. Select two clouds you want to merge.

2. Right-click on one of the selected clouds, and then click Merge
Clouds.
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The Merge Clouds dialog box opens.

After merging a group of clouds, all routers attached to them will be
inter-connected through the new merged cloud.
Future queries will rely on the new map structure.

Mote - the merging will take effect only after clicking the Save button in
the map window.

Select clouds to merge:

(] Cloud Via Device

[ |ci63 10.82,32.9 [+] pc_z2_root

[ ci6a 10.42.32.9 [ pc_42_root

] »
0K Cancel

3. Ifyou used the Merge Clouds link, select the clouds to merge.

4. Inthe New Cloud name field, type a name for the merged cloud.
5. Click OK.
The merged cloud appears in the map.

6. Click Save.

Note: To ensure that subsequent activity is based on the updated map, save

immediately.

A confirmation message appears.

7. Click OK.

Un-merging Merged Clouds

You can unmerge clouds that were merged.
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To unmerge merged clouds:

. View the graphic network map. For details, see AFA's graphic network map.

Right-click on the merged cloud, and then click Un-merge Clouds.
The two previously merged clouds appear separately on the map.
Click Save.

A confirmation message appears.

Click OK

Renaming Graphic Network Map Elements

You can rename any element other than an edge.

To rename elements:

1.

2.

6.

View the graphic network map. For details, see AFA's graphic network map.

Right-click on the element you want to rename, and then click Rename.

The Rename dialog box opens.

Rename a
Type Name:|cloud_g2
OK Cancel

In the Type Name field, type a new name for the element.
Click OK.

The element is renamed.

. Click Save.

A confirmation message appears.

Click OK.

Moving Graphic Network Map Elements

You can change the location of elements in the graphic network map.
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Note: Moving edges directly is not supported. Edges move automatically when the

element to which they are connected is moved.

Note: An element will remain in its position for the remainder of the session, even if

the map is not saved, and even if you navigate away from the map.

To move an element:

« Click on the desired element and drag it to the desired location on the map.

To move multiple elements:
1. Select multiple elements.

2. Drag the elements to the desired location on the map.

Note: If the neighborhood of a device (network map elements which do not
connect two devices) is hidden, moving the device automatically moves its

neighborhood.

Removing Device Interfaces
You can specify that certain device interfaces be ignored in the graphic network map.

Removed interfaces will be ignored when performing a traffic simulation query.

To remove device interfaces:

1. View the graphic network map. For details, see AFA's graphic network map.

2. Right-click on the edge that represents the interface you want to remove.
3. Click Remove Interface.

The interface is removed.
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Managing Layer 2 Devices in the Map

Many organizations use layer 2 (L2) devices in their network infrastructure as an
additional security mechanism for their layer 3 devices. You can place layer 2 devices
into subnets in the network map to allow more accurate traffic simulation results and
change management, as well as a more accurate visual representation of the network in

the map.

An L2 device can be in one of two states in AFA:

« Unplaced. Not associated with a subnet.

« Placed. Associated with a specific subnet.

To place an L2 device in a subnet (transit network or computer network) from the

perspective of the device, see Placing an L2 Device into a Subnet from the Main Menu.

To place or remove L2 devices from the perspective of the subnet (transit network or

computer network), see Placing Any L2 Devices into a Subnet or Removing L2 Devices

from a Subnet.

Placing an L2 Device into a Subnet from the Main Menu

You can place an L2 device into a subnet directly from the main menu. In the main

menu, unplaced L2 devices appear orange.

Note: This procedure is only for L2 devices that appear in the main menu. If the L2
device does not appear in the main menu, see Placing Any L2 Devices into a
Subnet.

To place an L2 device into a subnet from the main menu:

1. In the main menu, select the L2 Device.
A notification appears, indicating the device is not placed in a subnet.

2. Click the Place now link.
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The Layer 2 Device Placement dialog box appears.

Layer 2 Device Placement x

Subnet Closest Device
192 168 20724 192_168_2 53_root
4440724 algosec_1
1000008 192_163_2_53_root
10.1.1.231 192_168_2_53_root
10.70.0.0/16 192_168_2_53_root
1000432 192_168_2_53_root
222232 192_168_2_53_root
10151000724 QA
172.16.30.024 QA
172288021 Mg 1
« 1122 »»
OK Cancel

3. Select a Subnet/Closest Device, or perform a search by typing into the field.
4. Click OK.

The device is placed in the subnet.

Placing Any L2 Devices into a Subnet
You can optionally place L2 devices from the perspective of the subnet. You can
perform the following actions:

« Place an unplaced L2 device into a subnet

« Move placed L2 devices into a different subnet

« Place several L2 devices into a subnet at once

« Place any L2 devices into a subnet that do not appear with a Place now link in the

main menu
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To place any L2 devices into a subnet:

1. In the map, right click the subnet (either a computer network or transit network).

A menu appears.

10.82.18.80030

2. Select Place a Layer-2 Device Here.
The Layer 2 Device Placement dialog box appears.

3. Select one or more devices from the Device list, or perform a search by typing into
the field.

4. Click OK.
The devices are placed in the subnet.

5. Save the map. For details, see Saving the Graphic Network Map.

Removing L2 Devices from a Subnet

This procedure is performed from the graphic network map.

To remove all the L2 devices from a subnet:;

1. In the map, right click the subnet whose devices you want to remove.

A menu appears.
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& Rename

& Place a Layer-2 Device Here
& Clear Layer-2 Devices

2. Select Clear Layer-2 Devices.
All of the subnet's L2 devices are removed.

3. Save the map. For details, see Saving the Graphic Network Map.

Saving the Graphic Network Map

Any changes you make to the graphic network map will not remain in the map unless

you save the map.

Note: Unsaved changes are reflected in the map but will not be reflected in queries

or route lookups.

To save changes made to the graphic network map:

1. View the graphic network map. For details, see AFA's graphic network map.

2. Click Save.

A warning message appears.
3. Click OK.

Your changes are saved.

Automatically Rearranging the Graphic Network Map

You can automatically rearrange the Graphic Network Map to see the elements in a

different position.
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To rearrange the graphic network map:

1. View the graphic network map. For details, see AFA's graphic network map.

2. Click Rearrange Map.
A warning message appears.

3. Click OK.

Refreshing the Graphic Network Map
Refreshing the Graphic Network Map causes the following:

« All device neighborhoods will be hidden
« Any newly added devices will be added

« Any unsaved changes will be discarded

To refresh the graphic network map:

1. View the graphic network map. For details, see AFA's graphic network map.

2. Click Refresh Map.

The map is refreshed.
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Run traffic simulation queries

This section explains how to perform traffic simulation queries and routing queries.

Overview

Once AFA has analyzed a device, group, or matrix, you can issue your own traffic
simulation query to be tested against the policy. When running a traffic simulation query
on a group or matrix, AFA finds the devices in the path of the traffic, using the graphic
network map, and queries all these devices. If traffic is blocked by the device, you can
determine which rules block it. This provides you with a powerful help desk support
functionality. Furthermore, using the traffic simulation query feature allows users to
determine whether the devices are protecting the organization's networks against traffic

from a new exploit, or which device is letting a particular type of traffic through.

NAT is fully supported for traffic simulation queries on groups of devices. When finding
the devices in the path of the traffic for a group, AFA supports both NAT and Proxy ARP.
AFA predicts the devices in the path and then validates the prediction with the query
information. When the query information matches the path, the source and destination
values for all relevant devices in the path are updated. When only part of the traffic is
translated, the downstream devices are queried for both the pre- and post-NAT values.
This produces an accurate query, where no relevant traffic is ignored. If you want to run
a traffic simulation query, but you only know post-NAT values, you can look up the pre-

NAT values with which to run the query. For details, see Find NAT values.

AFA additionally provides the option to run a routing query to determine the devices in
the path, without policy simulation. Note that routing queries ignore NAT. For details,

see Run a routing query.

Run traffic simulation queries on individual devices

AFA enables you to run a traffic simulation query on an individual device's current or

past policy.
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Do the following:

1. Verify your permissions. To run a successful query, you must have access to all

the firewalls that are relevant for your query results path. Queries will fail if the

query goes through a non-permitted device.

Users with permissions to view an entire group can run queries on the group. If
you do not have permission to view a group of devices, or the ALL_FIREWALLS
group, we recommend that you perform single-device queries on the devices you

have permissions to view. For more details, see Run ftraffic simulation queries on

groups.

. View a device report, as follows:

Run a query on a device's View the device, and then continue with step
latest policy 2.
Run a query on an earlier View the device and click the Reports tab.

version of the device policy There, select the report for the time you want

to query, and continue with step 2.

Click Traffic Simulation Query.

The Traffic Simulation Query page appears.

@) Firewall Analyzer  ~ B Analysis Status £ AlgoSec Administrator ¥

DEVICES |/ 4

’ Rose_checkpoint Host: 10.82.18.20 Policy: ser-3feb.W
Search... Q = Management Version: NGX (R61),...  Device Manager: Central Manager
[l Latest Report Apr23,2017
C o Analysis @ Monitoring Log collection
Issues (42) ~
b W 565_564_5G3_acl . OVERVIEW POLICY CHANGES REPORTS MAP
# maple_S5L_VPN
[F 0ak_stonegate
2] Orchid_Router ® analyze @ Traffic Simulation Query ~ o% Topology & Trusted Traffic [ Locate Object
D Pecan_PaloAlto
2 % poppyl
L # Poppy_juniper ‘
- Bl Rose_checkpoint NAT Discovery
- Bl Rose_DR . .
. B Rosita_checkpoint_R75 Device: Rose_checkpoint
u SequolaAWS US west_of Saved queries! OutboundDNS ¥ | Delete saved query
(B teak 5
) Testl
wn i Niev - Source: ‘ | Add... | [ Negate
. »
E.g., 192.168.2.3,my_host,user@host
1 HOME User: ‘any ‘
) Devices
Destination: ‘ ‘ Add... | O Negate
@) DASHBOARDS
O croues Service: ‘ ‘ Add...

E.g., telnet,tcp/22, my_service, application-default

P MATRICES
Query title: [ |
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4. Toload a saved query, select the desired query in the Saved queries drop-down

list.
The fields are populated with the saved query's data.

For information on saving queries, see Save traffic simulation queries.

5. Specify the source and destination, by doing one or more of the following:
Specify a source/destination that is not defined in AFA

Enter an IP address, IP address range, CIDR, or host group name in the relevant

field (Source or Destination).

You can specify multiple sources/destinations by separating them with commas.

Specify a source/destination already defined in AFA
Do the following:
a. Click Add to the right of the desired field (Source or Destination).

The Add source or Add destination dialog box appears.

@ Firewall Analyzer B Analysis Status & AlgoSec Administrator ¥

DEVICES # 4

[ Rose_checkpoint Host: 10.82.18.20 Policy: scr-3febw
Search Q e Management Version: NGX (R61),. Device Manager: Central Manager
. : [*] Latest Report Apr 23,2017
Analysis ® Monitoring Log collection

Issues (42) v

L Wil SG5_SG4_SG3_acl & OVERVIEW POLICY CHANGES REPORTS MAP
# maple_SSL_VPN
¥ 0ak_stonegate
Orchid_Router

© analyze @ TrafficSimulation Query  o% Topology (@ Trusted Traffic [ Locate Object
. B Pecan_PaloAlto

= % poppyl
- # Poppy_juniper
. [& Rose_checkpoint
- @ Rose_0R Select source by:

& Rosita_checkpoint_R75
1 SequoiaAWS_US_west_c¢

Select a host group

() teak_f5
Testt Filter text ‘ | | search
LR
‘ v
T HOME Nam
aceslave.tdpub.com
) DpEvices
@) DASHEOARDS
) GroUPS adm-ds1.mLtdpub.com_INT
ADSL-admin
GP  MATRICES

alcatraz.greenleat.com

b. Specify the desired source or destination.
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You can select either an individual IP address, a range of IP addresses,
CIDR, or a host group that is defined on the device. If you wish to select a
host group, you can search the defined names alphabetically, or by using the

search filter.
c. Click OK.

You can specify multiple sources/destinations, by repeating this step.

Note: You can run a query for the source/destination that you specify, or the
negation of the source/destination that you specify (all IPs other than the

source/destination that you specify).

6. To negate the source and/or destination that you specified, select the Negate

check box to the right of the desired field.

If you specified multiple IP addresses, IP address ranges, and/or hostgroups, the

union of these values is negated.
7. Specify the service by doing one or more of the following:
Specify a service that is not defined in AFA
In the Service field, type the desired service's definition.
You can query multiple services by separating them with commas. For example:
"tcp/123, udp/9911".
Specify a service that is already defined in AFA
Do the following:
a. To the right of the Service field, click Add.

The Select Service dialog box appears.
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Filter by Nare | Detntsons Fier eset
LS Defuntases
A 104
MLOWED_PCI_SERWCES TCPIOL TCPIAL)] TOPI2) SO00-655 4 5 11045535
LT - VPR 798
RL_TCP TCPP-#45)4
ML_UOP LOPI0-445)4
7ol TCPE 190
AP-Dutender TCPRe2%
AT Defarstec TCrR2e
dumeracated TCPRIL TCPRILTCPRSL TOPIS 1
Page 1 of5) w View 1- 10 of 422
Add Close

b. You can filter the information displayed in the list, by doing one or more of

the following:

« Tofilter the information displayed in the list by service name, type the

desired service name in the Filter by Name field, and then click Filter.

« Tofilter the information displayed in the list by service definition, type
the desired service definition in the Definitions field, and then click

Filter.
To clear the filter, click Reset.
c. Selectthe desired service.
d. Click Add.

You can specify multiple services, by repeating this step.

8. (Optional) In the Query title field, type a name for the query.
9. Click Run Query.

A new window opens displaying the query results.
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Traffic Simulation Results

‘ @ Partially allowed by the device ‘ May 31,2018 | 08:17:52 Export: [

% Resolve

_(" Rose_checkpoint

~ Requested Traffic

SOURCE DESTINATION SERVICE
10.22.15.12 654.46.154.10 Microsoft_services
~ Details

Based on configuration from 2018-05-3107:54
~ Relevant Allowing Rules (1)

NO. | RULE MAME  SOURCE DESTINATION SERVICES = ACTION  COMMENT INSTALL SUsINESS SUSINESS BUsinESS APPLICATION | DOCUMENTATION
APPLICATIONS ~ CRITICALITY PARTNER

FireFlow £303: Temp access

1 21 NW_SLI_LAN_E_06 msad.garden.com | [ MET | accept
L NW_SLLLAN_E | g - P from Lans to Corp 45 AD

rose_checkpoint

~ Network Address Translation (NAT)
~ Relevant NAT Rules (1) £

Failed to display the relevant rules

» Support Information

The Details area displays the query results. The fields that appear for each rule
depends on the device brand. If AppViz is licensed, fields from AppViz appear,
indicating business information such as which rules are included as flows in which

applications.

If NAT is performed by the device, the NAT rules appear in tooltips in the map. For
Check Point and Cisco ASA devices which perform NAT, a table of applied NAT

rules appears below the map.

10. To open a FireFlow change request to allow the blocked traffic or block the

allowed traffic, do the following:
a Click KResolve_

The New Change Request window appears.

New Change Request

Create a change request to:

(& Allow the traffic
=) Block the traffic
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If the result of the query is Blocked, the change request will open the traffic. If
the result of the query is Allowed, the change request will block the traffic. If
the result of the query is Partially Allowed, you are prompted to chose

whether to allow or block traffic.

b. If the result of the query is Partially Allowed, select whether to block or allow

the traffic.
c. Click OK.

The change request is opened. Once the change request is successfully

created, a link to the change request appears.

By default, the change request will use the default traffic change request

template (which is the Standard template, by default).
11. To export the query results to PDF, click = in the top-right corner of the report. For

more details, see Export AFA screens to PDF.

To export to CSV format, click 1 in the top-right corner of the report. Follow your

browser prompts to open or save the CSV file.

Run traffic simulation queries on groups

When running traffic simulation queries on device groups, AFA finds the devices in the
path of the query by simulating routing and NAT across the entire network. AFA then
simulates the policy on each relevant device to determine if it blocks or allows the traffic

that reaches it.

AFA uses the graphic network map when querying groups; therefore, it is important to

ensure that the map is correct. For details, see AFA's graphic network map.

To run a traffic simulation query on a group:

1. Verify your permissions. To run a successful query, you must have access to all

the firewalls that are relevant for your query results path. Queries will fail if the
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qguery goes through a non-permitted device.

Users with permissions to view an entire group can run queries on the group. If
you do not have permission to view a group of devices, or the ALL_FIREWALLS
group, we recommend that you perform single-device queries on the devices you

have permissions to view. For more details, see Run ftraffic simulation queries on

individual devices.

2. Do one of the following. For details, see View AFA group data.

« Torun a query on a group's latest policies, view the desired group.
« Torun a query on a group's older policies:

a. View the desired group.

b. Click the Reports tab.

The Reports page appears.
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c. Selectthe check box next to the desired report.
3. Click Traffic Simulation Query.
The Traffic Simulation Query page appears.

4. Toload a saved query, select the desired query in the Saved queries drop-down

list.
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The fields are populated with the saved query's data.

For information on saving queries, see Save traffic simulation queries.

5. Specify the source and destination, by doing one or more of the following:
Specify a source/destination that is not defined in AFA

Enter an IP address, IP address range, CIDR, or host group name in the relevant

field (Source or Destination).

You can specify multiple sources/destinations, by separating them with commas.

Specify a source/desintation that is already defined in AFA
Do the following:
a. Click Add to the right of the desired field (Source or Destination).
The Add source or Add destination dialog box appears.
b. Specify the desired source or destination.

You can select either an individual IP address, a range of IP addresses,
CIDR, or a host group that is defined on the device. If you wish to select a
host group, you can search the defined names alphabetically, or by using the

search filter.
c. Click OK.

You can specify multiple sources/destinations, by repeating this step.

Note: You can run a query for the source/destination that you specify, or the
negation of the source/destination that you specify (all IPs other than the

source/destination that you specify).

6. To negate the source/destination that you specified, select the Negate check box
to the right of the desired field.
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If you specified multiple IP addresses, IP address ranges, and/or hostgroups, the

union of these values is negated.

7. Specify the service by doing one or more of the following:
Specify a service that is not defined in AFA
In the Service field, type the desired service's definition.

You can query multiple services by separating them with a comma. For example:
"tcp/123, udp/9911™.

Specify a service already defined in AFA
Do the following:
a. To the right of the Service field, click Add.
The Select Service window appears.

b. You can filter the information displayed in the list, by doing one of the

following:

« Tofilter the information displayed in the list by service name, type the

desired service name in the Filter by Name field, then click Filter.

« Tofilter the information displayed in the list by service definition, type

the desired service definition in the Definitions field, then click Filter.
To clear the filter, click Reset.
c. Selectthe desired service.
d. Click Add.

You can specify multiple services, by repeating this step.

8. (Optional) In the Query title field, type a name for the query.

9. (Optional) To specify that query results should be grouped by policy, and only one
device should be displayed per policy, select the Group by Policy check box.
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This option is only available if grouping query results by policy is enabled in the

system.
10. Click Run Query.

A new window opens displaying the query results.

Traffic Simulation Results y

. by th May 31,2018 0B:17:52 Export: ) @

% Resolve

~ Requested Traffic

~ Devices in Path (9)

[
2
(3
&
\

g/

1

V1 =l=———*| N »

fo—u__\

The list of devices and the graphic network map appear. In both the map and the
list, a colored box around each device indicates whether traffic is allowed (green),
blocked (red), or partially allowed through the device (yellow). Clicking on a

device in the list will shift the map's focus to that device.

The list of devices appears sorted by Status: Blocking, Partially Allowing or
Allowing. Details for each device and any support information appears at the

bottom of the page.

Note: When the path of the query intersects an IP addresses in a host-based

device, the device is represented in the results map. For VMware NSX or Cisco
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ACI, the device and relevant IP address is always represented by a single icon.
For AWS and Azure, the individual internal elements (such as VPC / VNet

routers) may additionally appear in the map.
In the map, the sources are marked with a green flag P‘ and destinations are

marked with a checkered flag /%l . The path between each source and

destination is marked in blue. You can zoom in, zoom out, resize the graphic

network map to fit the screen, and pan the view. For details, see AFA's graphic

network map.

The map indicates if they perform NAT with a NAT icon. Hovering over NAT
devices displays the translation information for source and destination.
Additionally, a table of applied NAT rules is displayed. If NAT is performed
before traffic reaches a device, the results specify that the source and/or

destination was modified before reaching the device.

Note: If you ran the query from the Groups tab, the query result is also stored
and attached to the report. To view it later, go to the Policy page in the report. If
you specified a query title, then this title will be shown in the Policy page.

Otherwise a default title is selected.

11. To view the list of devices by Path, in the View By drop-down list, select Path.

The devices appear according to relevant traffic paths. Each device in the path

appears sequentially, from source to destination.
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Traffic Simulation Results
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12. Right click on the map frame to see (depending upon the device type) the

following selections:
» Routing Information
« Connectivity Diagram
« Latest Report

13. To open a FireFlow change request to allow the blocked traffic or block the

allowed traffic, do the following:
a Click R’Resolve_

The New Change Request window appears.

New Change Request

Create a change request to:

(& Allow the traffic
(& Block the traffic
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If the result of the query is Blocked, the change request will open the traffic. If
the result of the query is Allowed, the change request will block the traffic. If
the result of the query is Partially Allowed, you are prompted to chose

whether to allow or block traffic.

b. If the result of the query is Partially Allowed, select whether to block or allow

the traffic.
c. Click OK.

The change request is opened. Once the change request is successfully

created, a link to the change request appears.

By default, the change request will use the default traffic change request

template (which is the Standard template, by default).
14. To export the query results to PDF, click = in the top-right corner of the report. For

more details, see Export AFA screens to PDF.

To export to CSV format, click 1 in the top-right corner of the report. Follow your

browser prompts to open or save the CSV file.

Run traffic simulation queries on matrices

Running a traffic simulation query on a generated matrix analysis report enables you to

do the following:

« Determine whether a specific type of traffic is allowed or blocked through the
network.
« View the traffic type's returning path across the devices.

« View a list of rules in each device that allow or block the traffic type.
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To run a traffic simulation query on a matrix:

1. Do one of the following. For details, see View AFA matrix data.

« Torun a query on a matrix's latest policies, view the desired matrix.
« Torun a query on a matrix's older policies, do the following:

1. View the desired matrix.

2. Click the Reports tab.

The Reports page appears.
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3. Select the check box next to the desired report.
2. Click Traffic Simulation Query.
The Traffic Simulation Query page appears.

3. Toload a saved query, select the desired query in the Saved queries drop-down

list.
The fields are populated with the saved query's data.

For information on saving queries, see Save traffic simulation queries.

4. Specify the source and destination, by doing one or more of the following:

Firewall Analyzer (A30.10) Page 176 of 238



User Guide | Run traffic simulation queries

Note: You can run a query for the source/destination that you specify, or the
negation of the source/destination that you specify (all IPs other than the

source/destination that you specify).

« To specify a source/destination that is already defined in AFA:
1. Click Add to the right of the desired field (Source or Destination).
The Add source or Add destination dialog box appears.
2. Specify the desired source or destination.

You can select either an individual IP address, a range of IP
addresses, CIDR, or a host group that is defined on the device. If you
wish to select a host group, you can search the defined names

alphabetically, or by using the search filter.
3. Click OK.
You can specify multiple sources/destinations, by repeating this step.

« To specify a source/destination that is not defined in AFA, type an IP
address, IP address range, CIDR, or host group name in the relevant field

(Source or Destination).

You can specify multiple sources/destinations, by separating them with

commas.

5. To negate the source/destination that you specified, select the Negate check box
to the right of the desired field.

If you specified multiple IP addresses, IP address ranges, and/or hostgroups, the

union of these values is negated.
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6. Specify the service, by doing one or more of the following:
« To specify a service that is already defined in AFA:
1. To the right of the Service field, click Add.
The Select Service window appears.

2. You can filter the information displayed in the list, by doing one of the

following:

« Tofilter the information displayed in the list by service name, type
the desired service name in the Filter by Name field, then click
Filter.

« Tofilter the information displayed in the list by service definition,
type the desired service definition in the Definitions field, then
click Filter.

To clear the filter, click Reset.
3. Select the desired service.
4. Click Add.
You can specify multiple services, by repeating this step.

» To specify a service thatis not defined in AFA, in the Servicefield, type the

desired service's definition.

You can query multiple services by separating them with a comma. For
example: "tcp/123, udp/9911".

7. (Optional) In the Query title field, type a name for the query.
8. Click Run Query.
A new window opens displaying the query results.

The Details area displays the query results. The fields that appear for each rule

depends on the device brand. If AppViz is licensed, fields from AppViz appear,
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indicating business information such as which rules are included as flows in which

applications.

If NAT is performed by the device, the NAT rules appear in tooltips in the map. For
Check Point and Cisco ASA devices which perform NAT, a table of applied NAT

rules appears below the map.

Note: If you ran the query from the Matrices tab, the query result also is stored
and attached to the report. To view it later, go to the Policy page in the report. If
you specified a query title, then this title will be shown in the Policy page.

Otherwise a default title is selected.

9. To export the query results to PDF, click = in the top-right corner of the report. For

more details, see Export AFA screens to PDF.

To exportto CSV format, click ¥ in the top-right corner of the report. Follow your

browser prompts to open or save the CSV file.

Save traffic simulation queries

Some traffic simulation queries are repeated often. AFA allows saving the source,
destination, service and title values of such queries, and then reloading them when they
are needed again. The saved queries are kept for each user individually, for maximum
customization. Saved queries can be used for both single device queries and group

queries.
To save a traffic simulation query:

1. Fill in the query form.
2. Click Save Query.

The Save Query As window appears.
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Enter query name

3. Inthe field, type a name for the query.
4. Click OK.

The query is saved.

Delete saved traffic simulation queries

To delete a saved traffic simulation query:

1. Access the query form.

2. In the Saved queries list, select the desired query.
3. Click Delete saved query.

The query is deleted.

Find NAT values

AFA provides the ability to look up all the potential translations to and or from an IP
address. This is particularly useful if you want to run a traffic simulation query, but you

only know a post-NAT value. You can look up the pre-NAT value(s) with which to run

the query.

Note: The results of this search include all possible translations across all NAT rules

and configurations.

1. View the desired device. For details, see View AFA device data.

2. Click Traffic Simulation Query.

The Traffic Simulation Query page appears.

. NAT Discovery
3. Click
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The Discover NAT Assistant dialog box appears.

4. Inthe Type a single IP field, type a single IP address.

5. Using the IP address can be check boxes, indicate whether the IP address can be
a Pre-NAT value, Post-NAT value, or both.

6. Using the Discover NAT address in check boxes, indicate whether the IP address

can be a Source, Destination, or both.
7. Click Discover.
The results appear.

The results indicate the device name, the potential pre- and post-NAT values, and

whether the NAT is static or dynamic.

Run a routing query

Run a routing query to see the devices in the path of a route without policy simulation.
Note: When running a routing query, NAT is ignored.
Note: Traffic simulation queries include policy simulation and take NAT into account.

Consequently, they produce a more accurate path when NAT is involved (especially

for a group of devices). For details, see Run traffic simulation queries.

To run a routing query:

1. View the graphic network map. For details, see AFA's graphic network map.
2. Click Routing Query.
The Routing Query dialog box appears.

3. In the Source field, type the relevant IP address or CIDR.

Note: IP ranges are not a supported format for this field.
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4. In the Destination field, type the relevant IP address or CIDR.

Note: IP ranges are not a supported format for this field.

5. Click Run Query.

The results appear in a new window. The path of the traffic is highlighted in blue
on the graphic network map. When hovering over the route, all devices in the path

display a tooltip that states "Traffic is routed through this device".

The traffic is routed through the device.
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AFA dashboards

This section explains how to view dashboards in AFA and how to use the AlgoSec

Reporting Tool.

AFA dashboards provide the ability to quickly and easily view a summary of risks,

compliance, optimizations, and/or changes for all devices.

Note: For more details, see AlgoSec Reporting Tool.

Built-in AFA dashboards

AFA provides the following built-in AFA dashboards, which display data for all devices
defined in the ALL_FIREWALLS group.
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Summary Displayed by default when logging in to AFA. Modify this defaultin
the AFA Administration area.

Includes the following charts:

« Risks per 16 devices with the most High severity risks in
group ALL_FIREWALLS.

A bar chart showing the number of high, suspected high,
medium, and low risks per device, for the top 16 devices. There
are four bars per device.

« Security rating over time for devices in group ALL__
FIREWALLS.

A trend chart showing the average security rating over all
devices, over time.

« Total Number of Rules per Device in group ALL_
FIREWALLS.

A bar chart showing the total number of rules per device, for the
top 25 devices.

« Number of changes in the last 30 days in group ALL_
FIREWALLS.

A trend chart showing the total number of changes to all
devices, over the last 30 days.

Note: This chart will have no data for devices which have
monitoring turned off.
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Baseline
Compliance

Changes

Includes the following charts:

« Devices with lowest baseline compliance score in group ALL _

FIREWALLS.

A bar chart showing the 20 lowest baseline compliance scores
per firewall.

Number of devices that have passing baseline score (over 5)
ingroup ALL_FIREWALLS.

A trend chart showing the number of firewalls meeting over
50% of the baseline requirements.

Baseline compliance score over time for devices in group
ALL_FIREWALLS.

A trend chart showing the average and minimum baseline
compliance scores of the ALL_FIREWALLS group.

Includes the following charts:

« 20 devices with the most changes in the last 30 days in group

ALL_FIREWALLS.

A bar chart showing the total number of changes on each
device for the top 20 devices, over the last 30 days.

Note: This chart will have no data for devices which have
monitoring turned off.

« Number of changes in the last 30 days in group ALL_

FIREWALLS.

A trend chart showing the total number of changes to all
devices, over the last 30 days.

Note: This chart will have no data for devices which have
monitoring turned off.
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Optimizations

Compliance

Includes the following charts:

« Number of Covered Rules per Device on group ALL_

FIREWALLS.

A bar chart showing the number of covered rules per device, for
the top 25 devices.

Number of Special Case Rules per Device on group ALL_
FIREWALLS.

A bar chart showing the number of redundant special case
rules per device, for the top 25 devices.

Number of Unused Rules per Device on group ALL _
FIREWALLS.

A bar chart showing the number of unused rules per device, for
the top 25 devices.

Total Number of Rules per Device on group ALL_
FIREWALLS.

A bar chart showing the total number of rules per device, for the
top 25 devices.

AFA has a compliance dashboard for each enabled regulatory
compliance report.

Each one includes the following charts:

» Devices with lowest compliance score in group ALL_

FIREWALLS.

A bar chart showing the 20 lowest compliance scores per
firewall.

Number of devices by compliance score color in group ALL_
FIREWALLS.

A trend chart showing the number of firewalls that have green,
yellow or red compliance colors.

Compliance score over time for devices in group ALL_
FIREWALLS.

A trend chart showing the average and minimum compliance
scores of the ALL_FIREWALLS group.
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Risks Includes the following charts:

« Number of devices by leading risk severity in group ALL_
FIREWALLS.

A bar chart showing the number of devices whose highest risk
is high, suspected high, medium, and low.

« Risks per 16 devices with the most High severity risks in
group ALL_FIREWALLS.

A bar chart showing the number of high, suspected high,
medium, and low risks per device, for the top 16 devices. There
are four bars per device.

« Number of devices by leading risk severity in group ALL_
FIREWALLS.

A trend chart showing the number of devices whose highest
risk is high, suspected high, medium, and low, over time.

View AF A dashboards

This procedure describes how to view all built-in and custom dashboards defined in
AFA.

Do the following:

1. In the main menu on the left, click Dashboards.

The Dashboards menu expands, displaying all dashboards defined. For example:
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Dashboards appear in red or orange to indicate failures, as follows:

» Red dashboards indicate that the last report generation had failed.

« Orange dashboards indicate that real-time monitoring or log collection have
failed.

2. Click the node for the dashboard you want to view.

The selected dashboard and it's charts appear in the workspace.

AlgoSec Reporting Tool
This topic describes how to use the AlgoSec Reporting Tool (ART), which is an

additional AFA reporting tool powered by Kibana.

ART enables you to visualize ASMS data about devices, change requests, and AppViz

applications, in a variety of charts, tables, and dashboards.

Note: ART is powered by Kibana version 5.6.16. For more details, see the Kibana

resources and documentation.

AlgoSec Reporting Tool prerequisites and permissions
Using ART to create and view advanced dashboards has the following requirements:
Enable To enable ART for your ASMS system, you must have the ART_

ART Operation_Status parameter set to on in the AFA Administration area.

operations  ART starts collecting data only from the date at which this parameter

value is defined.

User ART is available only to users who are configured for access. Non-
accessto admin users who have access to ART will only see data relevant to their
ART data allowed firewalls.

Access the AlgoSec Reporting Tool

The AlgoSec Reporting Tool is available from the main menu on the leftin AFA or

FireFlow, or from several areas in AppViz.
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Access ART from AFA
In AFA, click DASHBOARDS in the main menu on the left.

Then, above the list of default AFA dashboards, click the ||I AlgoSec Reporting Tool

link.
o Firewall Analyzer
DASHBOARDS 4
Search... Q

Ih Algosec Reporting Tool

I Summary
Baseline Compliance
I p

I Changes
* = A Loas

Access ART from the FireFlow HOME page

In FireFlow, click - HOME in the main menu on the left. Then, below the options to

select a dashboard or create a new one, click the ||IAIgoSec Reporting Tool link.
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4

+ New Request

Advanced Search

HOME

My dashboard
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Unauthorized Changes
Sample Dashboard

I AlgoSec Reporting Tool

Access ART from the FireFlow CHARTS / DASHBOARDS page
In FireFlow, click CHARTS/DASHBOARDS in the main menu on the left. Then, below

the options to select a dashboard or create a new one, click the [ AlgoSec Reporting

Tool link.
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4
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Access ART from AppViz

In AppViz, use the main menu on the left to navigate to the HOME, APPLICATIONS,
NETWORK OBJECTS, or SERVICE OBJECTS areas. Click the [ AlgoSec

Reporting Tool link located just below the username menu.

In AlgoSec Reporting Tool

Once in ART, do the following to view data and create charts and dashboards.

« Discover data

« Visualize data
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o Create or edit dashboards

Tip: At the bottom-left, click E] Collapse to collapse the ART main menu. This

provides you with more space to create and manage your data displays. Click the E]

Expand button to show the menu again.

Discover data

In ART, click Discover to browse ASMS data and create search queries to use in graphs
and charts. ART provides a few saved search queries out of the box, and also enables

to you create custom searches and filters.

Save your search queries, export them, or share links with others.

Tip: Alternately, start by creating graphs and then add your data. For details, see

Visualize a specific field and Visualize data.

Do the following:

1. From the main menu on the left, click Discover.

2. Atthe top-left, click the dropdown to select the type of data you want to view.

applications View data by AppViz application.
change_requests View data by FireFlow change requests.
devices View data by devices managed by AFA.

Tip: Alternately, start with a saved search. Either click Open at the top of the

page, or click Management > Saved Objects > Searches.

If you need to, search for the name of your saved search. Click a name to load

the saved search.

3. Determine the field data displayed by adding field names to the list of Selected
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Fields at the top-left.

« Inthe Available Fields area, hover over the field heading and click Add to

add it to the selected fields.

« Toremove a field from this list, hover over the field heading in the Selected

Fields area and click Remove.
4. Filter the values of the fields displayed to further filter the data shown.
Do the following:
a. Above the data type dropdown, click Add a Filter +. For example:

Data from lai

Add a filter

b. In the Add filter dialog, enter a field name, operator, and value.

Note: When selecting the is or is not operator, values must match actual

values exactly, and are case-sensitive.

To display a list of actual field values, click a field value header. A bar

graph expands to display the sum of each value for the field.

c. Click Save to add the selected values to the filter.

The field and value is added to the filter list above the data type dropdown and

field lists.

For example:
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Device Brand: "Cisco ASA™ JBIERilICE

I Edit filter x
Filter Edit Query D5L
I Device Brand ~ E Cisco ASA
Label
Optional
T TN _ Time = Device

Filter field options

Once a field is added to the filter, hover over the field in the filter to display further

options.
CASE-YR Rir

Do any of the following:

&/ Enable or disable the filter field.
Use this option to keep the filter values defined, but
temporarily disable it for the current data displayed.
I"2/E1  Pin or unpin the filter to the top.

Use this option when you have several filters displayed,
and you want to select specific filters to view at the top of
the list.
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=1 /EY Invert a field definition to show all results that do not match
the values selected.

Inverting a field turns the field definition red to indicate that
the results shown are negative results.

Click Toggle E to return to the original field definition.

Il Remove the field from the filter entirely.
This removes your field values, and you'll need to define
them from scratch if you need them again.

[E Edit the field values selected.

In the Edit filter dialog, update the selected filter name,
operator, and value, and then click Save.

Tip: At the far right, click Actions ¥ to display these same actions for all filters
defined.

Advanced query editing

ART provides the following advanced filter editing features for experienced

Kibana or Elastisearch users.

« Inthe search bar at the top of the screen, enter a query syntax manually to

define the field names and values for your filter.

Click Show Latest to automatically add the Current:true field and filter out

all historical data from the data displayed.

For more details about query syntax, click the Uses lucene query syntax link

at the right of the search box.

« In the Edit filter dialog, click Edit Query DSL to manually update or copy in

an Elastisearch Query DSL to use for this field value definition.

5. Atthe top of the page, click any of the following to manage the filtered data:
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New Discard all of your changes and start a new filter from scratch.

Save Save your filter so that you or other users can return to it later on.

Click Open to view a list of saved searches.

Share Display links to either share a saved search or a snapshot.

Tip: Full link URLs may be long. Click Copy to copy the full URL
to the clipboard, or Short URL to display a shorter URL that's
easier to share.

Date Define the date range for the data displayed. For details, see Change
selector date ranges.

Continue with creating graphs and dashboards. For details, see Visualize a specific

field, Visualize data, and Create or edit dashboards.

Visualize a specific field

Jump directly from the Discover section of ART to Visualize in order to create graphs

based on a specific filter field.

Do the following:

1. Hover over any filter name in the Selected or Available Fields list to display a bar

chart of the values for that field.

For example:
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Quick Count € ( 49 /49 records )

Visualize

2. Click Visualize to display the selected field in the Visualize area.

For more details, see Visualize data.

Visualize data
In ART, click Visualize to start by creating or loading graphs and charts and then adding

or modifying the data used.

Export, share, or embed your visualizations in other locations, or add them to ART

dashboards. For more details, see Create or edit dashboards.

Tip: Alternately, start by browsing data and then use that data to create graphs. For

details, see Discover data.

Do the following:

1. Click Visualize from the main menu on the left.

A list of saved visualizations is displayed.
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Tip: Alternately, click Visualize from a specific field dropdown in the Discover

area. For more details, see Visualize a specific field.

« Click the name of a saved search to display a chart based on that data.
« Click
2 Click the name of a saved visualization to view, or click ﬂ Create new
visualization to create a new one.
If you selected to create a new visualization, do the following:
a. Selecta charttype to use.

b. Select a saved search to use as the data set, or select an index to create a

new search. For more details, see Discover data.

3. Once your chartis displayed, define the data metrics and other options for your

chart. Click II to apply your changes.

Available options depend on the type of chart you're working with. For example:

e B

Data  Options x

metrics

B sice size
Aggregation

Count

Custom Label

@ F5BIG-IP
@ Palo Alto
@ VMware NSX

buckets

(B0 svie stces [ [x]
Aggregation

Terms

Field

Device Brand -

Order By

metric: Count

Order size

Descending v 20

Custom Label

Add sub-buckets
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4. Above the chart display, define a filter to further filter the data shown.
Do the following:

a. Above the chart options, click Add a Filter +.

b. In the Add filter dialog, enter a field name, operator, and value.

Note: When selecting the is or is not operator, values must match actual

values exactly, and are case-sensitive.

c. Click Save to add the selected values to the filter.

The field and value is added to the filter list above the data type dropdown and

field lists.

For example:

Device Brand: "Cisco ASA™ JGIERilIC=E

I Edit filter x

Filter Edit Query D5L

oo T I

Label

Opticnal

AL i - Time - Dewvice

Filter field options

Once afield is added to the filter, hover over the field in the filter to display further

options.

CAER-SR R
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Do any of the following:

/ Enable or disable the filter field.

Use this option to keep the filter values defined, but
temporarily disable it for the current data displayed.

/ Pin or unpin the filter to the top.

Use this option when you have several filters displayed,
and you want to select specific filters to view at the top of
the list.

/2]  Invert a field definition to show all results that do not match
the values selected.

Inverting a field turns the field definition red to indicate that
the results shown are negative results.

Click Toggle =3 to return to the original field definition.

Remove the field from the filter entirely.

This removes your field values, and you'll need to define
them from scratch if you need them again.

Edit the field values selected.

In the Edit filter dialog, update the selected filter name,
operator, and value, and then click Save.

Tip: At the far right, click Actions ¥ to display these same actions for all filters
defined.

Advanced query editing

ART provides the following advanced filter editing features for experienced

Kibana or Elastisearch users.

« Inthe search bar at the top of the screen, enter a query syntax manually to

define the field names and values for your filter.
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Click Show Latest to automatically add the Current:true field and filter out

all historical data from the data displayed.

For more details about query syntax, click the Uses lucene query syntax link

at the right of the search box.

« In the Edit filter dialog, click Edit Query DSL to manually update or copy in

an Elastisearch Query DSL to use for this field value definition.

5. Atthe top of the page, click any of the following to manage the chart you created:

Save Save your chart so that you or other users can return to it later on.

Share Display links to either share a saved chart or a snapshot.

Use the Embedded iframe URL to embed this chart in another
location.

Tip: Full link URLs may be long. Click Copy to copy the full URL
to the clipboard, or Short URL to display a shorter URL that's
easier to share.

Refresh Refresh the chart currently displayed with updated data from AFA,
FireFlow, or AppViz.

Date Define the date range for the data displayed. For details, see Change
selector date ranges.

Continue by creating dashboards that include your charts. For details, see Visualize a

specific field, Visualize data, and Create or edit dashboards.

Filter fields by data type

Each data type provides a different set of fields for discovering and visualizing data in
ART.

For details, see:
Application filter fields

The following filter fields are available for AppViz application data in the Discover and
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Visualize areas. For more details, see Discover data and Visualize data

Field Description
Application ID The AppViz application ID.
Change requests.ld A change request ID number.

Change The date that a change request was created.
requests.Opened date

Change The requestors of a change request, separated by commas.
requests.Requestor

Change The status of a change request.
requests.Status

Connectivity status The connectivity status for an application's flows.
Created The date an application was created.

Critical process The name of a critical process.

Current Determines whether historical data is filtered out.

o True. Only Current data is shown.
« False. Current and historical data are shown.

High risks Defines whether risks are defined as High.
Labels The labels assigned to an application.
Lifecycle phase Defines the application's lifecycle phase:

« Testing. The application is undergoing tests before
use.

« Staging. The application is undergoing limited use
before itis putinto production.

« Production. The application is currently being used.

« Decommission. The application is no longer being
used.

Name The name of an application.
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Number of blocked
flows

Number of flows

Number of unscanned
servers

Part of critical process

Pci application

Projects.Name
Projects.Status
Relevant devices
Revision ID
Revision status
Risk score
Vulnerabilities.CVSS
Vulnerabilities.Title
Vulnerability score
_id

_index

_score

_type

User Guide | AFA dashboards

Description

The total number of blocked traffic flows.

The total number of traffic flows.

The number of unscanned servers.

Defines whether an application is part of a critical process.

Defines whether an application assigned to the PCI system
label.

The name of a project that an application is managed by.
The status of a project.

The devices associated with an application.
The revision ID of an application.

The revision status of an application.

The application's risk score.

A server severity CVSS score.

A risk item title.

A vulnerability score.

An application ID.

An application index.

An application score.

A filter category.

Change Request filter fields

The following filter fields are available for FireFlow change request data in the Discover

and Visualize areas. For more details, see Discover data and Visualize data.

Firewall Analyzer (A30.10)
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Field Description
Created The date a change request was created.
Current Determines whether historical data is filtered out.

o True. Only Current data is shown.
« False. Current and historical data are shown.

DaysOpen The number of days a change request has been open.

Devices.AFA _ The name of an AlgoSec Firewall Analyzer device group.

Group

Devices.Brand Device brands.

Devices.|ld Device IDs.

Devices.Name Device names.

Expiration A change request expiration date.

Id A change request ID.

InStatusSince The date from which a change request has been in its current
status.

Owner.Name The name of a change request's owner.

Owner.Roles The role of a change request's owner.

PreviousStatus A change request's prior status.

RequestType A change request type.

Requestor.Email The email address of a requestor.

Requestor.Name The name of a requestor.

ResponsibleRoles  The responsible roles of a requestor.

Status A current change request status.
Subject A change request subject.
TemplateName The name of a change request's template.
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Field Description

WorkFlow The name of the workflow that controls a change request's
lifecycle.

_id A change request ID.

_index A change request index.

_score A change request score.

_type A filter category.

Device filter fields

The following filter fields are available for AFA device data in the Discover and

Visualize areas. For more details, see Discover data and Visualize data

Field Description

ASD_|SM Level An ASD_ISM score level.

ASD _ISM Score The lowest ASD_ISM compliance score.

BASEL Level A BASEL score level.

BASEL Score The lowest BASEL compliance score

Baseline Compliance Level A Baseline Compliance level.

Baseline Compliance score The lowest Baseline Compliance score.

Current Determines whether historical data is filtered
out.

« True. Only Current data is shown.
« False. Current and historical data are

shown.
Device Brand A brand name.
Device Groups A device group.
Device IP A device IP.
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Field

Device Id

Device Name
GDPR Level

GDPR Score

GLBA Level

GLBA Score

HIPAA Level

HIPAA Score
Highest Risk Level
1ISO27001 Level
1ISO27001 Score
NERC Level

NERC Score
NIST_800-171 Level
NIST_800-171 Score
NIST_800-41 Level
NIST_800-41 Score
NIST_800-53 Level
NIST_800-53 Score

Number of Baseline Compliance

changes
Number of Covered Rules

Number of Disabled Rules

Firewall Analyzer (A30.10)

Description

A device ID.

A device name.

A GDPR score level.

The lowest GDPR compliance score.

A GLBA score level.

The lowest GLBA compliance score.

A HIPAA score level.

The lowest HIPAA compliance score.

The highest risk score level.

The IS027001 score level.

The lowest 1IS027001 compliance score.

A NERC score level.

The lowest NERC compliance score.

A NIST 800-171 score level.

The lowest NIST 800-171 compliance score.
A NIST 800-41 score level.

The lowest NIST 800-41 compliance score.
A NIST 800-53 score level.

The lowest NIST 800-53 compliance score.

The number of Baseline Compliance
changes.

The number of Covered Rules.

The number of Disabled Rules.
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Field

Number of Duplicate Objects

Number of High Risks
Number of Low Risks

Number of Medium Risks

Number of Special Case Rules

Number of Suspected High Risks

Number of Unused Rules
PCI Level

PCI Score

Report Date

Report Name

Rule Count

SOX Level

SOX Score

Security Rating Score
TRM Level

TRM Score

_id

_index

_score

_type

Firewall Analyzer (A30.10)

Description

The number of Duplicate Objects.
The number of High Risks.

The number of Low Risks.

The number of Medium Risks.

The number of Special Case Rules.
The number of Suspected High Risks.
The number of Unused Rules.

A PCl score level.

The lowest PCIl compliance score.
A Report Date.

A Report Name.

A Rule Count.

A SOX score level.

The lowest SOX compliance score.
A Security Rating Score.

A TRM score level.

The lowest TRM compliance score.
A device ID.

A device's index.

A device score.

A filter category.
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Create or edit dashboards

ART dashboards consist of graphs, or visualizations created in the Visualize area. In
addition to the default dashboards that AFA provides out of the box, create or customize

your own dashboards to suit your needs.

Do the following:

1. Click Dashboard from the main menu on the left. ART displays a list of saved

dashboards.

Search for the dashboard you want to view, or click ﬂ Create new dashboard to

create a new one.

2. Do one of the following:

Add new  If you are creating a new dashboard from scratch, click Add to add
dashboard saved graphs and charts to your dashboard.

Click a visualization name to add it to the dashboard draft below.
Scroll down to view your dashboard graphs and charts.

Edit saved If you are editing a saved dashboard, click Edit at the top of the
dashboard page to modify the graphs and charts on the selected dashboard.
3. Each dashboard widget has the following options shown at the top right:
. « . Expand the selected widget to full-screen size.

. #.0pen the selected chart or graph in the Visualize area for editing. For

details, see Visualize data.

. . Move the selected widget to a different location in the dashboard.
. %. Remove the selected widget from the dashboard.

To resize a widget, hover over the widget and use the a corner icon shown at the

bottom right to drag the widget edges to the new size.

Display advanced dashboard widget details

Click the @ arrow at the bottom left of a widget to display the following:
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Table Display the widget data in table form, or export the data.

« Below the table, click Raw or Formatted to export your data.

« From the Page Size drop down, select an option to determine
the number of table rows to display.

Request  Display the Elasticsearch request body.
Response Display the Elasticsearch response body.

Statistics Display additional statistics about the Elastisearch request
performed for this widget.

4. When you're done customizing your dashboard, click Save and enter a name and

description for your dashboard.

Tip: Optionally, select Store time with dashboard to update the global date

range to the date range currently selected, when you edited the dashboard.

Click Cancel at the top of the page to exit the editing mode and discard your

changes.

Note: New custom dashboards created are added to the end of the list of saved
dashboards. To find yours, either scroll down the list completely, or enter the

dashboard name in the search field.

Dashboard options

Use the following additional options at the top of the page to manage your dashboard:

Share Display links to either share a saved dahsboard or a snapshot.
Use the Embedded iframe URL to embed this chart in another location.

Tip: Full link URLs may be long. Click Copy to copy the full URL to the
clipboard, or Short URL to display a shorter URL that's easier to share.

Clone Make a copy of the dashboard currently displayed for editing.
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Exportto Click to save a PDF with the dashboard data currently displayed.
PDF

Mail Click to jump in to the AFA Administration area and schedule email
Schedule updates for the displayed dashboard.

Date Define the date range for the data displayed. For details, see Change
selector date ranges.

Change date ranges

All ART pages provide a date range selector, which enables you modify the date range

of the data currently shown.

{ O Thisyear ?
I

Do any of the following:

» Use the <> arrows to move back and forth between incremental date ranges.

« Click the selected date range, shown in the center of the < > arrows, to select a

more complex date range.
The Time Range area expands, providing you with a series of options of the

following types:

Quick Provides quick options, like Today, Previous month, Last 24 hours,
or Last 2 years.

Relative Enables you to define date ranges from a specified time ago or from
now, to another specified time ago or from now.

Absolute Enables you to select specific start and end dates.

Click Go to update the data displayed based on your date range selections.

For example:
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Dashboard / Compliance Dashboard Share Clone Edit E
Time Range
Quick From: Now To: Now
0 Seconds ago v 0 Seconds ago M ﬂ
Relative [ round to the second [ round to the second
Absolute

The ART Management area enables you to manage saved queries, visualizations, and

dashboards.

Warning: The Management area also enables you to configure the Kibana Index

and Advanced Settings that control ART functionality.

We recommend keeping the default Index and Advanced Settings to ensure that
ART continues to work as expected. For more details, see the Kibana

documentation.

Do the following:

1. From the main menu, click Management, and then click Saved objects.
2. Click one of the following tabs:

. Dashboards. Manage saved dashboards. For more details, see Create or

edit dashboards.

« Searches. Manage saved searches. For more details, see Discover data.

« Visualizations. Manage saved graphs and charts. For more details, see

Visualize data.

3. Do any of the following:

Find your  Browse the list or enter a name in the search field to locate your
object object.
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Edit object Click an object name in the list to make changes, such as to the
settings object title.

This option also enables you manage advanced settings, such as
supporting JSON code.

We recommend making advanced changes like these only if you
are an advanced Kibana user.

Open Hover over the object name, and click the = eye icon to open it
object in Discover, Visualize, or Dashboard areas.
ART
Delete Select one or more objects in the list, and click i Delete to
objects delete the selected items.
In the warning dialog that appears, click Delete ... to confirm the
deletion.
Export
J;?)N Select one or more objects in the list and click & Export to save
details the relevant JSON data locally.
To export JSON data for all objects, click Export Everything at the
top of the page.
Import Create ART objects by importing a JSON file. At the top of the
objects page, click Import and select a JSON file to import.
Troubleshoot ART

If you run into issues when using the AlgoSec Reporting tool, you may want to check the

relevant log files.

ART-related logs are created for the Elastic, Kibana, and Logstash services in the

/var/log directory on the AFA machine.
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Managing Analyses

This section describes how to manage analyses (the process of report generation). The

information applies equally to manually initiated analyses and scheduled analyses.

Overview

Analysis

If an analysis is currently in progress, appears at the top of the

workspace when viewing the device/group/matrix. AFA provides the ability to manage

active analyses by doing the following:

« View the progress of a currently running analysis. For details, see Viewing the

Progress of an Active Analysis.

« Abort a currently running analysis. For details see Aborting Analyses.

If the last analysis failed, appears at the top of the workspace. When an

analysis fails, AFA provides failure logs. For details, see Viewing Analysis Failure Logs.

Analysis ®

If the last analysis succeeded, appears at the top of the workspace. When

an analysis succeeds, AFA provides support logs. For details, see Viewing Support
Files and AFA reports.

Additionally, you can view a list of all recent analyses. For details, see Viewing the

Status of All Recent Analyses.

Viewing the Progress of an Active Analysis
To view the progress of an analysis that is progressing successfully:

1. View the desired device. For details, see View AFA device data

o Click Analysis

The analysis progress bar appears.
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Analysis

Analysis in progress: [ View Status

3. To view details of the analysis's status, click the View Status link.

The Analysis Status page appears, displaying a list of the most recent analysis

jobs.

@ Firewall Analyzer &) Analysis Status & AlgoSec Administrator ¥

Analysis Status

Currently running: 1 (maximum recommended: 2),

g afa-3190 violet_Fortinet 02:03 Processing & 5% Abort Analysis

v afa-3189 Rose_checkpoint 01:45 Complete

@
o} Job Name Device Name. Started Stage Progress
)
flowers Mar 19 Complete

(o]

Rose_c

M
Poppy_juniper M
garden M
Rase_checkpoint Mar 19 Init
Flower_ASA M.

M

1

Orchid_Reuter

H
I}
o
&
El
k-3
© 9 oo oo oo o
g g8 g g g|g g g
FRERE R R A R B

v afa-3183 Lily_sidewinder

For details about the fields in the table, see Analysis Status Fields (see Analysis
Status Fields).

Once the analysis is complete, you can use the generated report. For details, see

AFA reports.

Analysis Status Fields

This

column... Displays...

Job The name of the report generated.
Name

To view the report, click on the report name.

Firewall Analyzer (A30.10) Page 215 of 238



User Guide | Managing Analyses

This
column... Displays...

Device The name of the device on which the analysis ran.
Name
Started The time or date at which the analysis started.

This field is only displayed for analyses that are not currently running.

Slave The name of the slave appliance running the analysis.

This column only appears if a distributed system is configured.
Stage The status of the analysis. This can be any of the following:

« Collecting data. Data is being collected from the device(s).

« Processing. The analysis is currently running.

« Queued (no. X). The analysis is queued to run on a slave machine.
« Complete. The analysis completed successfully.

« Aborted. The analysis was aborted.

« Failed. The analysis failed.

Progress For a currently running analysis, this column displays a progress bar and
the percentage of the analysis job that has been completed.

For a completed analysis, this column displays Done and the name of the
report generated. You can click on the report name to view the report.

Aborting Analyses

If desired, you can stop an analysis that is currently running. This task can only be

performed by administrators.
To stop a currently running analysis:

1. Open the Analysis Status page. For details, see Viewing the Status of All Recent
Analyses.

The Analysis Status page appears with a table of recent analyses, including all

active analyses.

2. Nextto the desired active analysis, click Abort Analysis.
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A confirmation message appears.
3. Click OK.
The analysis stops.
Viewing Analysis Failure Logs
To view logs for an analysis that failed:
1. View the desired device. For details, see View AFA device data.

The analysis progress area appears with a link to report logs.

Menitoring Log collection

Analysis afa-2962 failed: View log

3. Click the View log link.

Viewing Support Files

When AFA successfully completes an analysis, monitoring, or log collection, you can

view the support files.

1. View the desired device. For details, see View AFA device data.

5 Click Analysis ® Menitoring @ or Log collection @

A link to the support files appears.

Analysis @ Monitoring @ Log collection @
Analysis completed successfully View support files
3. Click the link.
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Viewing the Status of All Recent Analyses

You can view details for the 10 most recent analyses, including all currently running

analyses.

To view the status of recent analyses:

B () Analysis Status
1. Inthe toolbar, click .

The Analysis Status page appears.

@ Firewall Analyzer

Analysis Status

Latest Analyses - Click to view analyses messages

Job Name Device Name
g afa-3190 violet_Fortinet
v afa-3189 Rose_checkpaint
flowers
Rose_checkpaint
Poppy_juniper
garden
Rose_checkpaint
Flower_Asa
Orchid_Router

Lily_sidewinder

Processing
Complete
Complete
Complete
Complete
Complete
Init
Complete
Failed
Complete

8 Analysis Status # Algosec Administrator ¥

Currently running: 1 (maximum recommended: 2)|

Prograss

5% bort Analysis

oo o oo oo oo
g |8 g|§ g8 ¢ ¢

g
FRERE AL RE R AR R
23 R A 3R 3R

For information on the fields, see Analysis Status Fields (see Analysis Status

Fields).
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Manage real-time monitoring

When real-time monitoring is activated, AFA periodically checks devices for changes.

For more details, see Monitored Content.

To view the most recent changes or changes for a specific period of time, see Viewing

Real-Time Monitoring Results.

To configure users to receive e-mail notifications when changes are detected, see the
AlgoSec Firewall Analyzer Administration Guide, Configuring Event-Triggered

Notifications.

To activate real time monitoring, see the AlgoSec Firewall Analyzer Administration

Guide, Configuring Real-Time Monitoring.

This section explains real-time monitoring results, and how to view the results.

Viewing Real-Time Monitoring Results

You can view the changes detected for individual devices, groups, or matrices.

Changes can be viewed in either of the following formats:

« List of recent changes (from the last 30 days, by default). For details, see Viewing

List of Recent Changes.

« Summary of changes over a specific period of time. For details, see Viewing

Summaries of Changes for a Specified Period of Time.

Viewing List of Recent Changes

To view a list of recent changes for a device, group or matrix:

1. View the desired device, group, or matrix. For details, see View AFA device data,

View AFA group data, and View AFA matrix data.

2. Ifthe Changes tab is not selected, click the Changes tab.

The Changes tab appears, displaying a list of recent changes for the selected

device, group, or matrix.
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@ Firewall Analyzer & Analysis Status £ AlgoSec Administrator v
DEVICES |/~ 4
n ALL _FIREWALLS Number of devices: 32
Search...
Q [%] Latest Report Aug21,2016 Analysis ®
Issues (42) ~
& i ALL_FIREWALLS N OVERVIEW pPoLicY CHANGES REPORTS MAP
& B pata_center_42
| - BEpc 42
| - B 42 ro0t Jul 27,2016 - Jul 26, 2017 Device Changed by View changes summary
) B3 pata_center_a2
| L E§oce2
i L [ pc_82_root
& [ 10.20.106.1
| & 3 Antonella £ Landau Jul 19,2017 - 13:18 Rules: 90, Service: 115, HostGroups: 291, Topology: 1
i | L @ Antonella_root
bk [ fw_cc_test
] @,test-ta 2 Lieberman_root Jul 19,2017 - 13:17 Rules: 182, Service: 115, HostGroups: 291, Topology: 1
=
[ - ,
“ , £23 Misezhnikov Jul 19,2017 - 13:16 Rules: 31, Service: 115, HostGroups: 291, Topology: 1

HOME

o

# Poppy_juniper Mar 19, 2017 - 11:06
) Devices

4k Flower_ASA Mar 19, 2017 - 10:56 [rjones] Topology: 2
@) DASHBOARDS
T ®eRouPs [+ Lity_sidewinder Mar 18, 2017 - 10:49 Rules: 239
G MATRICES

£2: Violet Fortinet Mar 19. 2017 - 10:48 HostGroups: 9

For information on the list's fields, see the table below.
3. To filter the information displayed in the list, do the following:

a. Tofilter by date, click the field displaying the date range, and select a time
period in the calendar which appears. You can select a beginning and end

date, or you can select one of the relative options, such as This month.

b. Tofilter by device, in the Device field, type the name of the desired device.

This field is not relevant for individual devices.

c. To filter by administrator who performed the change, in the Changed by field,

type the administrator's user name.
d. Press Enter.
The changes are filtered according to the specified parameters.

4. To view a summary of all changes that occurred at a specific instance, do the

following:

a. Hover over a change that occurred at the desired time.

appears in the row.
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b. Click the icon.
The Changes Summary Report for the desired instance opens in a new tab.
Changes List Fields

This field... Displays...

Device The device on which the change occurred.

This field is not relevant for individual devices.
Date and Time The date and time at which the change occurred.
Changed by The administrator who performed the change.

Summary A summary of device items affected by the change.

Viewing Summaries of Changes for a Specified Period of Time

To view a summary of changes for a specified period of time:

1. View the desired device, group, or matrix. For details, see View AFA device data,

View AFA group data, and View AFA matrix data.

2. Ifthe Changes tab is not selected, click the Changes tab.

The Changes tab appears, displaying a list of recent changes for the selected

device, group, or matrix.
3. Click the field displaying the date range.
A calendar appears.
4. Do one of the following:
» Select a start date, select and an end date, and then click Apply.

« Select one of the relative time frame options, such as Last 7 Days or This

month.
5. Click View changes summary.

The Changes Summary Report opens in a new tab.
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Changes Summary Report

Between Aug 11, 2015 and Aug 9, 2016

(7] Rose_checkpoint —

changes

RULES POLICY OBJECTS TOFOLOGYQ CONFIGURATION OLD CHANGES

Interfaces

IP Address

& if_3 /712016

14:05:36 160.0.0.0 - 160.255.255.255

rd if 0 7/7/2016 +  1610.0.0- 192.168.5.255
14:05:36

144,185.0.0 - 159.255.255.255

- 144.185.0.0 - 192.168.5.255

6. To exportthe summary to PDF format, click Sewert For more details, see Export

AFA screens to PDF.

Monitored Content

The change monitoring support for each device brand varies:
« All monitoring devices are monitored for any changes to the full configuration of
the device.

« All devices which support full analyses / report generation are monitored for

changes to the following:
« Policy rules

« Network object definitions

Service object definitions

Device topology

o Auditlogs
« Full configuration (not for Check Point)

« For Check Point devices, the following items are additionally monitored:
« Usergroups

o« Users
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o VPN communities

Global properties
o NAT rules

Application Control Rules

Configuration of policy installation

» Forcloud devices (such as Amazon Web Services and Microsoft Azure), the

following specific items are monitored:
« Forthe user account/subscription tier:
» Aggregated changes in rules/risks/configuration
« Forthe Region and VNet/VPC tier:
« Addition/removal/modification of security sets
« Aggregated changes in rules/risks/configuration/topology
« Forthe security set tier:
« Additional/removal of instances/ALBs/VMs

« Changes in rules in security groups/network security groups and

network ACLs/subnet network security groups
« Addition/removal of security groups/network security groups and

network ACLs/subnet network security groups

For more information about the different tiers in the device tree for cloud devices, see

Device data for cloud devices.
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Customize risk detection

You can customize the way that AFA detects risks in the following ways:

» Customize and annotate the network topology.

« Define Trusted Traffic ("white rules") to treat any type of traffic as non-threatening.

o Match a Risk Profile to Your Topology: Watch to learn about applying risk profiles

to your device topology.

Customizing the Topology

The Customize Topology page lets you customize the network topology of a device or

matrix that is analyzed by AFA. Customizing the topology allows you to:

« Mark the DMZs. You can identify and monitor incoming and outgoing traffic

related to the designated DMZs.

« Choose which interface is external and which interface is internal to your
network. By default, AFA identifies the external interface according to the default
route in the routing table. In some cases, for example where the network is
connected to a business partner, the default decision is wrong and will cause
erroneous reports. Mark multiple external zones and DMZs. Some networks are

configured with more than one external zone (i.e., there are two ISPs).

« Define external zones. In some cases there is no default route. Using the
Customize Topology feature enables you to identify the external zone of the
network.

For more details, see:

o Customizing the Device Topology

o Customize matrix topology
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Customizing trusted traffic
Defining Trusted Traffic allows you to customize AFA to treat any type of traffic as non-
threatening. This lets you eliminate any false-alarms triggered by traffic that is necessary

for your business.

You can customize trusted traffic from the AFA Web interface or from a device report.

For details, see Customize trusted traffic.

Customizing the Device Topology
To customize the device topology:
1. Do one of the following:

Customize the device's topology via = View the desired device, either from the
the device page Overview or Report tabs.

For details, see View a specific device.

Customize device's topology viathe View the ALL_FIREWALLS group.

ALL_FIREWALLS page For details, see View a report for all

devices.

2. Click the All Reports tab.

The All Reports page appears.
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@ Firewall Analyzer & Analysis Status £ AlgoSec Administrator v
DEVICES |/~ 4
u ALL_FIREWALLS Number of devices: 32
Search... - ——————
. Q Latest Report Aug21,2016 o Analysis ®
Issues (42) v
=) fom ALL_FIREWALLS - OVERVIEW POLICY CHANGES REPORTS ALL REPORTS MAP
&) B3 pata_center_42 —
L
| FEoca _ _ -
| 5 53 DC_42_root % Analyze File Traffic Simulation Query [ Locate Object = compare T
& {4 Data_Center_a2
| L E§oc a2
| L g pc_s2_root 4 Device Name o Download
& [ 10.20.106.1
| & [iE Antonella a £ test-I3 % afa-3235 Jul 18,2017
| [
L t gi\nmnelta_mot
Lok fw_cc_test .
il - 122 testy-dash2 fa-3234 Jul 18,2017
: L[ el m] ty- x afa ul
- .
HE=aa s
4 » ] iz Landau v afa-3233 Jul 18,2017 @ Zip
1) HOME
[m] #22 Lieberman_root v afa-3232 Jul 18,2017 3 zie
) Devices
o dom % afa-3231 Jul 18,2017
@) DASHBOARDS
GROUPS o i22 fw_cc_test x afa-3230 Jul 18,2017
@ MATRICES _
a i2: Antonella_root x afa-3229 Jul 19,2017

3. Select the check box next to the desired device.
4. Click Topology.

Note: If you do not have the necessary permissions for customizing topology, this

button is disabled.

The Topology page appears.

@ Firewall Analyzer & Analysis Status £ AlgoSec Administrator v
DEVICES |/~ 4
u ALL_FIREWALLS Number of devices: 32
Search... - o a |
Q Latest Report Aug21,2016 02 9 Analysis ®
Issues (42) ~
é fam ALL_FIREWALLS - OVERVIEW POLICY CHANGES REPORTS ALL REPORTS MAP
&) B3 pata_center_42 —
| LE§oca2
| 5 53 DC_42_root 9 Analyze File (@ Traffic Simulation Query I8 Locate Object =E Compare % Topology & Trusted Traffic 10 pelete
& {4 Data_Center_a2
|
Ik 6 pc_ez
| - e 2 root device: rose_checkpoint
=] Eh@o.zo.mm Type Interface name Logical name
i Antonella
‘ B |
| T T @ antoneli_root T e
1L | R i
| B
Pl gtesm oz v P e =]
Pk test2
| b I EMFC4 i
1 I P i
; ;
3 HOME
— o X G =
[J Dpevices ohind_il_t i | cote | s | behind i 2
s rose_chackgont s -
@) DASHBOARDS behind_if_3 JDikcm K oo behind_it_4 IP addresses behind interface if_0 (66.101.58.62):
0.0.0.0-3.81.255.255 -
IS 3.83.0.0-9.255255.255

11.0.0.0-12.15.232.255

12152340 - 16 47 58255
G MATRICES 16.47.60.0 - 26.210.80.255
IRN0RT 027674072 7
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This page includes a connectivity diagram that shows the network configuration,
with color coding designating external (red), internal (blue) or DMZ (orange)

zones.
The table on the right lists all of the zones in the device.
5. To change a zone's type, do the following:
a. Locate the desired zone in the table's Interface hame column.
b. In the zone's row, in the Type column, select the zone's type.

This can be any of the built-in types (EXTERNAL, INTERNAL, or DMZ) or a

custom zone type.
c. Click Apply.
The connectivity diagram changes according to your changes.
6. To change a zone's logical name, do the following:
a. Locate the desired zone in the table's Interface hame column.

b. In the zone's row, in the Logical name column, type a logical name for the

zZone.

In any future reports you generate for this device, the zone will be

represented by the logical name entered.
c. Click Apply.
The connectivity diagram changes according to your changes..

7. Toview a list of IP addresses in a specific zone, in the table's Interface name

column, click on the zone's name.

The IP addresses behind interface X area displays a list of IP addresses in the

selected zone.

8. Once you are satisfied with the topology you set, click OK.
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The new topology will be the default setting of the device and all future reports will

be analyzed according to this topology.

A message appears recommending that you run a new analysis for changes to

take effect.
9. Click OK.

To run an analysis, see Manually generated reports.

Customize matrix topology
To customize the matrix topology:

1. View the desired matrix. For more details, see View AFA matrix data.

Note: You can perform this procedure in either the Overview or Reports tab.

2. Click Topology.

Note: If you do not have the necessary permissions for customizing the

topology, this button is disabled.

The Topology page appears.

Firewall Analyzer (A30.10) Page 228 of 238



User Guide | Customize risk detection

@ Firewall Analyzer & Analysis Status £ AlgoSec Administrator v
MATRICES |/ 4
flowers
Search...
. Q [ Latest Report Mar 19,2017 Analysis @
ssues (0) v
& i Matrices OVERVIEW POLICY CHANGES REPORTS ALL REPORTS MAP
£ o flowers
L # Poppy_juniper
- [ Rose_checkpoint % Analyze File (@ Traffic Simulation Query I8 Locate Object =E Compare % Topology & Trusted Traffic W pelete
5 ize Topology for: flowers
Matrix flowers
" Srou T T [ ——— Zone Type Connected to =
. — = h. I [intermet | [BroB ] Rose_checkpoint B
rose_cl
- I [Partneriet | [nTERNAL v Rose_checkpoint B
3 HoME it 0 i1 if 4 I [Transic | [omz v Rase_checkpoint B
O ooces (CpgNF31) | (EMPCI2) (EMPY I [webt | [owz v Rose_checkpoint Ed
1082.1820 | 1647502 | 10247 ] 2 \ [inTeRNAL <] 7
@) DASHBOARDS | | INTERNAL ¥ & -
P B
T orours _ Internet ) PartnerNet L R,
N— 1P addresses of
@ MATRICES

This page includes a connectivity diagram that shows the matrix's multi-tiered
topology, with color coding designating external (red), internal (blue) or DMZ

(orange) zones.

The table on the right lists all of the zones in the matrix, their types, and the

devices to which they are connected.

3. To change a zone's type, do the following:

a. Locate the desired zone in the table's Zone column.
b. Inthe zone's row, in the Type column, select the zone's type.

This can be any of the built-in types (EXTERNAL, INTERNAL, or DMZ) or a

custom zone type.
c. Click Apply.
The connectivity diagram changes according to your changes.

4. To change a zone's hame, do the following:

a. Locate the desired zone in the table's Zone column.

b. In this column, type a new name for the zone.
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In any future reports you generate for this matrix, the zone will be

represented by the name entered.
c. Click Apply.
The connectivity diagram changes according to your changes.

5. To view a list of IP addresses in a specific zone, in the table's Zone column, click

on the zone's name.
The IP addresses of X area displays a list of IP addresses in the selected zone.

6. To editthe list of IP addresses included in a zone, do the following:

a. Locate the desired zone in the table's Zone column.
b. In the zone's row, click Edit.

The Edit dialog box appears.

@ Firewall Analyzer B9 Analysis Status & AlgoSec Administrator v
MATRICES |/
B flowers
search.. Q [ Latest Report Mar 19,2017 analyzIs18)

sues (0) v

& i Matrices OVERVIEW poLICY CHANGES REPORTS ALL REPORTS MAP
& im flowers
L # Poppy_juniper
L B Rose_checkpoint % analyzefile (@ TeafficSimulation Query |0 Locate Object == Compare % Topology (&) Trusted Traffic [l pelete

Customize Topology for: flowers-78, Edit Zone Internet

IP addresses of Internet: 10.0.0.0-10.255.255.255 43.156.0.0-
43.156.178.255 234.0.0.0-234.255.255.255

Edit connectivity:

Firewalls: Connected to:
Firewall Viainterface

@ HoMe ch;:itnﬂl_l_m rose_checkpoint if_o
B DEVICES ethernetl 2 11

|, ethernet1 2 ©
) DASHBOARDS ethernet3_1_2

|, ethernet3 2 1
[ Grours mat

tunnel_1
G MATRICES tunnel_t0

c. Toadd an individual IP address, a range of IP addresses, or a host group

that is defined on the device, in the Edit IP Addresses area, click Add.

d. Toremove an IP address from the list, select the IP address and click

Remove.
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e. Click OK.
f. Click OK.
7. To edita zone's connectivity, do the following:
a. Locate the desired zone in the table's Zone column.
b. Inthe zone's row, click #.
The Edit dialog box appears.

c. Specify which devices this zone is connected to, by selecting the devices in

the Firewalls pane in the Edit connectivity area, and clicking Add.

d. Toremove a device from the list of devices that the zone is connected to,

select the device in the Connected to box, and click Remove.

e. Click OK.
f. Click OK.
The connectivity diagram changes according to your changes.
8. Once you are satisfied with the topology you set, click OK.

The new topology will be the default setting of the matrix and all future reports will

be analyzed according to this topology.

A message appears recommending that you run a new analysis for changes to

take effect.
9. Click OK.

To run an analysis, see Run a manual AFA analysis.

Customize trusted traffic
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Customize trusted traffic from AFA

To customize trusted traffic:

1. Do one of the following:

« To customize the device's trusted traffic via the device page, view the

desired device. For details, see View a specific device.

Note: You can perform this procedure in either the Overview or Reports
tab.

» To customize the device's trusted traffic via the ALL_FIREWALLS group
page:
1. View the ALL_FIREWALLS group. For details, see Viewing the ALL
FIREWALLS Group.

2. Click the All Reports tab.
The All Reports tab appears.
3. Select the check box next to the desired device.
2. Click Trusted Traffic.

The Trusted Traffic page appears.
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@ Firewall Analyzer & Analysis Status £ AlgoSec Administrator v
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@ MATRICES n

3. Select the type of trusted traffic to view and modify:
« To work with traffic that is trusted for all devices, click Global Trusted Traffic.

« To work with traffic that is trusted for a specific group, click Group Trusted

Traffic, then select the desired group from the drop-down list.

« To work with traffic that is trusted for the current device only, click Device-

specific Trusted Traffic.
The desired type of trusted traffic appears in a table at the bottom of the page.

Note: All changes to trusted traffic will affect the selected type of trusted traffic
only.

4. To add or edit trusted traffic:
a. Do one of the following:
o To add new traffic, click New.

« To edit existing traffic, select the trusted traffic in the table and click
Edit.

The Add New Trusted Traffic page appears.
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b. In the Specify Trusted Traffic for Firewall area, do one of the following:

« To specify that the host group you selected should remain trusted even
if the device administrator changes the IP addresses defined by it, click

Trust future changes to the hostgroups.

« To specify that AFA should make a copy of the current definition, and
only the IP addresses listed in it should be trusted, click Only trust the

current |IP addresses.

c. Select the source, destination, and service of the traffic that should be

trusted.

d. To specify an expiration date for the trusted traffic, select the Expiration Date

check box and specify the desired date.
e. Inthe Comment field, type any comments.
f. Click OK.
The Global Trusted Traffic page re-appears with the new traffic listed.
5. To delete trusted traffic, select the desired traffic in the table and click Delete.

The trust for the selected traffic is removed.
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6. To import traffic that is specified by a risky rule, do the following:
a. Click Import Rule.

The Trusted Traffic page appears.
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b. In the Risky Rule drop-down list, select the desired risky rule.
The relevant traffic appears in a table at the bottom of the page.

c. Inthe Trust Options area, do one of the following:

« To specify that the host group you selected should remain trusted,
even if the device administrator changes the IP addresses defined by

it, click Trust future changes to the hostgroup.

« To specify that AFA should make a copy of the current definition, and
only the IP addresses listed in it should be trusted, click Only trust the

current IP addresses.

d. To specify an expiration date for the trusted traffic, select the Expiration Date

check box and specify the desired date.

e. Inthe Comment field, type any comments.
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f. Click OK.
The Global Trusted Traffic page reappears with the new traffic listed.
7. Click OK.

A message appears recommending that you run a new analysis for changes to

take effect.
8. Click OK.

To run an analysis, see Manually generated reports.

Customize trusted traffic from a device report

You can customize trusted traffic from a device report's Risky Rules page.

Note: Customizing a risky rule from a device report is only available when viewing
the report in the AFA Web interface, and not when viewing the downloaded report on

your computer.

To customize trusted traffic:

—

. View a report for the desired device. For details, see View device reports.

2. In the report menu, click the Risky Rules tab.
3. In the Findings table, click Trust Rule next to the desired risky rule.
A new window opens, displaying the Trusted Traffic page.

The desired rule is selected in the Risky Rule drop-down list, and the relevant

traffic appears in a table at the bottom of the page.
4. Do one of the following:

« To specify that the rule traffic should be trusted for all devices, click Global
Trusted Traffic.

« To specify that the rule traffic should be trusted for a specific group, click

Group Trusted Traffic, then select the desired group from the drop-down list.
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« To specify that the rule traffic should be trusted for the current device only,

click Device-specific Trusted Traffic.
5. In the Trust Options area, do one of the following:

« To specify that the host group you selected should remain trusted even if the
device administrator changes the IP addresses defined by it, click Trust

future changes.

« To specify that AFA should make a copy of the current definition, and only
the IP addresses listed in it should be trusted, click Only trust the current IP

addresses.

6. To specify an expiration date for the trusted traffic, select the Expiration Date

check box. Specify the desired date.

7. In the Comment field, type any comments.
8. Click OK.

The Global Trusted Traffic page appears.
9. Click OK.

A message appears recommending that you run a new analysis for changes to

take effect.
10. Click OK.

To run an analysis, see Manually generated reports.
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Send us feedback

Let us know how we can improve your experience with the User Guide.

Email us at: techdocs@algosec.com

Note: For more details notincluded in this guide, see the online ASMS Tech Docs.

E'algosec
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